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FOREWORD

Supporting Microsoft:
Windows NT™ Server 3.5:
Self-Paced Training

When I first came to Microsoft in 1990, the company was about to launch LAN
Manager 2.0, a system that was designed to be as good a file server as NetWare,
but which could also run server applications. The problem was that this early
version of LAN Manager wasn’t quite as fast as NetWare as a file server, and there
weren’t really any server applications.

By 1991, we had fixed the file server performance problem with LAN Manager
when we released LAN Manager 2.1. Although the 16-bit OS/2 environment was
adequate for small workgroup application servers, it did not really meet the needs of
large business-critical loads. Customers needed a minicomputer substitute, but LAN
Manager on OS/2 could not deliver.

In 1993, Microsoft shipped Windows NT Advanced Server 3.1. Combined with a
new generation of hardware that could deliver the performance of minicomputers
costing ten or twenty times as much, the first version of Windows NT was an
excellent application server. Because the industry had delivered a full complement
of development tools, independent software vendors began porting their applications
to Windows NT.

Although the early reviews of Windows NT Advanced Server 3.1 were positive in
terms of its application server performance, it did not deliver the file server
performance necessary to compete with NetWare. Windows NT 3.1 did support
IPX, the same network protocol that customers used with NetWare, so many
NetWare customers began using Windows NT as an application server right
alongside the NetWare file servers.
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As work began on Windows NT Server 3.5, Microsoft focused on three primary
goals:

= Improve Windows NT Server’s file server performance
= Make it easier to set up and manage Windows NT Servers
= Improve the networking capabilities of the product

‘When we shipped Windows NT Server 3.5 in September of 1994, we solved a
problem that Microsoft and the industry had been focusing on for over eight years.
Windows NT Server 3.5 is a network operating system that is the foundation for a
new generation of applications. It delivered the application server performance of
UNIX, and most reviewers agree that it now boasts file server performance that is
competitive with any other server operating system, even NetWare.

Dave Cutler and his team built Windows NT Server to meet customer demand for a
server operating system that could harness the new generation of hardware, and
they delivered a multipurpose system which can be the minicomputer substitute that
customers have been waiting for.

As you begin learning more about Windows NT Server, the first thing that you will
notice is how easy it is to install. Installing Windows NT Server from CD-ROM

takes a beginner about 45 minutes. Once you get running, you will also find that the
designers spent a lot of time making it easier to do the things that you do most often.

When you begin installing Windows NT Server in existing networks, you will find
it is the most network-agnostic network operating system available. In general,
Windows NT Server doesn’t care whether you are using NetBEUI, IPX, or
TCP/IP—so we included them all.

Windows NT Server 3.5 is a complete network server. It has directory service,
which provides: a single network logon, security and centralized management. With
Windows NT Server 3.5 you get simplified, dynamic management of TCP/IP
addresses using automatic network name management. Windows NT Server 3.5
includes remote networking that provides complete, secure dial-in access for remote
users to connect to any network, including SNA networks and the Internet.
Windows NT Server is also the best server platform for Macintosh clients.

Delivering on the vision of distributed compilting, Windows NT Server is the single
foundation for the future. Windows NT Server is the right decision today that will
not need to be changed in the future.

More and more companies are deploying Windows NT Server—based solutions to
achieve mission-critical business functions. Company decision-makers have cited
robustness, flexibility, ease of use, and business value as reasons why they chose to
adopt Windows NT Server.
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The demand for implementation of Windows NT-based systems within
corporations is leading to a surge in training requests. Training enrollment is
driving revenue growth for companies certified as trainers for Windows NT-based
development and implementation.

As you read this book, you will find that managing the setup and support of
networks doesn’t have to be complicated. As you begin working with the product, I
think you will also find that there has never been a server operating system that
gives you the opportunity to look so good.

Mike Nash
Windows NT Server Product Manager
January 20, 1995
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About This Book

Video

Welcome to Supporting Microsofte Windows NT™ Server 3.5: Self-Paced
Training. This book provides the knowledge and skills to plan, install, configure,
customize, optimize, and integrate networks with Windows NT Server 3.5, and it
prepares you to meet the certification requirements to become a Microsoft
Windows NT Server 3.5 Certified Professional.

Each chapter in this book is divided into lessons. Most lessons include hands-on
procedures to practice or demonstrate the concept or skill presented in the lesson, or
a set of review questions to test your knowledge. At the end of each lesson is a short
summary. If appropriate, there are references to further information on the lesson
material or related topics.

The lesson disks contain supplemental files required to perform the hands-on
procedures.

The “Microsoft Windows NT 3.5 Server” video provided in this kit supplements the
key Windows NT Server concepts covered in this book. We recommend that you
begin by watching this video and then use it as a review tool while you work
through the material.

Reference Materials

You need the Windows NT Server 3.5 documentation to complete the lessons in
this book. In addition, you will find the following reference material useful.

= Windows NT Workstation 3.5 documentation
=  Windows NT 3.5 Resource Kit
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Intended Audience

This book is designed for network support professionals who install, configure, and
support Windows NT Server 3.5.

Prerequisites

Before taking this self-paced training, you should have completed the Support
Fundamentals for Windows NT Workstation 3.5: Self-Paced Training book or
have equivalent knowledge.

Finding the Best Starting Point for You

This book is designed for you to complete at your own pace, and so you can skip
some lessons and revisit them later. Use the following table to find the best starting

point for you.

If you Follow this learning path

Are preparing to take the Certified Read the following section, “Getting

Professional Examination Started,” Next, work through Chapters 1-5.
Work through the other chapters in any
order.

Need to install and configure a small Read the following section, “Getting

network , Started.” Next, work through Chapters 1-4.
Work through the other chapters in any
order. If a chapter requires Trust
Relationships, complete Chapter 5.

Need to install and configure multiple Read the following section, “Getting

departments, groups, or computers Started.” Next, work through Chapters 1-5.
Work through the other chapters in any
order.

Need to install and configure TCP/IP Read the following section, “Getting

Started.” Next, work through Chapter 1.
Then complete Chapters 7 and 8.

Need information on a specific topic related  Refer to the Table of Contents or Index.
to Windows NT Server

Chapter and Appendix Overview

This self-paced training combines notes, hands-on procedures, and review questions
to teach you how to support Windows NT Server 3.5. It is designed to be completed
from beginning to end, but you can choose a customized track and complete only
the sections that interest you. If you choose the customized track option, see the
“Before You Begin” section in each chapter. Any hands-on procedures that require
preliminary work from previous chapters will refer to the appropriate chapters.
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The self-paced training is divided into 11 chapters and six appendix:

The “About This Book” section contains a self-paced training overview and
introduces the components of this training. Read this section thoroughly to get
the greatest educational value from this self-paced training and to plan which
lessons you will complete.

The “Getting Started” section contains preliminary information necessary for
completing this training. It explains concepts and defines terms that are used in
Chapter 1 and throughout the book.

Chapter 1, “Installing Windows NT Server,” gives you the knowledge and skills
to install, upgrade, and configure Windows NT Server. You have the
opportunity to install and configure Windows NT Server to function as a
primary domain controller (PDC).

Chapter 2, “Using Groups to Manage Users,” covers the different types of
groups that are used to manage a user’s access to resources, and how groups are
implemented in a single domain. You have the opportunity to create both local
and global groups, add a global group to a local group, and then use global and
local groups to perform domain administration and to access domain resources.

Chapter 3, “Configuring the User Environment,” gives you the knowledge and
skills to configure the user environment with user profiles and logon scripts. You
will have the opportunity to create user profiles and logon scripts that configure
the desktop environment.

Chapter 4, “Configuring the Server Environment,” gives you the knowledge and
skills to configure and manage servers using Server Manager. You will have the
opportunity to use Server Manager to add a computer to a domain; install a
backup domain controller (BDC); synchronize domain controllers; promote a
backup domain controller to the role of primary domain controller; and remotely
administer a service on a different domain controller.

Chapter 5, “Establishing Trust Relationships Between Domains,” gives you the
knowledge and skills to plan and implement trust relationships in a master
domain, multiple master domain, and complete trust domain. You will have an
opportunity to implement the master domain model and learn about group
strategies.

Chapter 6, “Protecting Server Data,” covers how to implement fault tolerance
functions, such as striping with parity and disk mirroring. You will have the
opportunity to implement disk striping with parity and/or disk mirroring,
depending on your hardware configuration. Information will also be provided on
creating a fault-tolerant boot disk and recovering data.

Important The hands-on procedures in this chapter require additional hard
disks. Refer to the “Hardware and Software Requirements” section for detailed
information.
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= Chapter 7, “Implementing TCP/IP,” gives you the basic knowledge and skills to
install and configure Microsoft TCP/IP. You will have the opportunity to
manually configure an IP address, Subnet Mask, and default gateways, use the
ping utility to test the configuration and diagnose a common configuration
problem, and then install and configure DHCP to configure TCP/IP parameters
automatically.

= Chapter 8, “Browsing Network Resources,” gives an overview of the
Windows NT Server Computer Browser service, types of browser servers, and
multiple domain and wide-area network browsing issues. You will have the
opportunity to design browsing for a wide-area network domain, based on a
scenario.

= Chapter 9, “Installing Microsoft Network Client Software,” describes the
MS-DOSe client software that is included in the Windows NT Server package,
how to use the Windows NT Network Client Administrator, and how to install
and use the client-based network administration tools. You will have an
opportunity to use the Network Client Administrator to create a startup disk,
install Windows for Workgroups using a startup disk, and install and use the
administration tools from a Windows for Workgroups client.

s Chapter 10, “Optimizing Windows NT Server for Performance,” covers how to
use Performance Monitor to identify common performance problems and isolate
server bottlenecks. You will have the opportunity to use Performance Monitor as
a tool to determine and resolve a bottleneck in a computer’s performance.

= Chapter 11, “Integrating Novelle NetWaree with Windows NT Server,” gives
you the knowledge and skills required to install and configure the NWLink
protocol and Gateway Service for NetWare (GSNW) and to integrate Novell
NetWare into a Windows NT Server environment. You will have the
opportunity to install and configure Windows NT Server as a NetWare gateway,
and then use it to access files on a NetWare server.

Note Completion of this chapter requires a NetWare server.

=  Appendix A, “Installation Files and Components,” gives additional information
on the installation process and upgrading.

= Appendix B, “File Systems,” gives additional information on the advantages and
disadvantages of the FAT, NTFS, and HPFS file systems.

= Appendix C, “The Server Service Configuration Parameter Values,” is a table
with the Server service parameter values.

=  Appendix D, “Windows NT Security Data Structures,” explains the
Windows NT security model in more detail.
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= Appendix E, “Windows NT Server and Novell NetWare File and Directory
Permissions and Rights,” is a set of tables presenting naming convention
comparisons between Windows NT Server and Novell NetWare.

= Appendix F, “Microsoft Windows NT Server Dynamic Host Configuration
Protocol and Windows Internet Naming Service,” is an in depth look at DHCP
and WINS.

Other Features of This Book

Each chapter opens with a “Before You Begin” section, which describes other
chapters that must be completed before continuing.

=  Whenever possible, lessons contain procedures that give you an opportunity to
use the skills being presented or explore the part of Windows NT Server being
described. All procedures are identified through the following procedural
convention: P>

» The “Review Questions” sections at the end of some lessons allow you to test
what you have learned in the lesson. They are designed to familiarize you with
the Microsoft Certified Professional examination.

= The “For more information” table at the end of many lessons lists additional
resource locations for information on the concepts and skills covered in the
lesson. The information referred to covers product documentation, online
locations, or both.

= The “Questions and Answers” section contains all of the book’s questions and
corresponding answers. Each question is referenced by page number.

»  The “Glossary” presents a set of definitions for the technical terms that appear
in this book.
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Network Configurations in This Book

This section is intended to give you a visual picture of the network that you will be
designing throughout this book. You will progress from a basic small network
configuration to more complex network configurations.

Chapter 1

After Chapter 1, “Installing Windows NT Server,” you should have the following
configuration.

This is the first PDC installed in
DOMAIN-A in Chapter 1. The PDC
will also act as a file, print, and
application server.

DOMAIN-A

Figure 1: DOMAIN-A with a primary domain controller configured
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Chapter 2

After Chapter 2, “Using Groups to Manage Users,” you should have the following

configuration.

Create User Accounts |
.

USERA-2

/’\

USERA-1 aadl

b

USERA-3

LOCALA-RED

LOCALA-GREEN

Create Global Groups

GLOBALA-X

GLOBALA-Y

Figure 2: DOMAIN-A with users, local groups, and global groups
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Chapter 4

In this chapter you will install Windows NT Server on a second computer as a
backup domain controller (BDC) for DOMAIN-A. You will then perform directory
replication to make a copy of the user accounts database.

This is the first PDC installed in
DOMAIN-A in Chapter 1. The PDC
1 will also act as a file, print, and
application server.

DOMAIN-A

This second computer is

set up as a DOMAIN-A BDC.
The BDC is also configured
as a file, print, and application
server.

Figure 3: DOMAIN-A network configured with a PDC and BDC
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Chapter5

After you have two computers set up in DOMAIN-A, you will set up the second
computer to dual-boot between the current BDC installation for DOMAIN-A and a
new installation of Windows NT Server. This new installation will be configured as
a primary domain controller for DOMAIN-B.

DOMAIN-B

Figure 4: Second computer set up to dual-boot between the BDC for DOMAIN-A and
the PDC for DOMAIN-B
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When you complete Lesson 1 of Chapter 5, you should have the following
configuration. :

DOMAIN-A

DOMAIN-B

Figure 5: Two single domains
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After you create two single domains, you will implement trust relationships. When
Lesson 2 is complete, your network should have the following configuration.

DOMAIN-A

DOMAIN-B

Figure 6: A one-way trust relationship, allowing DOMAIN-B to trust DOMAIN-A
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By the time you complete Chapter 5, “Establishing Trust Relationships,” your
network should have the following configuration.

AIN-A Trusts DOMAIN-B

DOMAIN-A

DOMAIN-B Trusts DOMAIN-A

DOMAIN-B

Figure 7: Both domains trust each other

When you have created this network configuration you can take advantage of the
advanced features of Microsoft Windows NT Server 3.5.

Conventions Used in This Book

Before you start any of the lessons, it is important that you understand the terms and
notational conventions used in this book.

Procedural Conventions

= Hands-on procedures that you are to follow are given in numbered lists of steps
(1, 2, and so on). A triangular bullet () indicates the beginning of a
procedure.

= The word select is used for highlighting directories, filenames, text boxes, menu
bars, and option buttons, and for selecting options in a dialog box.

= The word choose is used for carrying out a command from a menu or dialog
box.



About This Book XXxi

Notational Conventions

Characters or commands that you type appear in bold lowercase type.

Italic in syntax statements indicates placeholders for variable information. Italic
is also used for important new terms, for book titles, and for emphasis in the
text.

Names of files, paths, or directories appear in ALL. CAPITALS, except when
you are to type them directly. Unless otherwise indicated, you can use lowercase
letters when you type a directory name or filename in a dialog box or at the
command prompt. Full capitals are also used for acronyms.

Monospace type represents code samples, examples of screen text, or entries
that you might type at the command line or in initialization files.

Square brackets [ ] are used in syntax statements to enclose optional items. For
example, [filename] in command syntax indicates that you can choose to type a
filename with the command. Type only the information within the brackets, not
the brackets themselves.

Braces { } are used in syntax statements to enclose required items. Type only
the information within the braces, not the braces themselves.

Keyboard Conventions

Names of keys that you press appear in SMALL CAPITALS; for example, TAB and
SHIFT.

A plus sign (+) between two key names means that you must press those keys at
the same time. For example, “Press ALT+TAB” means that you hold down ALT
while you press TAB. '

A comma (,) between two or more key names means that you must press each of
the keys consecutively, not together. For example, “Press ALT, F, X’ means that
you press and release each key in sequence. “Press ALT+W, L” meais that you
first press ALT and W together, and then release them and press L.

You can choose menu commands with the keyboard. Press the ALT key to
activate the menu bar, and then sequentially press the keys that correspond to
the highlighted or underlined letter of the menu name and the command name.
For some commands, you can also press a key combination listed in the menu.

You can select or clear check boxes or option buttons in dialog boxes with the
keyboard. Press the ALT key, and then press the key that corresponds to the
underlined letter of the option name. Or you can press TAB until the option is
highlighted, and then press SPACEBAR to select or clear the check box or option
button.

You can cancel the display of a dialog box by pressing the ESC key.
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Notes
Notes appear throughout the lessons.

Notes marked Tip contain explanations of possible results or alternative
methods.

Notes marked Important are items you should check before completing an
action.

Notes marked Note contain supplementary information.
Notes marked Caution contain warnings about possible loss of data.
Notes marked Warning alert you to possible hardware damage.

Hardware and Software Requirements

This self-paced training contains hands-on procedures to help you learn about
Microsoft Windows NT Server 3.5. To complete these procedures, you must have
at least two computers with the following configuration.

Hardware

_ All hardware must be on the Microsoft Windows NT Server version 3.5 Hardware
Compatibility List.

33 MHz 80486 (or higher) processor
Minimum of 16 MB RAM (32 MB or higher recommended)

Minimum of 210 MB hard disk space (Additional disk space is required for
paging memory if the computer has more than 32 MB RAM.)

Note To complete the hands-on portion of the disk mirroring lesson in Chapter
6, one additional hard disk is required with free space equivalent to the size of
the partition that you want to mirror.

To complete the hands-on portion of the striping with parity lesson in Chapter 6,
two additional hard disks are required. Each disk must have free space
available.

Network adapter card

Pointing device

VGA monitor

3.5-inch 1.44-MB floppy disk drive
CD-ROM (recommended for installation)
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Software
®»  Microsoft MS-DOS version 6.0 or later

= Microsoft Windows NT Server version 3.5 retail product
= Microsoft Windows for Workgroups version 3.11 retail product

Additional Computers

The following configuration is required to complete the hands-on portion of the
lesson for integrating Novell NetWare into a Windows NT Server environment.

¢ One Novell NetWare server running NetWare version 2.x, 3.x, or 4.x with
bindery emulation

Warning The computers used for the hands-on procedures in this training should be
test computers and should not contain files that cannot be reproduced.
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Getting Started

This section of the book prepares you to take your first steps into the Microsoft
Windows NT Server environment. To best understand the advantages of Windows
NT Server, you must first be able to differentiate between a workgroup model and a
domain model. In this section, we will briefly compare the workgroup and domain
model concepts.

After this section you will be able to:
= Identify situations in which a workgroup strategy should be used.

= Identify situations in which a domain strategy should be used.

Estimated Completion Time: 20 minutes

The Workgroup Model

The workgroup model is a networking scheme in which both resources and
administration are distributed throughout the network. Every computer in the
workgroup (network) can be used as both a server and a workstation, and each has
its own accounts and administration.

Note For more information on workgroups see the Support Fundamentals for
Microsoft Windows NT 3.5: Self-paced Training book included in this kit.
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Distributed Resources and Administration

Each Computer Can Be a Server or Workstation

Figure 8: The workgroup model

The workgroup model has the following advantages and disadvantages.

Advantages

Disadvantages

Easy to share resources
Distributed resources

Low maintenance for administrators
Simple design and implementation

Convenient for a limited number of
workstations (4-6) in close proximity

The Domain Model

No centralized administrative control
No centralized account management

No centralized management of access to
resources

No centralized management of workstation
configuration and security

Inefficient for networks of many
workstations

Accounts must be monitored at each
computer

Numerous accounts on each computer and
duplicate accounts throughout the network

The domain model is a networking scheme in which administration and security are
centralized. A domain consists of networked workstations and servers that:

= Share a Security Accounts Manager (SAM) database.

= Can be administered as a group.
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N

Individual network administrators should determine when and if it makes sense to
implement a domain environment. The many computers that make up a domain are
organized on the basis of a logical or common purpose. In a large company, for
example, each department can create its own domain. The practical user limit for
each domain is currently 15,000 accounts.

Administration

and Security

Distributed Administration

Figure 9: The domain model

Administration
and Security

Centralized Administration

The following table outlines the advantages of a domain.

Feature

Advantage

Centralized administration

Resource sharing

Defining a user’s environment

All the accounts and account policies for the entire
network can now be managed from a single point
instead of computer-by-computer and user-by-user.

Assigning permissions to resources becomes more
structured. This is crucial where sensitive information
is concerned, or where there are many resource share
points on the network.

Administrators can create user profiles to determine
what each Windows NT Workstation user’s logon
environment will be like. This is helpful with users
who are not computer literate.

In this book we will concentrate on the domain model.
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Review Questions ;
1. What are the differences between the workgroup model and the domain model?

2. What are the advantages of using a domain model?



CHAPTER 1

Installing Windows NT Server

Lesson 1 Introduction to Domains. . . 2

Lesson 2 Installing Windows NT Server ... 16
Lesson 3 Maintaining Backward Compatibility . . . 32
Lesson 4 Removing Windows NT Server ... 34
Lesson 5 Installation Issues. .. 36

Before You Begin

This chapter assumes that you have an understanding of the workgroup and domain
models and the differences between them as described in the “Getting Started”
section of this book.

You need one computer to complete this chapter.
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Lesson 1: Introduction to Domains

In a Windows NT Server environment, a domain is the basic unit of security and
centralized administration. It consists of a group of domain controllers (a minimum
of one, but usually multiple domain controllers) running Windows NT Server; in
many ways, they function as a single computer. This lesson further explores
domains and how to plan your domain.

After this lesson you will be able to:
= Explain the roles a server can play in a domain.

« Describe the four domain models.
« Describe when you would implement the single domain model.

= Plan a domain.

Estimated Completion Time: 25 minutes

Beyond the Workgroup Model

‘The primary reason for going beyond the workgroup model and implementing the
domain model is the need for centralized administration. Grouping computers into
domains offers three main benefits to network administrators and users.

« The domain controllers in a domain form a single administrative unit, sharing
security and user account information. Each domain has one database containing
user and group accounts and security policy settings. All domain controllers
running Windows NT Server in the domain keep a copy of this database, so that
administrators need to manage only one account for each user, and each user has
to use only one account with one password.

» The second benefit of a domain is user account validation. When users log on to
the domain, they are validated by one of the domain controllers. This validation
ensures that the users have supplied the correct user account name and-password
to gain access to network resources.

= The third benefit of a domain is user convenience. When users browse the
network for available resources, they see the network grouped into domains,
rather than seeing all the servers and printers on the whole network at once.
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The Role of Domain Servers

As the administrator you determine the server’s role during installation. The servers
in a Windows NT Server domain can be of three different types:

Server type Role Number required in a domain
Primary domain The PDC is the first computer ~ One. Each domain can have
controller (PDC) named in the domain during only one PDC.

installation, and it:

¢  Contains a master copy of
domain information.

e  Validates users.

e  Can act as a file, print,
and application server.

Backup domain The BDC maintains a copy of =~ None. A domain does not
controller (BDC) domain information, and it: require a BDC, but it is
recommended that each domain

) have at least one in case the
¢ Provides a backup in the PDC is unavailable.

event the PDC becomes
unavailable.

e  Validates users.

e Can function as a file,
print, and application
server.

Server The server functions as a file, None. The server is optional.
print, and application server.

The Primary Domain Controller (PDC)

Each domain requires a PDC, which contains the master account database and
security policies for the domain. Any changes to account information take place on
the primary domain controller. During installation, the PDC is the first

Windows NT Server computer named to be part of the domain.

All changes to the accounts database are made at the PDC. When you want to make
changes, the actual connection is to the domain’s PDC. If the PDC is off-line, no
changes can be made to the domain’s accounts database or security policies.

The Backup Domain Controller (BDC)

The PDC periodically replicates (copies) the domain accounts database to other
Windows NT Server computers in the domain, which are designated during
installation as BDCs. A BDC can authenticate and log on domain users. It is
common to have more than one BDC.

If the PDC fails, you can promote one of the domain’s BDCs to a PDC. The only
user account data that would be lost are recent changes that have not yet been
replicated to the. BDCs.
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Any BDC can validate logons from the following clients:

= Microsoft Windows NT

«  Microsoft Windows® for Workgroups

= Microsoft LAN Manager OS/2e

= MS-DOS-based computers running Microsoft Network Client 3.0

The Server

Other domain servers, known as servers, can be used as file, print, and application
servers. They do not share the domain accounts database or participate in domain
user logon validation, and they do not have the overhead of being a domain
controller. Even though a server maintains its own database, domain accounts can
be granted access to resources on the local server.

A server has all the features provided with Windows NT Server, including:

= RAS server support for up to 256 simultaneous connections.

« Fault tolerance.

= Macintoshe file and print services.

= Remote boot service that supports MS-DOS and Windows 3.x clients.

Note These servers cannot be promoted to either a BDC or PDC without
reinstalling Windows NT Server.

The Four Domain Models

Every network has special requirements that must be considered before designing
and installing Windows NT Server. Domains are created to be expanded and
combined into a variety of configurations. Each Windows NT Server—based
network originates from one of four basic models:

» The single domain model

= The master domain model

« The multiple master domain model

» The complete trust domain model

You can choose to follow one of these models exactly, to modify one, or to mix and
match them.

In this chapter you implement only the single domain model. The master, multiple
master, and complete trust models are covered in detail in Chapter 5, “Establishing
Trust Relationships Between Domains.”
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Before determining which domain model to implement, consider the following:

» Location of user accounts—A user account should be defined only once on the
network. If this rule is not followed, the same user account name will have
multiple security identifiers (SIDs). Multiple SIDs can cause administrative
inconsistencies when assigning permissions or user rights.

» Administration requirements—Different models can easily support either
centralized or decentralized administration of user accounts and resources.

= Number of servers—There is a limit of 500 servers per domain.

=  WAN connections—The quality and speed of WAN connections can influence
the location of servers and domains.

The Single Domain Model

As the name implies, this model consists of only one domain, with one primary
domain controller and one or more backup domain controllers. A single domain
model would be most appropriate in the following situations:

= When there are a very few users.

« If the network does not have to be split for organizational reasons.

PDC with User
Accounts Database

File and Print
Server

BDC

File and Print
Server

Figure 10: A single domain with one PDC, one BDC, and two file and print servers

A network can use the single domain model if it has a small number of users and
.groups to be included in the network. The exact number of users and groups
depends on the number of servers in the domain and the server hardware.
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Using a single domain has the following advantages and disadvantages:

Advantages

Disadvantages

It is the best model for companies with few
users and resources.

It provides centralized management of user
accounts.

No management of trust relationships is
necessary.

Local groups have to be defined only once.

Planning Your Domain

Performance is poor if the domain has too
many users and groups.

It does not allow users to be grouped by
department.

If there are multiple domains functioning in
individual single domain models, user
accounts must be created in each domain to
provide access to all network resources.

Browsing is slow if a domain has a large
number of servers.

Before installing Windows NT Server 3.5, you have to plan your domain
configuration. This is important, because once you install Windows NT Server as
either a PDC or BDC, the only way to change to a different domain is to reinstall

Windows NT Server.

Note You use this planning information in the lessons that follow.

There are many things to consider before installing Windows NT Server, including:

= Windows NT Server requirements.

« The role the server plays in the domain.

= Selection of a file system.

= How the server hard disks are partitioned.

System Requirements

Before installing Windows NT Server, make sure that your hardware is on the
Hardware Compatibility List (HCL) included in your Windows NT Server
documentation set. Microsoft can support only devices that are on the HCL. If one
of your devices is not on the HCL, contact the device manufacturer to request a

Windows NT Server driver.
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Windows NT Server supports computers with up to four microprocessors. Support
for additional microprocessors is available from an original equipment
manufacturer (OEM). The following table describes the system requirements for
Windows NT Server. Notice that the system requirements are different for Intele-
and RISC-based computers.

Category Intel Requirement RISC Requirement
Processor 32-bit x86-based (80386/25 or A supported RISC-based
higher) processor, such as the MIPS®
. R4000™ and R4400, and DEC™
Intel Pentium™ ’
o rentim Alpha AXP™
Display VGA (or higher resolution) video ~ VGA (or higher resolution) video
display adapter display adapter
Hard disk One or more hard disks, with One or more hard disks, with
space approximately 90 MB minimum approximately 110 MB minimum
free disk space on the partition free disk space on the partition
that will contain the Windows NT  that will contain the Windows NT
Server files Server files
Other drives High-density 3.5-inch floppy disk SCSI CD-ROM drive
drive, or a high-density 5.25-inch
floppy drive plus an SCSIe
CD-ROM drive (for computers
with only a 5.25-inch drive, you
must install Windows NT Server
over a network)
Memory 16 MB minimum 16 MB minimum
Disk Windows NT Server does not th supported
compression support disk compression and
cannot be located on a partition
that runs disk-compression
products.
Optional Mouse or other pointing device Mouse or other pointing device
components One or more SCSI CD-ROM
drives
For network installation, an
MS-DOS-based network
operating system that permits
connection to a server containing
the Windows NT Server files ‘
Other One or more network adapter One or more network adapter
components cards (required for a domain cards (required for a domain

controller)

controller)
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Note Windows NT cannot access all the space on 1-GB Integrated Drive
Electronics (IDE) drives because they follow the EIDE (Extended IDE) standard
and do not support translation that Windows NT Server understands. This is due to
a BIOS limit of 1024 cylinders, not an operating system limit. To overcome this
limit, either your system’s BIOS must be able to work around it (by sector
translation or by using relative cluster addressing as SCSI drives do) or

Windows NT Server must be able to communicate directly with the controller.
Windows NT Server is currently able to communicate with Western Digital™ WD
1003 compatible controllers.

PDCs and BDCs

Each domain is identified by the domain’s SID. The domain SID is used for all
accounts in the domain, and it is unique. The only way to change a domain
controller’s SID is to reinstall Windows NT Server. The best way to avoid this is to
plan ahead, so that Windows NT Server PDCs and BDCs begin as part of the
domain with which they will remain.

Servers

Because a server (not functioning as a domain controller) has its own user account
database and SID, it can be moved without reinstalling Windows NT Server. Even
though it is part of a domain, its SID will be different from that of the domain.

Windows NT
Server
(active)

Windows NT
Server
(inactive)

Figure 11: A file, print, and application server being moved from one domain to
another
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The previous figure illustrates two domains with PDCs and servers. The PDC from
Domain-A cannot be moved to Domain-B; however, the Windows NT Server can
be moved.

Naming Your Domain

Your domain name can be any combination of 15 characters except for a space,
currency symbol, bullet symbol, pipe character, section symbol, or paragraph
symbol.

You can change the name of your domain at any time. Because the domain’s SID
(rather than the domain’s name) uniquely identifies the domain, you can change the
domain’s name if needed. The new name is associated with the existing SID.

After the domain name has been changed on the PDC, the domain name on all the
other computers in the domain must be changed to reflect the new domain name.

Selecting a File System
Before you install Windows NT Server, you should know which file systems you

need. Windows NT Server supports the following file systems:
= The Windows NT File System (NTFS)

» File Allocation Table (FAT)

» High Performance File System (HPFS)

NTFS
NTFS is a Windows NT disk partition format that offers advantages over FAT or

HPEFS file systems, including the ability to:
« Set file and directory access permissions. .
= Implement transaction tracking and recovery.

« Create very large volume sizes.

It is not supported by other operating systems, such as MS-DOS or 0S/2. However,
other computers on the network running other operating systems are able to access
the NTFS partition as file, print, and application servers.

Note For more information on NTFES, see the Support Fundamentals for Microsoft
Windows NT 3.5: Self-Paced Training book or Inside the Windows NT File System
by Helen Custer.
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Other operating systems on the local computer cannot access NTFS partitions. For
example, if your computer is configured with Windows for Workgroups and
Windows NT Server, when you boot Windows for Workgroups you will not see
any NTFS partitions. Access to NTFS partitions is available on the local computer
only when you boot Windows NT Server.

If you will be running only Windows NT Server, choose NTFS. You should also
use NTFS if:

= You will be using Services for Macintosh.,

= Directory and file-level security is required.

= You will be migrating directories and files from a NetWare server and you want
to preserve permissions.

Local Security

Extended Volumes
Macintosh Support
NetWare Migration

= Allows Complete Access
a Widely Used

Figure 12: NTFS and FAT file systems

File Allocation Table (FAT)

The FAT file system is used by MS-DOS and OS/2 operating systems. Use the FAT
file system if you need to boot between Windows NT Server and MS-DOS or
0S8/2.

High Performance File System (HPFS)

HPFS was first introduced with OS/2 version 1.2. It was designed to overcome
some of the limitations of the FAT file system, and thus provides support for longer
file names, extended file attributes, less file fragmentation, and so on. HPFS
support is included with Windows NT primarily to ease the migration from LAN
Manager to Windows NT.
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Dual-Booting Operating Systems
To boot between Windows NT Server and MS-DOS, one partition on the computer
must be formatted with the FAT file system for MS-DOS.

If you want to boot between 0S/2 and Windows NT Server, at least one partition
must be FAT or HPFS. HPFS partitions can be converted to NTFS, either as part of
the installation process or after Windows NT is installed.

Additional File System Considerations
Other file system considerations to keep in mind include:

= RISC—The hardware specification requires drive C to be FAT.
= Local Security—NTFS is the only file system that provides local security.

Note The Setup program can format a partition for NTFS or FAT, but it cannot
format a partition for HPFS (nor can Disk Administrator). You can format an
HPFS partition only by typing format d:/fs:hpfs at a command prompt.

It is important to plan your file system installation carefully. Although you can
change file systems on any partition after running Setup, you have to perform a
backup and restore operation if you want to save your data. Converting an NTFS
partition to any other file system requires that you.:

1. Back up all the files.

2. Reformat the partition (deleting all the files).
3. Restore the files from the backup.

You can convert FAT or HPFES to NTFS without performing the previous steps.

To plan your domain configuration

Before running Setup, it is recommended that you plan your computer and domain
configuration. The following configuration table lists all the configuration
information that the Setup program prompts you for during the installation and
configuration process. It also lists the suggested configuration information used for
the hands-on procedures. If your company has standards that you are required to
adhere to, you can substitute the suggested configuration information with your
own.

Tip Make a copy of this table and fill in your configuration information. You can
then use the page with any procedure in this book. This Configuration Table is
mentioned before each procedure it is needed.
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Configuration Table

In procedures in this book, you are asked to refer back to this table. All items are
named with regard to the domain they will be a part of. For example, “LLOCALA-
RED” is part of “DOMAIN-A” and “PDC-B” is part of “DOMAIN-B”.

Important It is recommended that you use the suggested configuration names
throughout this book. If more than one person in your organization is doing this
training you must have unique computer names and domain names on your network.

Your
configuration (if
different from
Suggested the suggested
Configuration option configuration configuration)
Product ID (from Windows NT Server box)
Location of distribution files CD-ROM
Your name and company
Computer names
First domain primary domain controller PDC-A
First domain backup domain controller BDC-A
Second domain primary domain controller =~ PDC-B
Windows for Workgroups workstation WFW-B
Windows NT file locations
First domain PDC drive/partition
First domain PDC winnt_root \WINNT35
First domain BDC drive/partition
First domain BDC winnt_root \WINNTBDC
Second domain PDC drive/partition
Second domain PDC winnt_root \WINNTPDC
WFW workstation drive/partition
WFW workstation win_root

Language (locale)
Time zone
Network adapter

Network adapter configuration settings (for
example, IRQ or base /O address)

Other settings particular to your card

\WINDOWS
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(continued)
Your
configuration (if
different from
Suggested the suggested
Configuration option configuration configuration)
Network protocol(s) NetBEUI and
NWLINK (IPX)
NWLINK (IPX) Parameters
Frame Type
Internal Network Number
Computer Name of NetWare Server
Gateway account Administrator
Password of gateway account <blank>
Name of text file on Netware Server
\SYS\PUBLIC NWGATE.TXT

TCP/IP Parameters
IP Address PDC-A
IP Address PDC-B
Subnet Mask
Default Gateway
Non-existent IP Address

Scope for DHCP Server IP Address
Pool Start Address

Scope for DHCP Server IP Address
Pool End Address

Domain names for:

First domain

Second domain
Additional Administrator names
User names for:

First domain, user #1

First domain, user #2

First domain, user #3

First domain, user #4

Second domain, user #1

Second domain, user #2

131.107.2.150
131.107.2.155
255.255.0.0

131.107.2.255
131.107.2.160

131.107.2.169

DOMAIN-A
DOMAIN-B
ADMIN-A

USERA-1
USERA-2
USERA-3
Replicate

USERB-4
USERB-5
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(continued)

Configuration option

Your

configuration (if

different from
Suggested the suggested
configuration configuration)

Local group names for:
First domain, local #1
First domain, local #2
Global group names for:
First domain, global #1
First domain, global #2
Share Names for:
First domain PDC, share #1
First domain PDC, share #2
First domain PDC, share #3
First domain PDC, share #4

Second domain PDC, share #1
Second domain PDC, share #2
Second domain PDC, share #3
Second domain PDC, share #4

Lesson Summary

LOCALA-RED
LOCALA-GREEN

GLOBALA-X
GLOBALA-Y

SHARE-A
USERS.
NWDATA
NWPUBLIC

SHARE-B
CLIENTS
SETUPADM
UTILS

Before installing Windows NT Server, it is important to understand all the
installation issues and to plan your configuration. Planning is important to ensure
that computer and domain names, the roles of computers within a domain, and the
type of domain model are implemented properly.
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Review Questions

The following questions are intended to reinforce the key information presented in
this lesson. If you are unable to answer a question, review this lesson and then try
the question again.

1. Explain when you would use a domain instead of a workgroup.

2. What are the differences in a PDC, BDC, and server?

3. Which type of server is recommended to install first? How is this determined?

For more information on See

Installation requirements Chapter 1, “Installing Windows NT Server,” in the
Windows NT Server Installation Guide.
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Lesson 2: Installing Windows NT Server

When you have a plan for naming and configuring your domain, you are ready to
install Windows NT- Server.

After this lesson you will be able to:
« Install Windows NT Server 3.5.

» Describe the Windows NT 3.1 files and directories that are preserved when -
upgrading to Windows NT Server 3.5.

» Identify common upgrade issues and how to solve them.

« Distinguish between the Express and Custom Setup options.

« List the default protocols and describe the configuration requirements so that
they can communicate on the same network.

Estimated Completion Time: 50 minutes

Upgrade and Install Methods

Windows NT Server can be installed or upgraded from CD-ROM, from a
sharepoint over the network, or from disk.

CD-ROM .
Installing from CD-ROM requires the following:

= A supported CD-ROM (see the Microsoft Windows NT Hardware
Compatibility List).
= The three Setup disks included with Windows NT Server 3.5.

Over the Network :

Installing over the network requires a sharepoint to the Windows NT Server 3.5
distribution files. You can install over the network from a computer running any of -
the following operating systems:

= Microsoft Windows NT

» Microsoft LAN Manager

= Novell NetWare

« Banyane VINESe

= Microsoft Windows for Workgroups

You can set up the distribution files in two ways:

= Create a sharepoint on the hard disk and then XCOPY the \I386, \MIPS, or
\ALPHA directory from the CD-ROM.
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= Create a sharepoint to the \I386, \MIPS, or \ALPHA directory on the
Windows NT Server compact disk (CD-ROM).

Note For more information, see the section “Setting Up Master Files on a Server”
in Chapter 1, “Installing Windows NT Server,” in the Windows NT Server
Installation Guide.

Disk

Installing from disk is recommended only if the CD-ROM and over the network
methods are not available. This method uses many disks and is much slower,
because it requires swapping many disks.

Supported Windows NT Upgrade Options

The Windows NT 3.5 Setup program includes the option to upgrade any

Windows NT-based computer to a Windows NT Server 3.5 computer without
having to delete and reinstall Windows NT Server. If it detects any existing version
of the Windows NT operating system, it provides the upgrade option.

It is important to keep the various versions and names (as shown in the following
table) of the Windows NT family of products separate so that you will be aware of
the options available. You can upgrade to Windows NT Server 3.5 from the
following operating systems.

Operating system Function
Windows NT 3.1 As a server only, and not a domain controller
Windows NT Workstation 3.5 As a server only, and not a domain controller

Windows NT Advanced Server 3.1  As a domain controller or server

Note Because Windows NT Server domain controllers use a different structure for
their user accounts databases, it is not possible to upgrade a Windows NT 3.1
computer to a Windows NT Server 3.5 domain controller. It can be upgraded only
to a computer running Windows NT Server 3.5 as a file, print, or application
server.

If you choose to upgrade a Windows NT 3.1 or Windows NT Workstation 3.5
computer, a screen appears with a message stating that the computer you are
upgrading cannot be made a primary or backup domain controller. You can then
continue and either:

= Upgrade over the existing version.

= Select another installation to upgrade over.

= Install a new copy of Windows NT Server in a new location.
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If you are upgrading from Windows NT Advanced Server 3.1, you can make an
existing domain controller a domain controller under Windows NT Server. You
should first upgrade the PDC.

Note For more information, see Chapter 1, “Installing Windows NT Server,” in the
Windows NT Server Installation Guide.

Information Preserved During an Upgrade
Upgrading Windows NT Advanced Server 3.1 to Windows NT Server 3.5

preserves:
= Local security accounts.

« Network adapter settings, protocols, and services configurations (including
settings for RAS and Services for Macintosh servers).

« Custom program groups, desktop settings, and other preferences that were set
using Control Panel.

» Preferences that were set for administrative tools and accessories.
« Custom settings that were made using Registry Editor.

Upgrade Issues

Before you begin the process of upgrading, make sure that you understand the
following problems that might arise.

Important These six areas have the potential to cause serious upgrade problems.
They require extra attention.

= Upgrading a computer with additional components—When upgrading a
Windows NT 3.1 computer that has additional network components installed,
such as a third-party redirector, it is recommended that these be removed or
disabled before upgrading.

If they are not removed or disabled before upgrading, they could potentially lead
to problems during the upgrade process. For example, if the Novell Personal
NetWare Requestor for Windows NT is installed during the upgrade, the
computer’s attempt to reboot into the graphical portion of Setup will fail.

Note Network components, such as a third-party redirector, will typically have
to be upgraded to a Windows NT Server 3.5 version of the driver before they
can be used with a Windows NT 3.5 computer. Contact the manufacturer for a
new version of the driver.
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Undo or Rollback—After the upgrade process has started copying files to the
computer, there is no way to undo or roll back the upgrade and return to the
previous installation of Windows NT. However, if the upgrade process
encounters a problem and does not complete, it can be restarted as many times
as necessary to complete the upgrade.

If the upgrade process cannot be completed, the current Windows NT Server
installation must be removed, because it has been partially deleted and is in an
unusable state. Windows NT Server must then be installed from the beginning.

Old device drivers—If Windows NT Server does not have a device driver for a
piece of third-party hardware that was used under Windows NT 3.1, it is
tempting for users to try to use the third-party Windows NT 3.1 driver under
Windows NT 3.5. However, doing so can lead to very unpredictable results,
especially with network drivers.

This can generate problems ranging from access violations to error messages
stating that the appropriate DLLs cannot be found.

One symptom that might appear when using Windows NT 3.1 device drivers
under a Windows NT 3.5 system is that the Control Panel can take up to three
minutes to load.

Mandatory user profiles— A mandatory user profile created under a

Windows NT 3.5 system cannot be used under Windows NT 3.1. However, a
mandatory user profile created under Windows NT 3.1 can be used under a
Windows NT 3.5 system. The reason for this is that user profiles are now being
stored in Unicode™ under Windows NT 3.5.

Therefore, if a user will be logging on to both Windows NT 3.1 and
Windows NT 3.5 systems, the user’s mandatory profile must be created on a
Windows NT 3.1 computer.

Missing DLLs—If a pop-up error occurs when starting a Win32e application
that ran under Windows NT 3.1, it is an indication that a DLLL could not be
found. This is because the application requires one of the files, such as
LMUICMNO.DLL, which the upgrade deleted. This problem could be
encountered when trying to use some of the utilities included in the

Windows NT 3.1 Resource Kit.

Note Expanding the LMUICMNO.DLL and LMUICMN1.DLL files off the
Windows NT 3.1 CD-ROM will allow most utilities that require these DLLs to
function properly. However, the Windows NT 3.5 Resource Kit will include
updated versions of these utilities, which will run without these DLLs.
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Windows NT 3.1 and Windows NT Server 3.5 dual-boot systems— If a new
installation of Windows NT Server will be performed on a system that also
boots Windows NT 3.1, UPGRADE.EXE must be run before installing
Windows NT Server. Because of changes in the NTFS file system and the
addition of long filename support to the FAT file system, Windows NT 3.1 will
not be able to access NTFS partitions and might damage FAT partmons if
UPGRADE.EXE is not used.

UPGRADE.EXE replaces the following Windows NT 3.1 files on the system:
s AUTOCHK.EXE

¢ FASTFAT.SYS

e UFAT.DLL

e NTFS.SYS

e UNTFS.DLL

The UPGRADE.EXE utility is located under \FS31UPD\processor_type on the
CD-ROM and under \FS31UPD\I386 on the i386™ Update Disk in the disk set.

Using the Setup Programs
There are two Setup executable files, WINNT.EXE and WINNT32.EXE.

WINNT.EXE—This can be used only while the computer is booted under
MS-DOS.

WINNT32.EXE—This is a Win32 version of the WINNT.EXE network install
utility. It is used for upgrading Windows NT operating systems.

When using WINNT32.EXE, the following steps must be performed:

1.

Under Windows NT 3.1, connect to the server that has the Windows NT Server
3.5 files, or change to the directory on the CD-ROM with the appropriate files,
such as \I386.

Start WINNT32.EXE.

. When prompted, give the location of the Windows NT Server 3.5 files.

Note WINNT32.EXE, by default, prompts the user to upgrade the current
Windows NT installation. However, it is possible to have WINNT?32.EXE install
Windows NT Server 3.5 in a different location and thus maintain the Windows NT
3.1 installation on the computer.
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It is possible to use WINNT32.EXE to upgrade Windows NT 3.1 from an
unsupported CD-ROM drive, just as it was possible to use WINNT.EXE to install
Windows NT 3.1 from an unsupported CD-ROM drive. This is useful when there is
a third-party driver available for a CD-ROM drive or SCSI adapter that does not
yet have a driver for Windows NT 3.5.

The Setup Process

The Sétup programs (WINNT.EXE and WINNT32.EXE) perform the following
steps:

1. Setup first creates a set of boot disks for the computer’s drive A for over-the-
network or unsupported CD-ROM installations. This step requires three blank
formatted disks.

Note The disk and supported CD-ROM versions of Windows NT Server
include the three Setup disks.

2. Setup creates a SWIN_NT$.~LS temporary directory on the local hard disk, and
then copies Windows NT Server files from the network sharepoint to this
directory.

3. Finally, Setup prompts you to restart your computer from the first Setup disk.

Modifying the Setup Process

The Setup program has switches that can save time or space when installing or
upgrading. These switches can be used with WINNT.EXE.

The Setup process can be modified by using any of the following switches:

» /O and /OX—Only create boot disks

The /O switch causes WINNT.EXE to create only the three required boot disks.
A complete installation is 7ot performed. The three disks created using this
switch are identical to the disks that a regular installation creates.

The /OX switch causes WINNT.EXE to create a set of the three boot disks that
can be used to perform an installation from CD or disk.. This switch is useful if
you need the three Setup disks to start a CD-ROM installation and the disks
have been misplaced.

« /B—Diskless Installation

This switch allows WINNT.EXE to be used to perform an installation or
upgrade without the three Setup disks. The /B switch does not create the three
Setup disks, nor are the Setup disks required when the computer restarts and
begins installing Windows NT Server. The /B switch requires an extra 4-5 MB
of hard disk space to complete the process.
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« /U—Unattended Installation

This switch allows the WINNT.EXE portion of an installation or upgrade to
proceed unattended. This is done by skipping the screen that asks for the
location of the Windows NT Server source files, and it requires the use of the /S
switch to specify the location. The /U switch automatically uses the /B switch
and does not create the boot disks. Using /U also bypasses the final reboot
screen of the text mode portion of WINNT.EXE, causing the computer to restart
automatically.

« /S—Windows NT Server Source Files

This switch allows you to specify the location of the Windows NT Server source
files. It can be used in conjunction with the /U switch to bypass the normal
prompt for source file location.

» /F—This switch does not verify files as they are copied to the Setup boot disks.

= /Linffil—This switch specifies the filename (no path) of the Setup information
file. The default is DOSNET.INF.

= /C—This switch skips the free-space check on the Setup boot disks you provide.

= /D:\winnt_root—This switch removes Windows NT system files from the
installation in \winnt_root.

= [T:tempdrive—This switch specifies a drive to contain temporary Setup files. If
not specified, Setup attempts to locate a drive for you.

WINNT?32.EXE recognizes the following switches: /B, /U, /S, /I, and /T.

Setting Up Windows NT Server

Now that you know how the Setup program works, and about the switches that are
available to customize the Setup process, you are ready to run the Setup program.

» To start the Setup program from a SCSI CD-ROM on x86-based computers

In this procedure you install Windows NT Server from CD-ROM on x86-based
computers. All installation methods are similar, with the exception of how to start
the installation.

Note For detailed instructions on starting Windows NT Setup from disk or over the
network, and for information on starting Setup on RISC-based systems, see Chapter
1, “Installing Windows NT Server,” in the Windows NT Server Installation Guide.

1. With your computer turned off, insert the Windows NT Server Setup Boot Disk
in drive A, and then turn on your computer.
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2. When Setup prompts you for Setup Disk #2, insert the disk in drive A and then
press ENTER.

The Setup screen appears.

3. Read the next section about Express and Custom Setup before continuing the
Setup process.

Note For problem-solving tips, see the section “Hardware Configuration
Problems” in Chapter 2, “Troubleshooting,” in the Windows NT Server
Installation Guide.

Express and Custom Setup

Like all Windows Setup programs, Windows NT Server has two installation
options: Express and Custom. For each of these, you are required to provide certain
information.

The Setup program copies the appropriate files to your computer’s hard disk and
configures the software that you need to run applications and use the network.

Express Setup

This is the easiest way to install Windows NT Server. It is recommended for most
standard installations. Express Setup asks a minimum number of questions and
installs all standard Windows NT Server components.

Express Setup will:

« Identify and configure hardware and software.
= Install all Windows NT components.
= Set up program items for existing applications.

Custom Setup

Custom Setup allows greater control over the installation process. This Setup
method is preferred if devices or network adapter cards cannot be detected properly.

With Custom Setup, you can:
= Specify one or more network adapter cards not recognized by the automatic
detection process.

= Limit the installation of components, such as games, that might not be
appropriate for the installation.

« Customize the location or size of the PAGEFILE.SYS file.
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» To specify the type of setup

At this point, Setup has loaded a limited version of Windows NT Server from disk.
You are ready to specify the setup method. You need your Configuration Table for
this procedure.

Important In this procedure, you install a new version of Windows NT Server. You
do not perform an upgrade.

1. From the Windows NT Server Setup screen, press ENTER to continue.
You are prompted to select a setup method.

2. Press ENTER for Express Setup.
The Setup program prompts for Setup Disk #3.

3. Insert Setup Disk 3 into drive A, and then press ENTER.

A screen appears indicating any devices, such as a SCSI controller, that Setup
recognized in your computer.

4. Make any required corrections, and then press ENTER to continue.

The Setup program loads device drivers for the supported file systems, then
prompts for installing from CD-ROM or floppy disk.

Important If Windows NT Setup does not display this prompt, then Setup did
not find the CD-ROM drive. This could indicate that the CD-ROM is
unsupported; in that event you would have to follow the instructions for
installing from the network or an unsupported CD-ROM device, at the bottom of
page 5, Chapter 1, “Installing Windows NT Server” of the Windows NT Server
Installation Guide.

5. Press ENTER to install from CD-ROM.

Setup then looks for any existing Windows NT or Windows 3.x installation on
your hard disk.

6. If it detects one, press N to cancel the upgrade and install a new version of
Windows NT Server.

A screen appears showing existing partitions.
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» To specify the installation directory

When you are installing a new version of Windows NT Server, you are given the
option to specify the installation drive and directory. If you are performing an
upgrade of an existing version of Microsoft Windows 3.x or Windows NT 3.1, you
are not prompted to specify the installation drive and directory. Instead, the upgrade
process installs Windows NT Server files in the same location as the existing
software.

You need your Configuration Table for this procedure.

1. Select the first domain PDC drive/partition to install onto, and then press
ENTER.
A screen appears asking for the type of file system you want on this partition.

2. Select Leave the Current File System Intact (No Changes), and then press
ENTER.

If the hard disk is not partitioned, or if the partition is not formatted, you are
prompted to format the selected partition to complete the installation.

A screen appears asking for the location to install the files.
3. Type \winnt35 for your directory name and then press ENTER.

The Setup program prompts for the Windows NT Server CD-ROM, if not
already inserted.

4. If not already inserted, insert the Windows NT Server CD-ROM in the CD-
ROM drive, and then press ENTER.

Setup copies files to your hard disk. When copying is complete, a screen appears
asking you to remove the disk from drive A and restart your computer.

5. Remove Setup Disk 3 from drive A, and then press ENTER to restart your
computer and continue Setup.

Your computer starts and the Windows NT Setup dialog box appears.
6. Continue reading about domain issues before continuing Setup.

Domain Issues

At this point in the installation process, you have to decide the following:

= Whether the computer is becoming the first server (PDC, BDC, or server) in a
new domain.

»  Whether to join a workgroup or domain.

= What to name the domain and the computer.
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In this section you create a domain and install the first Windows NT Server
computer as a PDC. Setup displays dialog boxes that enable you to:

= Install the computer as a PDC, BDC or server in a domain.

« Join a workgroup or a domain.

Several things could go wrong when joining an existing domain:

» The wrong administrator’s user name or password could be entered.
= The PDC could be down.

= The network could be down.

= The adapter could be configured incorrectly.

« The NetBIOS name could conflict with computer or domain names.

The best way to avoid most of these potential problems is to plan your installation
before attempting to install. Then, if problems arise, they will likely be hardware
problems, not the result of entering an incorrect name or indicating the wrong
configuration.

Joining a Domain
‘When the Windows NT Server is a BDC or server in a domain, you must supply the

name of an existing domain during the installation process. You do one of the
following:

= Add an account for your computer to the domain before installation.
« Grant yourself privileges to create your computer account during installation.

If yoﬁ are installing a PDC, you select a new domain name.

Naming a Domain

If you install the computer as a PDC in a new domain, be sure to choose a uhique
domain name that does not conflict with any existing network name. Two identical
names on the network can have unpredictable results.

For example, having a workgroup and a domain with the same name on the network
causes the workgroup to appear in Server Manager in the domain as a workstation.
The workgroup computers are not members of the domain and cannot be
administered from any of the domain’s servers.
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» To install Windows NT Server as a domain controller
The goal is to create the single domain model. In this procedure you set up a PDC.
You need your Configuration Table for this procedure.

At this point, the graphical version of the Windows NT Setup program is visible on
your screen. Continue with the following steps to install your PDC.

1. From the Windows NT Setup dialog box, type your name and company name,
and then choose Continue.

2. When prompted, verify your name and company name, and then choose
Continue.

3. From the Windows NT Setup dialog box, type your Product identification
number, and then choose Continue.

4. When prompted, verify your Product ID, and then choose Continue.
The Windows NT Server Security Role dialog box appears.

5. Select Domain Controller (Primary or Backup), and then choose Continue.
You are prompted for a computer name to identify your computer.

6. In the Computer Name box, type pdc-a, and then choose Continue.

7. When prompted, verify your computer name, and then choose Continue.
The Language (Locale) dialog box appears.

8. Select the appropriate language (locale), and then choose Continue.
The Set up Local Printer dialog box appears.

9. Choose Cancel (do not set up a printer).

Note You do not have to install a printer to complete the lessons in this book.

10. Choose OK to acknowledge the Setup message.
The Windows NT Setup program checks your system for network adapter cards.
The Adapter Card Setup dialog box appears.

11. Continue reading about network adapters before continuing Setup.

Network Adapters

For Express Setup, Windows NT Setup automatically checks for a network adapter
card in your computer and installs the first one it recognizes. Some types of network
cards might not be recognized by Setup. If Express Setup cannot identify your
adapter card, it asks whether you want to install Microsoft Remote Access Services
(for users connecting to a network over telephone lines). If you do not choose this
option, Setup displays the Network Adapter Setup dialog box and prompts you to
select the name of the card you want to install.
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You must know the correct network adapter card and settings for your computer to
install Windows NT Server properly. Make sure you have venﬁed the correct
adapter card and settings before continuing.

At this point the Adapter Card Setup dialog box is on your screen. You now verify
that Windows NT Setup has detected the correct adapter card, or you select the
appropriate one for your system. You need the network adapter information from
your Configuration Table in this procedure.

1. Verify that your correct network adapter appears in the box. If it does, go to
Step 3. If it does not, choose Cancel.
The Add Network Adapter dialog box appears.

2. Select the network adapter for your computer, and then choose Continue.
The Adapter Setup dialog box appears.

3." Select the appropriate network adapter configuration settings for your network
adapter card, and then choose Continue.

The Windows NT Setup dialog box appears, asking to install network protocols.
4. Continue reading about default protocols before continuing Setup.

Default Protocols

‘When performing a new Windows NT Server 3.5 installation, the default network
protocols are NWLink and NetBEUL This is a change from Windows NT 3.1 and
previous Mictosoft network operating systems, including LAN Manager and
Windows for Workgroups 3.x, in which NetBEUI was the default protocol.

Whether you choose Express or Custom Setup, Windows NT Setup prompts you to
select one or more network protocols to install. The network protocols that are
available to install during Setup are the following:

=  NWLink IPX/SPX Compatible Transport

= TCP/IP Transport
= NetBEUI Transport

Each of these protocols has specific requirements for implementation. These
protocols do not communicate with each other, so you need to install the appropriate
protocols to communicate with the various types of computers on your network. For
example:

= Install NWLink IPX/SPX Compatible Transport if you have a mixed
environment of Microsoft and Novell clients and servers.
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= Install TCP/IP if you have an internet consisting of clients and servers from
multiple vendors, as TCP/IP is the protocol of choice for heterogeneous
environments.

= Install NetBEUI if you have a local area network consisting of only Microsoft
networking clients and servers.

Connectivity Problems

NWLink can potentially cause network connectivity problems on networks using
previous Microsoft network operating systems. This is because NWLink does not
communicate with computers using only NetBEUIL

To avoid these problems, it is very important for you to perform the following steps
when installing Windows NT Server:

= Add NWLink, or its equivalent, to the other Microsoft network operating
systems on the network that need to be able to communicate with Windows NT
Server computers running NWLink.

. Install NetBEUI when performing a new Windows NT Server installation on a
network that has computers running other Microsoft network operating systems.

Protocol Selection Dialog Box

To make it easier to see the default protocols and add additional protocols during
Setup, the Windows NT Setup dialog box is displayed so that you can select the
appropriate protocols. This dialog box has check boxes for the protocols included
with Windows NT Server.

Note For more information on protocols see Chapter 1, “Installing Windows NT
Server,” in the Windows NT Server Installation Guide.

To install network protocols

At this point you should see the Windows NT Setup dialog box on your screen,
asking you to install network protocols. You need your Configuration Table for this
procedure.

1. Select the appropriate network protocol(s) for your network and then choose
Continue. :

Setup installs the network card, protocols, and services, and copies the
appropriate files.

2. Complete any additional configuration required for your selected protocol(s).
The Domain Settings dialog box appears. '
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» To configure the primary domain controller
You are now ready to name your domain. You need your Configuration Table for
this procedure.
1. From the Domain Settings dialog box, select Primary Domain Controller.
2. In the Primary Domain Controller box, type domain-a and then choose OK.

The Setup program checks that this domain does not already exist, and then
configures your computer.

The Administrator Account Setup dialog box appears.
3. Choose Continue (do not type a password for the Administrator account).
A Setup message appears, indicating that no password has been entered.
4. Choose OK to leave the password blank.

Note For the purpose of this course, it is recommended that you leave the
password blank.

Setup configures your hardware options and builds program groups.
The Date/Time dialog box appears.

» To complete the Windows NT Server configuration
Afier the adapters, protocois, and domain name are established, you must complete
the installation. :
1. Select the correct date, time, and time zone, and then choose OK.
The Detected Display message appears.
2. Choose OK to acknowledge the message.
The Display Settings dialog box appears.
3. Choose Cancel to accept the default display settings without testing them.
A status box appears while Setup saves your configuration.
A Setup message appears describing the Emergency Repair Disk.
4. Choose Yes, and then insert a blank disk when prompted.
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5. Choose OK.

The disk is formatted, and the Windows NT Registry information is copied to
the disk.

A Windows NT Setup message appears indicating that the installation is
complete.

6. Remove the Emergency Repair Disk from Drive A, and choose Restart
Computer.

Your Windows NT Server primary domain controller is now installed.

Lesson Summary

Planning your installation is essential to creating a smooth-running network. The
installation process of Windows NT Server is a straightforward process, which
starts from a set of boot disks to load a limited version of Windows NT Server, then
copies the files from the source media (CD-ROM, disk, or over the network) to a
local hard disk, and finally configures the server according to information you
supply during the Setup process.

For more information on See

Installing Microsoft Windows NT  Chapter 1: “Installing Windows NT Server,” in the
Server Windows NT Server Installation Guide.
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Lesson 3: Maintaining Backward Compatibility

In some situations you can keep Windows NT 3.1 workstations on your network.
To maintain printer driver compatibility for these workstations, you can install a
special set of print drivers on your Windows NT servers.

After this lesson you will be able to:

e Update printer drivers to maintain backward compatibility with Windows NT
3.1 print servers.

Estimated Completion Time: 5 minutes

Updating Printer Drivers

You can install printer drivers for both Windows NT Server and Windows NT 3.1
to provide backward compatibility to Windows NT 3.1 printer servers.

Directory Location of Printer Drivers

Storing drivers separately allows remote Windows NT 3.1 computers to use the
Windows NT 3.1 version of the printer driver and allows the Windows NT Server
computers to use the Windows NT Server version of the printer drivers.

Type Stored in

i 4 3 PP . | TR A QDIAAT A TN T 7T O
Windows NT 3.1 ter drivers \winnt_root\SYSTEM32\SPOCL\DRIVERS

prin
\processor_type\0

Windows NT 3.5 printer drivers \winnt_roof\SYSTEM32\SPOOL\DRIVERS
\processor_type\l

To provide Windows NT Server print servers with backward compatibility for
Windows NT 3.1 users, Windows NT 3.5 allows administrators to install printer
drivers for both Windows NT Server and Windows NT 3.1. Because the
Windows NT 3.5 print drivers do not function correctly on a Windows NT 3.1
system, the print drivers are version-stamped so that the correct drivers are always
used by the computer.

'Installing Windows NT 3.1 Drivers

Windows NT Server does not automatically add the Windows NT 3.1 version of the
printer driver when a Windows NT Server printer driver is installed. This must be
done manually. The process is identical to the way in which printer drivers were
added for the other supported processors.

If the Windows NT 3.1 printer driver is not installed on the print server, remote
Windows NT 3.1 computers receive the following message, “The server on which
the printer resides does not have a suitable driver installed.” when trying to connect
to a printer through Print Manager.
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Lesson Summary

In a mixed environment of Windows NT 3.1 and Windows NT Server computers, it
is necessary to maintain printer drivers for both versions on the Windows NT
Server computers.

For more information on See

Installing printer drivers Chapter 6, “Print Manager,” in the Windows NT
Server System Guide.

For online information about From the Help menu, choose Contents and then

Installing printer drivers Print Manager Help, Creating a Printer and Installing

a New Printer Driver
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Lesson 4: Removing Windows NT Server

Windows NT Server is now installed on your computer as a PDC. It can sometimes
become necessary to remove programs from your computer. The procedures for
removing Windows NT Server depend on the file system of the partition.

After this lesson you will be able to:
¢ Remove Windows NT Server from a FAT, HPFS, or NTFS partition.

Estimated Completion Time: 5 minutes

Removing Windows NT Server from a FAT Partition

If your computer was configured to boot from a FAT partition, it is possible to
return the system to an exclusively MS-DOS system. The following steps must be
performed to eliminate the Windows NT Boot Loader:

1. Boot the computer from an MS-DOS system disk that contains the SYS.COM
program.

2. From drive A, type sys ¢:
This transfers the MS-DOS system files to the boot track on dnve C.

3. After the system files are successfully transferred, reboot the system from the
hard disk. '

4. To free space on the hard disk, delete the following:
« c:\boot.ini (marked as system and read only)
= c:\nt*.* (marked as hidden, system, and read only)
« c:\bootsect.dos (marked as hidden, system, and read only)
= \winnt_root,\TEMP, \USERS, and \WIN32APP directories
« pagefile.sys

Important The \winnz_root,\TEMP, \USERS, and \WIN32APP directories, and the
PAGEFILE.SYS file, might reside on a partition other than C.
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Removing Windows NT Server from an NTFS or HPFS
Partition

Perform the following steps to remove Windows NT Server from an NTFS or
HPFS partition:
1. Start the computer from the Windows NT Setup boot disk.

2. When prompted to create or choose a partition, select the NTFS or HPFS
partition where the Windows NT Server files are located, and then press D to
delete the partition.

3. When prompted, press F3 to exit Setup: this removes Windows NT Server from
the computer.

Older versions of FDISK do not remove an NTFS or HPFS partition. However, any
of the following can be used to remove an NTFS partition:

« The Resource Kit utility DELPART.EXE

= The Windows NT Server Setup program

= MS-DOS 6.22

= 0OS/2 1.x installation disk A (deletes all partitions)

Lesson Summary

If it is necessary to remove Windows NT Server, the process is as follows: restore
the MS-DOS boot sector and then delete all Windows NT Server files from all
partitions.

For more information on See

Removing NTFS partitions Chapter 2, “Troubleshooting,” in the Windows NT
Server Installation Guide.
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Lesson 5: Installation Issues

During the installation of Windows NT Server, you might encounter some
difficulties. Most difficulties can be overcome very easily with proper planning.
This lesson describes some common problems that can occur during the installation

process.

‘After this lesson you will be able to:
= Identify common installation issues related to installing Windows NT Server.

= Describe possible solutions to the installation issues during installation of
Windows NT Server.

Estimated Completion Time:

5 minutes

There are several problems that can arise during the installation process. The
following table lists common installation problems and possible resolutions.

Problem

Possible resolution

Media errors

Non-supported SCSI
adapter

Not enough disk
space

The Dependency
service failed to start

Unable to connect to
the domain controller

Error in assigning a
domain name

Try other media, or another method, such as an over-the-network
installation.

Boot computer under another operating system that can read from
the SCSI adapter and CD-ROM drive, change to the CD-ROM
drive, and run WINNT.EXE from the 1386 directory.

Try another method of installing, such as an over-the-network
installation. Then add the adapter card driver.

Replace adapter with a supported adapter card.

Use the Setup program to format an existing partition to create
more disk space, or remove partitions and create new ones large
enough to install into (approximately 90 MB).

Return to the Network Settings dialog box. Verify that the correct
protocol and network adapter are installed, that the network
adapter has the proper configuration settings, including
transceiver type, and that the local computer name is unique on
the network.

Verify that you have specified the correct name of the domain you
joined and the correct administrator account and password (if you
are creating the computer account during installation).

Verify that the primary domain controller is running.

If you are installing a primary domain controller, verify that the
domain name you typed is a unique name on the network (it
cannot be the same as any other domain or computer name).
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Lesson Summary

It is possible to encounter errors during the installation of Windows NT Server.
Most errors are due either to faulty hardware or media, or to user input errors when
assigning configuration values, such as the computer, domain or workgroup names.

For more information on See

Common installation problems Chapter 2, “Troubleshooting,” in the Windows NT
Server Installation Guide.
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Before You Begin

This chapter requires that you have completed Chapter 1, “Installing Microsoft
Windows NT Server 3.5.” All of the exercises in this chapter require at least one
Windows NT Server functioning as a primary domain controller.

You should review the groups section of the video included with this course.
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Lesson 1: Overview of Groups

One very useful capability of Windows NT Server is the ability to use groups for
administration. In this lesson, you learn about the different types of groups and their
functions.

After this lesson you will be able to:
= List the types of groups used by Windows NT Server.

= Explain the differences between the types of groups.
Estimated Completion Time: 10 minutes

Introduction to Groups

A group is an account that contains other user and group account information. The
accounts contained within a group are members of that group.

By default, user accounts have no rights. They obtain rights either by explicit
assignment of rights to the user account or through membership in a group that has
rights. Groups are useful because they simplify administration by organizing many
separate accounts into one administrative unit. Groups can be used to:

= Give rights to users who perform the same system tasks, such as back up and
restore files, or change the system time.

» Grant access permissions to resources, such as files, directories, and printers.

The permissions and rights granted to a group are automatically granted to its
members, which makes it possible for an administrator to treat large numbers of
users as one account.

Types of Groups

Microsoft Windows NT Server uses three types of groups. Each type of group has
its own purposes, capabilities, and limitations. The groups are as follows:

» Local—This type of group is implemented in each computer’s account database.
Local groups consist of the individual user accounts that have rights and
permissions on the local computer, and other group accounts that are used to
simplify administration (such as global or built-in groups). The administrator for
the computer can create additional local groups for managing resource access.
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= Global—This type of group is used across an entire domain (and trusted
domains; see Chapter 5 for more information on Trust Relationships). Global
groups are created on a PDC and can contain user accounts only from their own
domain’s account database.

= Special—These groups are generally used by Windows NT Server for internal
system access to resources and permissions. Administrators cannot add users to
special groups. The special groups contain predefined sets of users, such as
creator/owner of resources.

The terms “local” and “global” have special definitions in the server environment;
in some instances, you will find that “local” can be more inclusive than “global.”
Please keep this in mind as you go through this chapter.

Built-in Groups

Because there are certain system tasks that are performed on every system,
Windows NT Server 3.5 comes with a set of built-in local and global groups. These
built-in groups are designed to automatically group users who need to perform
similar tasks into easily administered groups. Built-in groups are used to give users
rights to perform system tasks such as back up and restore files, change the system
time, administer system resources, and so on.

Experienced network administrators plan groups as part of basic network
installation. As you create each new user account, you assign the new users to the
proper groups as part of the process. It is important that you investigate what each
user account will do on the network and which local and network resources each
account needs to access.

Lesson Summary

Groups are used to refer to a set of users as a single account for purposes of
administration and resource access assignment. There are three types of groups:
global, local, and special. Each type of group has its own purposes, capabilities, and
limitations.

For more information on See

Windows NT user groups Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide.

Chapter 3, “How Network Security Works,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Using global groups Chapter 3, “How Network Security Works,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.
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Lesson 2: Local Groups

Each computer has a database that contains information about users defined on that
computer. This database is considered the local accounts database.

While you could enter every potential user individually in the local accounts
database on each computer, local groups allow you to assemble multiple users who
have the same rights and permissions into a single administrative unit. This lesson
introduces local groups and their purpose, use, and implementation.

After this lesson you will be able to:
= List the capabilities and limitations of local groups.

= Explain the use of built-in local groups.
« List the possible members of a local group.

Estimated Completion Time: 20 minutes

Local Groups

A local group is a single administrative unit that contains account information about
multiple users who have similar rights and permissions on a specific computer.
Local groups are useful for organizing user accounts into one manageable unit.

A local group is available only in the account database in which it resides. In other
words, local groups are assigned user rights and permissions to resources on the
computer where the local group resides.

The following table summarizes where local groups are effective.

Local group created on... Can be used on...

Windows NT Workstation or Windows NT Server ~ Only that computer
computer (when installed as a server)

Windows NT Server domain controller The domain database and where that
database is copied, for example,
other Windows NT Server domain
controllers within the domain where
the group was created

Built-in Local Groups

Because there are system administrative tasks that are common to almost every
system, Windows NT Server comes with several built-in local groups. These groups
exist to make your administrative tasks simpler. Rather than creating a custom local
group for a common set of functions, these groups are already created for you. You
should consider using the built-in local groups whenever possible.
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Built-in local groups are used to give users rights to perform system tasks such as
back up and restore files, or change the system time, and also to administer system
resources. Some of the built-in local groups exist only on Windows NT Servers
(those that are not domain controllers), and others only on Windows NT Servers
functioning as domain controllers.

Windows NT Server

| Power Users '

Administrators

Server Operators

Print Operators
Account Operators

Figure 13: Built-in local groups and where they are created

Windows NT Server
Domain Controller

Built-in local groups are divided into three categories:

= Administrators—Members of this group have full capabilities on a computer.

= Operator-type groups—Members of these groups have limited administrative
capabilities to perform specific tasks. These groups include Account Operators,
Backup Operators, Server Operators, Print Operators, Power Users, and
Replicator. :

= Other user-type groups—Members of these groups have limited capabilities on
the system, such as accessing applications and printers. These groups include
Users and Guests.
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The following table lists the local groups provided on Windows NT Server domain

controllers.
_ Initial Who can
Local group contents modify? Capabilities
Administrators Domain Administrators ~ Create, delete, and manage user
Admins (global accounts, global groups, and
group) local groups
Administrator Share directories and printers,
(user account) grant resource permissions and
rights
Install operating system files
and programs
Users Domain Users Administrators, Perform tasks for which they
(global group) Account have been given rights
Operators Access resources to which they
have been given permissions
Guests Domain Guests ~ Administrators, Perform tasks for which they
(global group)  Account have been given rights
Operators Access resources to which they
have been given permissions
Server Operators ~ None Administrators ~ Share and stop sharing
resources
Lock or override the lock of a
server
Format the server’s disks
Log on at servers
Back up and restore servers
Shut down servers
Print Operators None Administrators  Share and stop sharing printers
Manage printers
Log on locally at servers and
shut servers down
Backup None Administrators ~ Back up and restore files and
Operators directories

Log on locally

Shut down the server
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(continued)
Initial Who can
Local group contents modify? Capabilities
Account : None Administrators ~ Create, delete, and modify users,
Operators global groups, and local groups
Cannot modify administrator or
server operator groups
Replicator None Administrators, Used in conjunction with the
Account Directory Replicator Service
Operators,
Server
Operators

Note The Power Users group is a special local group set up specifically for
computers running Windows NT Workstation and Windows NT Server (installed
as a server and not as a domain controller). Power Users can create and modify
accounts and share resources. :

Built-in local groups cannot be deleted. The challenge for an administrator is to
determine how to use built-in local groups most efficiently. To do that, you have to
determine what tasks need to be performed and which group can best perform those
tasks.

To view the built-in groups that are allowed to log on locally by default

In this procedure, you determine which built-in local groups can log on locally at
your domain controller.

Important Complete this procedure logged on as Administrator of DOMAIN-A.

1. From the Administrative Tools group, start User Manager for Domains.
2. From the Policies menu, select User Rights.

The User Rights Policy dialog box appears.
3. In the Right box, select Log on Locally.

In the Grant To box you see the list of local built-in groups that by default are
assigned the right to log on locally at a domain controller.

4. Which built-in groups are assigned the right to log on locally at a Windows NT
Server domain controller?

5. Choose Cancel to return to User Manager For Domains.
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Custom Local Groups

You might have situations in which the built-in groups do not meet the needs of
your system. In such a situation, you can create a local group that meets your
specific needs.

Training
(Domain)

Graphic Graphicsﬁ

JoeL
MariaS
JuanS

Local Group

Figure 14: Custom local group

For example, you have a special-purpose computer dedicated to graphics creation.
You want a certain set of users to be able to access this computer and configure the
monitor. You can create a local group consisting of only the users and assign them
the appropriate rights and permissions.
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» To create local groups

In this procedure, you create local groups. You need your Configuration Table for
this procedure to name your local groups.

Domain-A

Create Local Groups

LocalA-Red
LocalA-Green

Figure 15: Create local groups

Important Complete this procedure logged on as Administrator of Domain-A.

1. Using User Manager for Domains, create a local group named Local A-Red.
2. Remove any members from LocalA-Red.

3. Create a local group named LocalA-Green.

4. Remove any members from LocalA-Green.
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Local Group Membership

In a workgroup environment, a Windows NT computer’s local group can include
only user accounts from that computer’s account database.

Local Groups

Computer
_  Member of a
™ Domain? g

Membership: Local Group Membership:

Local accounts
Domain accounts
Domain global groups
Trusted domain accounts
Global groups from a trus

Local accounts only

T

ed domain |

TR

t

m

Figure 16: Local group membership

A local group on a computer running Windows NT Workstation or Windows NT
Server installed in a domain can include the following members:

= User accounts from the local computer.
« Users and global groups from the local computer’s domain.
= Users and global groups from domains trusted by the local domain.

Important Local groups cannot contain other local groups.

“You can use local groups to assign the following:

= User rights
« Permissions on NTFS files and directories
« Permissions on share names
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Lesson Summary

One of the best ways to simplify administration is to make use of the built-in groups
of Windows NT. On a Windows NT server, the built-in groups are as follows:

= Power Users

« Administrators

= Users

= Guests

= Backup Operators

= Replicator

On a Windows NT Server domain controller, the built-in groups include all of the
above (except Power Users) and the following:

= Server Operators

« Print Operators
= Account Operators

Local groups are useful in assigning user rights or resource access permissions to
local user accounts and to domain user and global group accounts. Another
advantage of a local group is the ability to include as members both user and global
group accounts from not only the local domain, but also from any trusted domains.

Review Questions

The following questions are intended to reinforce the key information presented in
this lesson. If you are unable to answer a question, review this lesson and then try
the question again.

1. List two local groups provided for Windows NT Server that are configured as a
server and domain controller.

2. List two operator groups provided only for Windows NT Server domain
controllers.

3. Name an existing group that would provide an account with authonty limited to
managing printers.
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For more information on

See

Built-in local groups

Using local groups

For online information about

Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide.

Chapter 3, “How Network Security Works,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

From the Help menu, choose Contents and then

Creating local groups

User Manager for Domains Help, Manage Local
Groups
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Lesson 3: Global Groups

The concept of global groups is somewhat similar to the concept of local groups,
except that global groups extend across a domain, which makes them very efficient
in managing access to resources across the domain. Global groups can also be
added to local groups for local computer access. This lesson describes the uses of
global groups, including the built-in groups that are automatically created in
Windows NT Server.

After this lesson you will be able to:

= Identify the built-in global groups.

« Explain the functions of the built-in global groups.

= Indicate which accounts can be members of a global group.

Estimated Completion Time: 20 minutes

Global groups are different from local groups in that they cannot contain other

group accounts. The global groups account information resides on the primary

domain controller as part of the user accounts database, and it is therefore copied to
~ the backup domain controllers.

Global groups can contain one or more users from their own domain’s account
database. Global groups can be assigned user rights and permissions to resources
on the domain where the global group resides, or on any trusting domain. Global
groups can also be assigned user rights or permissions to a resource by including
them in local groups that have the necessary permissions.

Built-in Global Groups

Windows NT Server also has built-in global groups. Like local groups, it is
recommended that, whenever possible, you use the built-in global groups to
simplify the administration of your system. The built-in global groups are the
following:

» Domain Admins—This built-in global group allows the grouping of user
accounts, so that when Domain Admins is made a member of a local
Administrators group, any domain administrator can perform any administrative
function on any workstation or server that is a member of the domain.
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For example, you might add all the administrative accounts in the domain to the
Domain Admins group. When a Windows NT Workstation joins a domain, the
Domain Admins group automatically becomes a member of the workstation’s
local Administrators group. This arrangement allows any user logged on as a
domain administrator to perform administrative functions on a Windows NT
Workstation, either locally or remotely. This arrangement of groups also means
that users do not have to be familiar with the administrative functions of
Windows NT because these can be handled for them by a domain administrator.

Domain Users—This built-in global group is similar to the Domain Admins
group in that it groups user accounts. When Domain Users becomes a member
of a local Users group which has been given appropriate access, any member of
this group can access shared resources in the domain. However, members cannot
perform administrative functions.

Domain Guests—This built-in global group is similar to Domain Users, but it
allows you to limit guest access to resources.

» To determine built-in global group membership

In this procedure, you determine the default members of each of the built-in global
groups.

Important Complete this procedure logged on as Administrator of DOMAIN-A.

1.

From User Manager for Domains, select Domain Admins. Which default users
are automatically members of Domain Admins?

2. Choose Cancel.

6.

Select Domain Guests. Which default users are automatically members of
Domain Guests?

Choose Cancel.

Select Domain Users. Which default users are automatically members of
Domain Users?

.Choose Cancel.

Custom Global Groups

While using the built-in global groups makes your administrative tasks easier, you
might encounter situations in which you need to create your own global group.
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Global groups do not have the inherent authority to perform network administrative
functions. To perform administrative tasks, global groups must either be added to a
local group (for example, adding the global group Domain Admins to the local
group Administrators) or be explicitly assigned the user right.

Instead of assigning permissions to each global group, you assign permissions to the
local group to which global groups have been made members. This allows a local
group to be assigned a right or permission in a single administrative operation.

Training
(Domain)

Graphics:
Training\Sales

C:\DIR\FILEA

Graphic:RW

B e SRR
Local Group

. Figure 17: Relationship between local and global groups .

For example, the global group Sales consists of users from the TRAINING domain.
These users need access to a resource on the computer GRAPHIC. The users could
be assigned permissions individually to the GRAPHIC’s resource, but because they
are already members of the global group SALES, it is easier to add the global group
SALES to the local group GRAPHICS on the computer GRAPHIC, and then assign
resource permissions to the local group.

The local group might even contain users and global groups from multiple domains.
If more users are hired, you simply add the new users to the appropriate global
group that is part of a local group. The new users have immediate access to the
appropriate resources and user rights.

By default, when a user account is created in a domain, it is automatically assigned
to the global group Domain Users.
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Important Local and global groups cannot use the same name. Group names must
be unique within the database.

Global Group Membership

Global groups can contain only user accounts as members. They cannot contain
either local groups or other global groups.

Because local groups are limited to the account database in which they are defined,
it is recommended to use global groups to ensure that groups of users are equally
available (with a minimum of administration) on Windows NT Workstation and
Windows NT Server computers.

Global Groups

User
Manager for
Domains and
\ Domain

~Controlle

Membership: Membership:

Users within the iocal domain

Not avaiiable

Figure 18: Determining global group membership

Creating Groups

- Both local and global groups are created using User Manager for Domains.

However, global groups can be created only on a computer running Windows NT
Server configured as a domain controller.
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User Manager - DOMAIN1

View Policies  Options  Hel

New User...
New Global Group...

New Local Group...

Copy...

Delete
Rename...
Properties...
Select Users...

F8
Del

Enter

Select Domain

Exit

Figure 19: Creating groups with User Manager

The following table outlines the configuration required to create local and global

Windows NT Server
(configured as a domain controller)

groups.
Windows NT Workstation or
Windows NT Server
Group (configured as a server)
Local |
Global [

You can use global groups to assign the following:

= User rights

= Permissions on NTFS files and directories

= Permissions on share names
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» To create a global group

In this procedure, you create three user accounts and two global groups. Make the
users members of the appropriate global group. You need information from your
Configuration Table in this procedure.

Important Complete this procedure logged on as Administrator of DOMAIN-A.

Create User Accounts | Create Global Groups 1

UserA-1
UserA-2
UserA-3
Admin-A

GlobalA-X
GlobalA-Y

Domain-A

Create Local Groups

LocalA-Red
LocalA-Green

Figure 20: Create users and global groups

1. Use User Manager for Domains to create user accounts for UserA-1, UserA-2,
and UserA-3, using the following information:

Clear the User Must Change Password at Next Logon check box.
2. From the User menu, choose New Global Group.
The New Global Group dialog box appears.
3. In the Group Name box, type GlobalA-x
4. In the Members box, add UserA-1 and UserA-2, and then choose OK.
5. Create a global group named GlobalA-Y, and then add UserA-3 as a member.

You have created the users and the global groups, and have made the users
members of the global groups. '
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» To determine the effects of global group membership

In this procedure, you determine the effects of global group membership by creating
a user account and attempting to log on to the PDC as a user. You need your
Configuration Table in this procedure to name your administrator user.

Create Global Groups .

UserA-1 s
UserA-2 GlobalA-X
UserA-3 : GlobalA-Y

Domain-A

Create Local Groups

LocalA-Red
LocalA-Green

Figure 21: Add user Admin-A

Important Complete this procedure logged on as Administrator of DOMAIN-A.

1. Create a user named Admin-A, clearing the User Must Change Password at
Next Logon check box.

2. To which built-in global group(s) is Admin-A automatically assigned?

3. Exit User Manager for Domains, and log off.
4. . Attempt to log on as Admin-A.
5. Were you successful? Why or why not?

6. Log on as Administrator, and then start User Manager for Domains.
7. Add Admin-A to the Domain Admins global group.
8. Exit User Manager for Domains, and log off.
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9. Attempt to log on as Admin-A.
10. Were you successful? Why or why not?

11. Log off and then log back on as Administrator.

Lesson Summary

One of the best ways to simplify administration is to use the built-in groups of
Windows NT. Global groups are effective in administration, because they can be
used to assign access permissions to resources throughout the domain, and they can
also be added to local groups for local computer access. Windows NT Server
creates three built-in global groups: Domain Admins, Domain Users, and Domain

Guests.

For more information on See

Built-in global groups Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide.

Using global groups Chapter 3, “How Network Security Works,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

For online information about From the Help menu, choose Contents and then

Creating global groups User Manager for Domains Heln, Manage Global

Groups
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Lesson 4: Special Groups

When planning your network, you will have situations in which the location for
accessing a resource is more important than who is accessing it. One example is
giving only interactive users access to a resource. For these situations, there are
special groups. This lesson explains the functions of special groups.

After this lesson you will be able to:
= List the functions of special groups.

= Identify the special groups used by Windows NT Server.
* Estimated Completion Time: 10 minutes

Special Groups

In addition to the local and global groups, special groups organize users based on
how they access various resources. Special groups do not take members in the usual
sense. Administrators cannot assign users to them. Rather, users are either members
of these groups by default, or they become members of these groups based on the
‘users’ activity. '

Creator Owner

Everyone Interactive

Figure 22: Special groups membership

There are four special groups: Network, Interactive, Everyone, and Creator Owner.
These groups are created as part of the installation process.
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Network

The special Network group includes any user, current or future, who connects to a
shared network resource. If a user goes over the network to access a resource using
the user’s own account or an enabled guest account, that user is considered a
network user.

Interactive

The user who logs on locally is automatically included in the Interactive group at
logon. Interactive members access resources on the computer at which they are
physically sitting. They log on and access resources by “interacting” with the
computer.

The distinction between Network and Interactive is important in terms of
permissions. For example, if a user sits down at computer A and acts as a local user
to access a resource on that computer, that user is thought of as an interactive user
and has permissions assigned to the Interactive group.

However, if the same user moves to another computer and uses the network to
access the same resource on computer A, that user is now working with permissions
assigned to the Network group. The permissions assigned to the Interactive group
are no longer available to the user connecting over the network, and thus the user’s
use of the resource might differ from earlier access as an Interactive user.

Everyone

The Everyone group automatically includes any user who accesses the computer.
This includes guests and users from other domains, as well as interactive and
network users. Administrators can assign any User Right to Everyone and grant
Everyone access permissions to files, directories, share names (shared resources),
printers, and Registry keys.

Because all users are members of the Everyone group by default, there is no need to
add user accounts to the Everyone group. You can remove the Everyone group from
the permission lists to prevent resource access. For example, by default the
Everyone group has Full Control permjssions to shared directories. You might
modify or even remove the Everyone group’s Full Control permissions and add
appropriate permissions as needed.

Creator Owner

This group includes the user account (or the Administrators group if the user is an
administrator) that created or took ownership of a resource.

On an NTFS partition, the Creator Owner group permissions are assigned at the
directory level. The owner of any directories or files created under this directory is
given the permissions assigned to Creator Owner.
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This special group can be used to manage assigned permissions to files and
directories created in a public area on an NTFS partition. For instance, on a public
directory you can assign the Everyone group Read access while giving the Creator
Owner group Full Control access. Any user that creates files or subdirectories in
this directory has Full Control over them.

Viewing the Special Groups

Viewing the special groups in Windows NT Server can be done in three different
ways: on an NTFS partition, an installed printer, and a shared directory. Select the
appropriate method below for your use:

Important Complete this procedure logged on as Administrator of DOMAIN-A.

To view the special groups if you have an NTFS partition
1. From File Manager, select an NTFS partition.

From the Security menu, choose Permissions.

From the Directory Permissions dialog box, choose Add.
Scroll through the Names list box to see Special groups.

nok W

Choose Cancel twice and exit File Manager without saving any changes.

To view the special groups if you have an installed printer
1. From Print Manager, select the printer.

From the Security menu, choose Permissions.

From the Printer Permissions dialog box, choose Add.
Scroll through the Names list box to see Special groups.

SANEEIR S

Choose Cancel twice and exit Print Manager without saving any changes.

To view the special groups when sharing a directory

1. Start File Manager, and then select \USERS\DEFAULT on your PDC-A drive.
From the Disk menu, choose Share As.

In the New Share dialog box, choose Permissions.

In the Access Through Share Permissions dialog box, choose Add.

Scroll through the Names list box to see Special groups.

A

Notice that Creator Owner is not a valid choice for a shared directory. It applies
only to NTFS directories and installed printers.

6. Choose Cancel three times and exit File Manager without saving the shared
directory.
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Lesson Summary

Windows NT Server includes four special groups that can assist in securing or
controlling access to resources on the network. These groups are Creator Owner,
Everyone, Interactive, and Network. By default, any resource that is created assigns
Full Control permissions to the group Everyone.

Review Questions

The following questions are intended to reinforce the key information presented in
this lesson. If you are unable to answer a question, review this lesson and then try
the question again.

1. You are implementing Windows NT Server in your network, and have decided
that you do not want to allow all users to have complete access to the NTFS
partitions on the servers. How can you secure the NTFS partitions?

2. You are creating a shared directory for user access. You have decided to ensure
that all users accessing the resource over the network can view the files but not
change them. How can you secure the shared files?

For more information on See

Built-in special groups Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide:

Using special groups Chapter 3, “How Network Security Works,” in the

Microsoft Windows NT Server Concepts and
Planning Guide.
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Lesson 5: Using Groups to Manage Resource Access

When you have an understanding of local, global, and special groups, you can
design a strategy for implementing the various groups. The strategy should involve
using the built-in groups when applicable, and creating groups when necessary.

After this lesson you will be able to:
» Plan groups to organize network management tasks.

= Analyze a set of tasks and determine the appropriate groupings.
= Assign users to the appropriate groups. '

Estimated Completion Time: 10 minutes

Using Groups to Manage a Network

You can use groups to simplify network management tasks.

Global Group
from Domain-A

Figure 23: Using groups to manage a network

In the figure above, you see an example of a global group from DOMAIN-A being
made a member of a local group in DOMAIN-B. -
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The following table outlines which type of group you should use to manage specific

administrative activities.
Best type of
Administrative activity group to use Explanation.
Group domain users into a Global A global group can be added as a
single unit for use in other member of local groups or can be
domains. given permissions and rights directly
in other domains.
Manage permissions and Local The local group can contain users
rights in a particular domain. and global groups from trusted
domains.
Need permissions on Global Local groups in a domain work only
Windows NT workstations on Windows NT Server domain
or servers in a domain. controllers.
Contain other groups. Local Local groups can contain users and
global groups.
Include many users from Local A local group can include users and
many domains. global groups from trusted domains.

Global groups have no built-in user rights. Global groups obtain their user rights
from the local group to which they are assigned.

Greups Strainnu nd (‘uideﬁnes
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Before you begin implementing groups, you should have a strategy for the
implementation process. Keep in mind the following guidelines:

1.

Determine what you need to accomplish. Is it one of the following?
= A network responsibility (assigning administrative tasks, creating users)

- = Assigning permissions to resources

Use built-in global and local groups wherever possible. Determine whether there
is an existing group that can perform the task.

. At your primary domain controller, create any new user accounts and global

groups that are necessary.

Assign the appropriate users to existing or newly created global groups for
domain-wide access.

Where needed, create any new local groups.

Add global groups to the appropriate local groups.

Assign the local group to user rights and resource permissions.
After you have a groups strategy, you are ready to implement it.
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» To test user rights and groups

In this procedure, you assign a local group the ability to log on locally at the domain
controller. You need your Configuration Table in this procedure.

Create User Accounts |

UserA-1
UserA-2
UserA-3
_ dmi-A

GlobalA-X
GlobalA-Y

Domain-A

Create Local Groups || User Rights

LocalA-Red
LocalA-Green

Log on locally
Everyone

Figure 24: Assigning user rights

1. Log off, and attempt to log on to PDC-A as UserA-1.
2. Were you successful? Why or why not?

3. Log on as Administrator, and then start User Manager for Domains.
4. From the Policies menu, choose User Rights.

The User Rights Policy dialog box appears.
5. In the Right box, select Log on Locally.

Notice that only Administrators and the Operators built-in groups are allowed to
log on to the domain controller.

6. Choose the Add button.
The Add Users and Groups dialog box appears.
7. Under Names, select Everyone, and then choose Add.
8. Choose OK to return to the User Rights Policy dialog box.

Notice that Everyone is added to the list of accounts permitted to log on locally
at the domain controller.
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9. Choose OK to return to User Manager for Domains.
. 10. Log off as Administrator, and attempt to log on as UserA-1.
11. Were you successful? Why or why not?

12. Log off as UserA-1, and then log on as Administrator.
Your computer is now ready for the next procedure.

» To add a global group to a local group
In this procedure, you add a global group to a local group.

Create User Accounts
UserA-1
UserA-2
UserA-3

Create Global Groups ‘

GlobalA-X
GlobalA-Y

DOMAIN-A

Create Local Groups _ User Rights

LocalA-Red
LocalA-Green

Log on locally
Everyone

Figure 25: Add global groups to local groups

Important Complete this procedure logged on as Administrator of Domain-A.

1. Using User Manager for Domains, access the local group properties of
LocalA-Red.

The Local Group Properties dialog box appears.
2. Choose Add.

The Add Users And Groups dialog box appeatrs.
3. Select GlobalA-X and then choose Add.
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4. Choose OK.

The Local Group Properties dialbg box appears, indicating that GlobalA-X is

now a member of LocalA-Red.
5. Add GlobalA-Y as a member of LocalA-Green.

6. Which user account(s) receive permissions and rights based on group
memberships of LocalA-Red?

7. Which user account(s) receive permissions and rights based on group
memberships of LocalA-Green?

To assign permissions using groups

In this procedure, you create a shared directory and assign the appropriate access

permissions. You need your Configuration Table in this procedure.

Create User Accounts 1
UserA-1
UserA-2
UserA-3
AdminA

GlobalA-X
GlobalA-Y

DOMAIN-A

Create Local Groups User Rights

LocalA-Red
LocalA-Green

Log on locally
Everyone

Figure 26: Create Share-A

Important Complete this procedure logged on as Administrator of DOMAIN-A.
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1. Start File Manager, and select \USERS\DEFAULT on the PDC-A drive.

From the Disk menu, choose Share As.

The New Share dialog box appears.

In the Share Name, type share-a and then choose Permissions.

The Access Through Share Permissions dialog box appears. Notice the default

- permissions of Full Control on the group Everyone.

Choose Remove to not permit access to Everyone.
Choose Add.

The Add Users And Groups dialog box appears.

Under Names, select LocalA-Green, and then chose Add.

7. In the Type of Access box, select Read, and then choose OK.

10.
11.
12.
13.
14.

15.
16.

17.

18.

Choose Add, and add Administrators with Full Control permissions.

In the Access Through Share Permissions dialog box, verify that the local group
Administrators has Full Control and that the local group LocalA-Green has
Read permissions.

Choose OK to return to the New Share dialog box.
Choose OK to share the directory.
Exit File Manager, and log off as Administrator.

Log on as UserA-1, and then start File Manager.
Attempt to connect to WPDC-A\Share-A and read the directory.
Were you successful? Why or why not?

Disconnect from the directory, and log off as UserA-1.

Log on as Administrator, and attempt to connect to WPDC-A\Share-A and read
the directory.

Were you successful? Why or why not?

Disconnect from the directory.
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Lesson Summary

Securing access to resources is one of the goals of network administration. By
properly making use of local and global groups, you can effectively manage access
to local files, directories, and printers, as well as access to network resources and
user rights.

For more Information on See

Implementing groups Chapter 3, “How Network Security Works,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.
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Before You Begin

This chapter requires that you have completed Chapter 1, “Installing Microsoft
Windows NT Server 3.5,” and Chapter 2, “Using Groups to Manage Users.” All of
the procedures in this chapter require at least one Windows NT Server functioning
as a primary domain controller.

You need your lesson disk to complete this chapter.
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Lesson 1: User Manager for Domains

User Manager for Domains is the main tool you use to configure the user
environment. This lesson explains how you can use User Manager for Domains to
configure the account properties for a user. You learn how to specify a home
directory, restrict domain logon hours, determine which workstations can be used to
log on to a domain, and set an expiration date for the account.

After this lesson you will be able to:
= Configure account properties.

= Specify a home directory for a user.

= Restrict users from logging on to the domain during a specific time period.
~ Restrict users from logging on to specific workstations.

= Specify an account expiration date.

= Specify an account type.

Estimated Completion Time: 60 minutes

User Manager for Domains

User Manager for Domains is the tool used to create and manage user accounts,
create and manage groups, and manage security policies.

A Windows NT user account consists of the user name and password required for
the user to log on, the groups in which the user account has membership, and the
rights the user has for using the system. It also includes other information, such as
the user’s full name, the account description, the user environment profile
information, a list of logon workstations, a schedule of logon hours, and more.

Like groups, some built-in user accounts are provided when a Windows NT Server
domain is created. These accounts are:

= Administrator—The account you use when you first administer a new server or
workstation, before you create an account for yourself. It is used for local
administration of the computer and the domain’s account database.

= Guest—An account used for guest logons, which are logons by people who do
not have a valid user account. The Guest account is disabled by default when
Windows NT Server is installed.
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New User...
New Global Group... Built-in
New Local Group... Built-in account for guest access to thil

Copy... F8
Delete Del
Rename...

Properties... Enter

Select Users...

Select Domain...
Exit Alt+F4

Account Operatol Me
Administrators Members can fully administer the computer/domain
Backup Operators Members can bypass file security to back up files
Domain Admins Designated administratars of the domain

Domain Guests All domain guests

Domain User Al d i

Figure 27: Creating a new user with User Manager for Domains

You can use User Manager for Domains to create additional user accounts for other
users who will be logging on, and you can modify existing accounts.

Note Do not confuse the User Manager for Domains with the User Manager
available in the Microsoft Windows NT Workstation product. User Manager for
Domains can manage properties for the local domain and for remote domains and
computers.

Each domain has one security database, located on the primary domain controller
(PDC), which:

= Contains user and group accounts.
« Defines the security policies for the domain.

To use User Manager for Domains you must be one of the following:

= An Administrator—Has full functionality in User Manager for Domains.

= A member of the Domain Admins global group—Has full functionality in User
Manager for Domains, provided that Domain Admins is a member of the
Administrators local group. For the local domain, Domain Admins is a member
of the Administrators local group. If you want to have account administration
between domains, you need to add the local domain’s Domain Admins global
group to the other domain’s Administrators local group.
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« A member of the Account Operators group—Has limited functionality in User
Manager for Domains.

= A user—Has the ability to create local groups and manage local groups that the
user has created.

If a user does not have sufficient authority to perform an action in User Manager for
Domains, that command or option is usually shown as unavailable. For example, a
user (member of the Users local group) cannot use User Manager for Domains to
create a new user or global group. In some cases the command is displayed as
available and the user is able to invoke it, but the command is not executed. For
example, a user (member of the Users local group) will not be successful in
renaming an existing user or group account.

Account Properties

To see or change a user’s account properties, select a user account, and then choose
Properties from the User menu.

User Manager - WALLYDOMO
View Policies Options Help

Admlmstratur Buitt-in account for administering the comf]
Guest Built-in accaunt for guest access ta the od|
User-1 !
User-2

Uegr-3

gém;;:rﬁes

¥
e
L
£
€

Usemname: User-1

Full Name: I

Description: L

F
P d: |

Account Operators
Adrninistrators
Backup Operators
€ Domain Admins

# Domain Guests

I .

C g [

[ Yser Must Change Password at Nest Logon
] User Cannot Change Password

3 Password Mever Expires

[ Account Disabled

D Account Locked Ot

Figure 28: User Properties dialog box
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From the User Manager for Domains User Properties dialog box, you can do the
following: -

= Adjust a variety of properties for an account, including full name and description
of the user and password attributes.

» Add and remove users from Groups.

= Disable the account.

Profiles

Windows NT saves specific information in user profiles for each user account in a
domain. This information includes settings in Program Manager, File Manager,
Control Panel, Print Manager, and Accessories.

More details about Profiles are given in the next lesson.

The Profile option is used to define the user profile path, logon script name, and
home directory for the selected user accounts.

To access the profile information, from the User Manager for Domains Account
Properties dialog box, choose the Profile button. .

vironment Profile

User: Administrator

[~ User Profiles :
User Profile Path: | |

Logon Script Name: I J

" Home Directory

@ Local Path: L I

) Connect D

Figure 29: User Environment Profile dialog box
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» To create a shared home directory

In this procedure, you create a share that will be used as a home directory.

Create User Accounts - = Create Global Groups |

UserA-1
UserA-2
UserA-3
Admin-A

GlobalA-X
GilobalA-Y

Create Shares

DOMAIN-A

Share-A
Users

R

Create Local Groups User Rights !

LocalA-Red Log on locally:

LocalA-Green : Everyone

Figure 30: Create share USERS

Note Complete this procedure logged on as Administrator of DOMAIN-A.

1. Start File Manager, and then select the \USERS\DEFAULT directory on the
PDC-A drive.

2. From the Disk menu, choose Share As.
The Shared Directory dialog box appears.

3. Choose New Share.
The New Share dialog box appears.

4. In the Share Name box, type users, and then choose Permissions.
The Access Through Share Permissions dialog box appears.

"~ 5. Complete the share by removing the special group Everyone, and then adding
the local group Users with Full Control permissions.

6. Choose OK twice to return to File Manager.
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» To assign a home directory

Note Complete this procedure logged on as Administrator of DOMAIN-A.

1.

10.

11.

Start User Manager for Domains, and then select the following users: UserA-1,
UserA-2, and UserA-3.

From the User menu, choose Properties.

The User Properties dialog box appears with all three users in the Users box.

. Choose Profile.

The User Environment Profile dialog box appears.

Under Home Directory, assign the home directories using the following
information:

= Select Connect.

= Assign drive H:

» In the To box, type \PDC-A\users\%username %

Choose OK twice to complete the update.
Select UserA-1, and then from the User menu, choose Properties.
The User Properties dialog box appears.

. Choose Profile.

The User Environment Profile dialog box appears.

. What is the path to UserA-1’s home directory?

. Close the User Environment Profile and User Properties dialog boxes.
-Switch to File Manager, and view \USERS\DEFAULT.

Notice the new directories created named UserA-1, UserA-2, and UserA-3.
They were created as a result of assigning the home directory path of
%username%.

Exit File Manager.
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Logon Hours

The Logon Hours option configures any restrictions to the days and hours during
which a user can log on to the domain and connect to the server. The default allows
for all hours of all days of the week, but you can optionally restrict a user to certain
days and hours. This does not affect a user’s ability to use a workstation account.

To change the logon hours, from the User Manager for Domains Account Properties
dialog box, choose the Hours button.

Logon Hours

User: Administrator

3 @ »

Midnight 64AM Noon 6FPM Midnight

| [ | | I

EsSsrsnmaEEEss

Figure 31: Logon Hours dialog box

The blue bars in the dialog box indicate the hours when logon is pemutted During
the hours that logon is rot permitted, the graph is empty.

To restrict a user’s ability to log on during certain hours, use the mouse to select the
hours when the user is not permitted to log on. With the hours selected, choose
Disallow. The blue bar is removed from the selected hours.

To reenable logon during the disallowed period, select the appropriate time span,
and then choose Allow. The blue bar is added for those hours.
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» To restrict user logon hours

In this procedure, you restrict the logon hours so that UserA-2 cannot log on
between 8:00 AM. and midnight.

Note Complete this procedure logged on as Administrator of DOMAIN-A.

1.

From User Manager for Domains, select UserA-2, and then from the User menu,
choose Properties.

Choose Hours.
The Logon Hours dialog box appears.

. Select the time period from Sunday through Saturday, 8:00 AM. through

Midnight.
Choose Disallow.

Notice that the boxes for Sunday through Saturday, 8:00 A.M. through Midnight
are now clear.

Choose OK to return to the User Properties dialog box.
Choose OK to return to User Manager for Domains.

» To test the ability of the user account to log on

1.
2.

3.

Log off as Administrator, and then attempt to log on as UserA-2.
Were you able to log on? Why or why not?

Log on as Administrator.

» To clear the logon hours restriction for your user

1.
2.
3.

In User Manager for Domains, select UserA-2.
From the User Menu, choose Properties.

In the User Properties dialog box, choose Hours.
The Logon Hours dialog box appears.

4. Select Sunday through Saturday, 8:00 A.M. through Midnight.

. Choose Allow.

Notice that the boxes for Sunday through Saturday, 8:00 AM. through Midnight
now have a colored bar through them.

6. Choose OK to return to the User Properties dialog box.

. Choose OK to return to the User Manager dialog box.
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» To test the ability of the user account to log on at the PDC
1. Log off as administrator, and then log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Start File Manager.
4. What is the default directory?

5. Exit File Manager, and then log off as UserA-2.
6. Log on as Administrator, and then start User Manager for Domains.

Logon To

Windows NT Server allows you to restrict the workstations from which users can
log on to domain accounts. The default is to allow a user to log on from any
workstation.

To configure the logon workstations, from the User Manager for Domains User
Properties dialog box, you would choose the Logon To button.

» To restrict logon workstations
In this procedure, you restrict the computers to which UserA-2 can log on so that
the primary domain controller is not included.
1. In User Manager for Domains, select UserA-2.
2. From the User menu, choose Properties.
3. From the User Properties dialog box, choose Logon To.
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The Logon Workstations dialog box appears.

Logon Workstations

User: Administrator

= N =

Figure 32: Workstations that allow you to log on

4. Select User May Log On To These Workstations.
5. Inthe 1. box, type BDC-A, and then choose OK.

Note For this procedure, it does not matter what computer name you supply here
(except PDC-A). You simply want to restrict UserA-2 from logging on to PDC-A.

6. Choose OK to update' UserA-2, and then exit User Manager for Domains.

To test the ability of the user account to log on at PDC
1. Log off as Administrator, and then attempt to log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Log on as Administrator, and then start User Manager for Domains.

To clear the workstation restrictions
In this procedure, you restore UserA-2’s ability to log on at any workstation.

1. From User Manager for Domains, access the User Properties for UserA-2.
2. Choose Logon To to access the Logon Workstations dialog box. ‘

3. Select User May Log On To All Workstations, and then choose OK.

4. Choose OK to update the properties of UserA-2.
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5. Log off as Administrator, and then attempt to log on as UserA-2.
6. Were you able to log on? Why or why not?

7. Log off as UserA-2, and then log on as Administrator.

Account

If you have users who need only temporary access to the domain, you can set their
accounts to expire after a certain date. The Account option is used to define an
account expiration date (if any) and to specify the account type for the selected user
accounts.

To change the account expiration date, from the User Manager for Domains User
Properties dialog box, choose the Account button.

Account Information

User: Administrator

Account Expires ™| [Account Type

‘@ Never @® Global Account
o for lar user ts in this d

Q End of F‘: O Local Account

for users from untrusted domains

Figure 33: Setting an account expiration date

When an account has an expiration date, the account is disabled at the end of that
day. Expired accounts are not deleted, merely disabled. When an account expires, a
user who is logged on remains logged on but cannot establish new network
connections or log on again after logging off.
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» To set the expiration date
In this procedure, you set an expiration date for UserA-2 of yesterday.

1. In User Manager for Domains, access the User Properties for UserA-2.
2. In the User Properties dialog box, choose Account.

The Account Information dialog box appears.
3. Under Account Expires, select End of.

Notice that the default expiration date is approximately one month from today.

In the End of box, set the date to yesterday.
Choose OK to return to the User Properties dialog box.
Choose OK to update UserA-2’s properties.

N e

Exit User Manager for Domains, and then log off as Administrator.

> To test the expiration date
1. Attempt to log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Log on as Administrator.

» To clear the expiration date

In this procedure, you clear the account expiration date for UserA-2.

1. From User Manager for Domains, access the User Properties for UserA-2.
2. In the User Properties dialog box, choose Account.

The Account Information dialog box appears.

Under Account Expires, select Never.

Choose OK to return to the User Properties dialog box. .
Choose OK to update UserA-2’s propetrties.

S

Exit User Manager for Domains, and then log off as Administrator.

» To test the expiration date
1. Attempt to log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Log off as UserA-2, and then log on as Administrator.
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Specifying Account Type

In addition to specifying an account expiration date, the Account button allows you

to designate the type of account: either a global account or a local account. Global
accounts, the default setting for new accounts, are accounts that can be managed for
the entire domain.

Local accounts are accounts that can be used to allow access to users from other
domains that do not have a trust relationship with the local domain. This account is
also useful for users with accounts in LAN Manager domains. No trust relationship
can be established with a LAN Manager domain, so to permit access to users from
the LAN Manager domain, you would create a local account for the LAN Manager
user. However, the local account cannot be used to log on to Windows NT
computers in the local domain; it can be used only for over-the-network access to
local resources.

To create a local account
In this procedure, you designate UserA-2 as a Local Account, thus restricting it
from logging on at Windows NT computers in the domain.
1. In User Manager for Domains, access the User Properties for UserA-2.
2. In the User Properties dialog box, choose Account.
The Account Information dialog box appears.

[N

Under Account Type, select Local Account.

Choose OK to return to the User Properties dialog box.
Choose OK to update UserA-2’s properties.

S

Exit User Manager for Domains, and then log off as Administrator.

To test the local account
1. Attempt to log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Log on as Administrator.

To create a global account
You set the account type to Global Account for UserA-2.

1. In User Manager for Domains, access the User Properties for UserA-2.
2. In the User Properties dialog box, choose Account.

The Account Information dialog box appears.
3. Under Account Type, select Global Account.
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4. Choose OK to return to the User Properties dialog box.
5. Choose OK to update UserA-2’s properties.
6. Exit User Manager for Domains, and then log off as Administrator.

» To test the global account
1. Attempt to log on as UserA-2.
2. Were you able to log on? Why or why not?

3. Log off as UserA-2, and then log on as Administrator.

Using a Low-Speed Connection

When administering accounts over a RAS or a low-speed network connection, the
Low Speed Connection option (in the User Manager for Domains Options menu)
should be selected. The Low Speed Connection option optimizes remote
administration across slow-speed links by not displaying the following information
and options:

= User list

= Group list

« Select Users option

= View menu options

User Manager for Domains saves the low-speed connection settings for future
sessions.
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Lesson Summary

There are many variables that can be configured to adjust a user’s environment.
Options such as configuring a user’s home directory path and specifying logon
hours, workstations, and account expiration dates are all possible using User

Manager for Domains.

For more information on

See

Configuring user properties

For online information about

Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide.

From the Help menu, choose Contents and then

Configuring Home Directories

Configuring Logon Hours
Configuring Logon Workstations

Configuring Account Expiration
and Type

User Manager for Domains Help, Manage User
Accounts, Creating a New User Account, Managing
Profiles

User Manager for Domains Help, Manage User
Accounts, Managing Logon Hours

User Manager for Domains Help, Manage User
Accounts, Managing Logon Workstations

User Manager for Domains Help, Manage User
Accounts, Managing Account Information
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Lesson 2: Profiles

User Manager for Domains is used to perform interactive changes to the user
environment. If you want to configure the user environment for a group of users
without changing each user individually, you can configure profiles instead. Profiles
are used to configure and maintain a user’s logon environment. In this lesson, you
learn about what a profile can contain and how to configure it.

After this lesson you will be able to:

= Define profile.

= List the types of profiles.

= Use the profile editor to configure a user’s logon environment.

= Distinguish between personal and mandatory server-based profiles, and know
when to use each type.

Estimated Completion Time: 40 minutes

Profile Contents

User profiles are files that contain settings for a single user or a group of users.
These settings determine the user’s environment when the user logs on to the
computer.

oo

R
i

Program |
Manager |

File

Manager

]

— Print

Manager

_ Control

The User Profile Panel |

Figure 34: User profile information



Supporting Microsofte Windows NT™ Server 3.5: Self-Paced Training

The following table lists what is saved in the profile.

Source

Parameters saved

Program Manager

File Manager
Command Prompt
Print Ménager
Control Panel options

Accessories

Third-party
Windows NT-based
applications

Help bookmarks

All user-definable settings for Program Manager, including
personal program groups and their properties, and all settings
saved by the Save Settings On Exit and Save Settings Now
commands. '

All user-definable settings for File Manager, including network
connections, and everything saved by the Save Settings On Exit
command. ‘

All user-definable settings for the command prompt, including
fonts, colors, settings for the screen size buffer, and window
position. '

Network printer connections and all settings saved by the Save
Settings On Exit command.

All settings for the Color, Mouse, Desktop Cursor, Keyboard,
International, and Sound options. For the System option, only the
entries in the User Environment Variables box. The other
Control Panel options do not contain user-specific settings.

All user-specific application settings affecting the user’s
Windows NT environment. These accessory applications include
Calculator, Calendar, Cardfile, Clock, Notepad, Paintbrush™,
and Terminal.

Any applications written specifically for Windows NT can be
designed so that they track application settings on a per-user
basis. If this information exists, it is saved in the user profile.

Any bookmarks placed in the Windows NT Help system.

- Types of Profiles

There are four types of profiles:

Profile Description
System default Configures the display (colors and wallpaper) until a user logs on
' to the local computer.
User default The default desktop configuration used the first time each user logs
on to the computer. It is then copied to a local profile for the user.
Local A profile stored locally and named after the user who is logged on

Server-based

to the computer. It is copied from the user default profile when the
user logs on for the first time.

A profile created by using the Profile Editor and stored on the
server to control the user’s desktop configuration at the
workstation.
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Note System default, user default, and local profiles are covered in the Support
Fundamentals for Microsoft Windows NT 3.5 Self-Paced Training book.

User Profile Editor
The User Profile Editor can configure a user’s logon environment so that there is a
consistent, manageable set of network connections and program items.

A user profile stores configuration information on a user-by-user basis for each
Windews NT computer. The saved information includes such things as the desktop
arrangement, personal program groups and the program items in those groups,
screen colors, screen savers, network connections, printer connections, mouse
settings, and windows size and position.

As administrator, you can use the User Profile Editor, located in the Administrative
Tools group of Program Manager, to preconfigure the logon environment so that it
provides Windows NT Workstation or Windows NT Server users with a consistent,
manageable set of network connections and program items.

With User Profiles, you can define:

« Program Manager groups.

» Program items and properties in those groups.

= Which programs will run from the File menu in Program Manager.
= Printer connections.

= Window size and positioning.

= Screen colors.

= Users’ network connections.

= Auvailable applications.

= The desktop appearance.

You can also set such environment variables as:

= The workstation’s search path.
= Directory for temporary files.

It might be advantageous for you to structure a network environment for the user.
This might be necessary if security requires complete or partial control, or if the
users are not familiar enough with computers and networks to be able to use the
technology on their own.
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Profiles can ensure that several accounts will each have the same user environment.
This can be done by either controlling the default environment or by Iocking the
environment specifics. You can use profiles to create secure environments for a
variety of jobs, and then assign the profile to users who fit that job description. For
example, all bank tellers might have a profile called TELLERS.MAN.

To ensure consistency over time, you can use profiles to prevent a user from
changing the desktop appearance.

» To test a local profile
In this procedure, you test the use of a local profile on Windows NT. These results
will be contrasted with server-based profiles (discussed in the next section).
1. Log off as Administrator, and then log on as UserA-1.
2. Configure the local environment as follows:
a. Tile the Main and Accessories windows
b. Change the color schemes to Bordeaux
¢. Change the desktop wallpaper to Tile ZIGZAG.BMP
d. Connect drive L: to \PDC-A\Share-A

3. Log off, and then back on as UserA-1.
4. Were all the configuration changes you made restored?

5. Log off as UserA-1, and then log on as Administrator.

» To remove a local profile
In this procedure, you remove the local profile for UserA-1.

1. Start Windows NT Setup.

2. From the Options menu, choose Delete User Profiles.
3. The Delete User Profiles dialog box appears.
4

. Under User Profiles on PDC-A, select DOMAIN-A\UserA-1, and then choose
Delete. :

5. Choose Close, and then exit Windows NT Setup.
6. Log off as Administrator.
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» To test loggingon without a local profile
In this procedure, you verify that the local profile for UserA-1 has been deleted.

1. Log on as UserA-1.
2. Were all the configuration changes you made earlier restored?

3. Configure the local environment as follows:

a. Tile the Main and Accessories windows

b. Change the desktop color to Bordeaux

c. Change the desktop wallpaper to Tile ZIGZAG.BMP
d. Connect drive L: to \PDC-A\Share-A

4. Log off, and then log on as UserA-1 to verify that the configuration was restored
properly. o
5. Log off as UserA-1, and then log on as Administrator.

Server-Based Profiles

Server-based profiles are either personal profiles customized for individual users or
mandatory profiles (used in structured or high-security environments) for single or
multiple users.

Profile Windows NT Clients

Profile
Server

Network
Connections

Figure 35: Use of server-based profiles



92 Supporting Microsofte Windows NT™ Server 3.5: Self-Paced Training

The fact that Windows NT computers can use server-based profiles has three
important implications for network administration:

= The location of the server-based profile is specified in the domain’s user
accounts database for each account. The user will have the same user profile, no
matter which Windows NT computer the user logs on to and no matter which
Windows NT Server computer validates the logon. In other words, the user
profile follows the user. ‘

= You can create a user profile to restrict or structure the user’s access to the
workstation and prevent the user from changing the workstation’s environment.

= The mandatory profile can be assigned to any number of users. This means that,
by changing one profile, you can change several users’ access to applications
and environment.

Types of Sérver-Based Profiles

There are two types of server-based profiles—personal (.USR) and mandatory
(.MAN). A user can have either a mandatory or a personal profile, but not both.

You assign both types of profiles to a user by specifying the location and filename
of the profile in the user’s account. A user account can have only one profile
assigned to the account at a time.

These profiles must be stored on a server so that each user’s settings and
preferences follow the user, no matter which Windows NT computer is used for
logon. If a user gets a new computer (for example, in the case of an upgrade), a
personal profile restores the user’s profile intact on the new computer. Each user
has his or her own profile.

Personal Profiles

Users can change their personal profiles. Every time the user logs off, the profile is
updated for current settings. When the same user logs on again, the profile is loaded
as it was last saved. Because users can modify the contents of a personal profile, it
is recommended that each personal profile be assigned to only one user. If more
than one user is assigned to a personal profile, the personal profile settings are
always set to the configuration of the last user using the personal profile.

A personal profile is indicated by the filename extension .USR.

Mandatory Profiles

Users cannot change a mandatory profile. Any environment changes made by users
during a session are not saved to their mandatory profile. When a user logs off and
logs on again, the environment the user created while working is gone and the
original environment is restored.
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Mandatory profiles are useful to administrators who want to restrict the ability of
users to change their environments.

The mandatory profile is indicated by the filename extension .MAN.

Since changes are not saved to mandatory profiles, you can create a single
mandatory profile and assign it to many users. By simply updating the single user
profile, you can update many users at once. For instance, to add a new program to
the users’ environment, simply add it to the mandatory profile for those users.

Creating User Profiles

User profiles are created using the following tools:

= The User Profile Editor (creates the profile)
= User Manager for Domains (assigns existing profiles to users)

= User Profile Editor - Copy of Current Profile .
File Help

Permitted to use profile: |£OMAIN1\Administrator

— Program Manager Settings
[ Disable Run in File Menu

[] Disable Save Settings Menu Item and Never Save Settings
Show Common Program Groups

StartUp Group: | [none]

~ Program Group Settings

Unlocked Program Groups: Locked Program Groups:

Accessories
Games
Main

For Unlocked Groups, Allow User To:
| Make Any Change

Allow User to Connect/Remove Connections in Print Manager

Figure 36: User Profile Editor dialog box

Note Management must be performed from a computer running Windows NT
Server.
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The first step in creating a user profile is to log on as a user with administrative
privileges. It is recommended that you use a different administrative account from
the Administrator to create a user profile: When you create a user profile, a copy of

. the existing environment settings is saved as the user profile for that computer; and
you do not want the account that is used for normal network administration to be
limited to the profile settings.

» To create a mandatory user profile

In this procedure, you create a mandatory profile and assign it to UserA-1 and
UserA-2.

Note Complete this procedure logged on as Administrator of DOMAIN-A.

1.

Configure the workstation environment for the profile as indicated below.
= Tile the Main and Games program groups.

= Connect drive N: to \PDC-A\Netlogon.

» Change the desktop color to Arizona.

= Change the desktop wallpaper to tile Marble.

. From the Administrative Tools group, start User Profile Editor. k

User Profile Editor appears.
Configure the profile settings using the following information:

» Switch to Program Manager, close the Administrative Tools program group,
and then switch back to User Profile Editor.

= Select Disable Run in File Menu.
» Lock the Administrative Tools program group.

From the Permitted to Use Profile box, choose the ellipse button to browse for a
different user.

The User Browser dialog box appears. It is used to select the appropriate user or
group that is permitted to use this profile.

. Under Names, select Users, and then choose Add. ‘

Choose OK to return to User Profile Editor. _
Notice that DOMAIN-A\Users has been granted permission to use the profile.

. From the File menu, choose Save As File.

The Save As dialog box appears.
In the File Name box, type users.man

In the Directory box, select
\<winnt_root>\SYSTEM32\REPL\IMPORT\SCRIPTS, and then choose OK.
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10.
11.
12.

13.
14.

15.
16.

From the File Menu, choose Exit.
Start User Manager for Domains, and then select UserA-1 and UserA-2.
From the User menu, choose Properties.

The User Properties dialog box appears, displaying both user account names in
the Users box.

Choose Profile to access the User Environment Profile dialog box.

In the User Profile Path, type \PDC-A\ANETLOGON\USERS.MAN, and then
choose OK.

Choose OK to update the user profile path for the selected users.
Exit User Manager, and then log off as Admin-A.

» To test the mandatory user profile

In this procedure, you test the mandatory profile by logging on as UserA-1 to verify
that the settings designated in the profile were implemented.

1.

Log on as UserA-1.
UserA-1 is logged on, and the user environment is configured.

Verify that the correct profile (server-based vs. local user) was loaded by
answering the following questions:

Is the desktop scheme what you set for UserA-1 (Bordeaux)?

Is the wallpaper a tiled ZIGZAG?

Is drive L: connected to \PDC-A\Share-A?

Can you perform a File Run command from Program Manager?

Open the Administrative Tools group, and attempt to add a new Program Item.
Were you successful?

Which profile is loaded, local user or server-based mandatory?

Close the Games program group.
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10. Log off as UserA-1, and then log back on as UserA-1.
11. Did the Games group remain minimized?

12. Log off as UserA-1.

In this procedure, you verified that if a user has both a local profile and a server-
based profile, the server-based profile is loaded (1f available) and used in place
of the local user profile.

Lesson Summary

Profiles help maintain a consistent user environment. Different users can log on to
the same computer and have their own normal user environment. Server-based
profiles allow users to log on to any Windows NT computer in the domain and still
have their normal user environment. There are two types of server-based profiles—
personal and mandatory. Personal profiles are assigned to individual users and can
be modified by the user. Mandatory profiles can be assigned to multiple users, but
cannot be modified by the users.

For more information on See

Types of profiles Chapter 4, “Managing User Environments,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Creating profiles ‘ Chapter 4, “Managing User Environments,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Chapter 14, “User Profile Editor,” in the Microsoft
Windows NT Server System Guide.

Assigning profiles to users Chapter 14, “User Profile Editor,” in the Microsoft
Windows NT Server System Guide.

Chapter 13, “User Manager for Domains,” in the
Microsoft Windows NT Server System Guide.
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For online information about From the Help menu, choose Contents and then

Types of profiles User Profile Editor Help, About User Profiles,
Mandatory and Personal User Profiles and Default
Profiles

Creating profiles User Profile Editor Help, Manage User Profiles,

Creating a New User Profile

Assigning a profile to a user User Profile Editor Help, Manage User Profiles,
Assigning User Profiles to User Accounts

User Manager for Domains Help, Manage User
Accounts, Managing Profiles
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Lesson 3: Logon Scripts

While user profiles do offer you a lot of flexibility in assigning and controlling a
user’s environment, there are times when logon scripts must be used. This lesson
introduces logon scripts, why to use them, how to create them, and how to
implement them in a domain environment.

After this lesson you will be able to:
= Describe the differences between user profiles and logon scripts.

« Create a logon script to connect network resources at logon.
= Assign the logon script to users.

Estimated Completion Time: 30 minutes

What Are Logon Scripts?

Logon scripts have two main functions:

= To provide users with a set of consistent network connections
= To start applications automatically whenever a user logs on to the domain

Logon scripts are normally implemented as batch files. Net commands are used to
maintain the network connections. The appropriate command line syntax is used to
start an application. However, an executable file can be used as the user logon
script if the result you want is to automatically start the executable file without
maintaining the consistent set of network resource connections.

Logon Scripts vs. User Profiles

While user profiles can do everything a logon script can do, and more, they are
available only to domain users who log on at a Windows NT computer. If your
network consists of non—Windows NT computers, such as Windows for
Workgroups, Microsoft Network Client, or LAN Manager client computers, users
do not have access to the user profile features of Windows NT. For these
environments, logon scripts can be used to offer some control over the user’s
environment.
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A comparison between user profiles and logon scripts is shown in the following

table.

User Profiles

Logon Scripts

Can control all facets of a user’s
environment (such as desktop arrangement
and usage), including network connections
and startup applications.

Local, default, personal, and mandatory
profiles offer different levels of control to
the user and/or administrator.

Available only for users on Windows NT
computers.

Need a special tool (User Profile Editor) to
create and manage.

Available only in Windows NT.

Can control network connections and start
applications. Cannot control desktop
arrangement or usage.

Usually a batch file for network
connections.

Available to all network clients that
perform logon validation, including
Windows NT computers.

You can use a standard text editor to create.
You must know and understand command
line syntax for net commands.

LAN Manager, Novell NetWare, and other
operating systems offer logon scripts. You
can use LAN Manager logon scripts with
Windows NT.

A logon script is typically a batch file that runs every time a user logs on. The logon
script can be used to configure a user’s working environment at each logon by
making network connections and starting applications. For example, you might
want each user to run a specific application every time the user logs on. For
instance, this application could be a virus scan program that is located centrally on

a network application server.

Logon scripts can also allow you to control parts of a user’s environment without
having to manage the complete environment. A logon script does not affect the
user’s desktop configuration, but it can affect the network resources available to the

user, as well as startup applications.

For example, when creating a server-based user profile, you are configuring the
user’s desktop settings as well as network connections. If the server-based profile is
saved as a personal profile, it allows the user to change the profile, but requires that
a profile be created for each user. If the profile is mandatory, a separate profile is
not required for each user, but the profile cannot be changed. This means that the
user environment remains as determined by the administrator.
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Using Logon Scripts

Logon scripts are optional and can be assigned to one or more user accounts. A
single logon script can be created and assigned to an individual user or a group of
users in a department, or it can be implemented network-wide. A logon script is
typically a batch file (with a .BAT or .CMD filename extension), but any
executable program (.EXE filename extension) can be used.

Logon scripts are assigned to a user by means of the User Environment Profile
dialog box.

User Environment Profile

Uszer: Administrator

FUsel Profiles
User Profile Path: | I

Logon Script Name: L |

Home Directory

@ Local Path: l ) —I

 Connect l:l ¥

Figure 37: User Environment Profile dialog box

In the Logon Script Name box, you specify the logon script filename. By default,
the file is stored in \<winnt_root>\SYSTEM32\REPLAIMPORTS\SCRIPTS.
However, you can specify a location under the above path by including the relative
path name in the filename. If you decide to change the entire path of the logon
script, you can configure the logon script path in-the Directory Rephcator dialog
box of Server Manager in the domain controller.

When the user logs on, the server authenticating the logon locates the script that is
assigned to the user. The server that authenticates the user’s logon must have a copy
of the logon script. The authenticating server will not execute a script that resides
on a different computer. The easiest way to maintain logon scripts on all domain
controllers is by implementing the Directory Replicator service. When the
validating server has located the local script, the script automatically executes.

A logon script can contain the following information:
= Any command line version of the net command. Most commonly used is net use
d: \\server\share to connect the user automatically to the specified share.

= Any command line syntax to start an application, such as drive:\path\appname.
For example, to start the MS-DOS version Anti-Virus program automatically,
you might have a CADOS\MSAYV C: command in the logon script.



Chapter 3 Configuring the User Environment 101

Environment variables—These variables are set only during the execution of the
logon script. After the script has completed, the environment is returned to the
settings in CONFIG.SYS and AUTOEXEC.BAT.

Special Logon Script Variables as listed in the following table:

Parameter Description

%HOMEDRIVE% The drive letter connected to the user’s
home directory

%HOMEPATH% The full path to the user’s home directory

%HOMESHARE% The sharename containing the user’s home
directory

9008 % The operating system running at the user’s
computer

%PROCESSOR % The processor type of the user’s computer

%USERDOMAIN% The domain name that contains the user’s
account

9% USERNAME% The name of the user’s account

To assign a user logon script

In this procedure, you assign a logon script to user accounts.

Note Complete this procedure logged on as Administrator of DOMAIN-A.

1.

Insert the Lesson Disk into drive A, and then copy NETLOGON.BAT and
DAILY.TXT to \<winnt_root>\SYSTEM32\REPLNIMPORT\SCRIPTS.

2. Start User Manager for Domains, and then select UserA-1 and UserA-2.

From the User menu, choose Properties to access the User Propetties dialog box
for all selected users. '

Choose Profile to access the User Environment Profile dialog box.
In the Logon Script Name box, type netlogon, and then choose OK.

. In the User Properties dialog box, choose OK to update the user environment

profile of each selected user.

. Exit User Manager for Domains, and then log off as Administrator.

You now have a logon script that copies a file from the PDC, starts Notepad,
and loads the copied file into Notepad.
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» To test the user logon script

In this procedure, you log on as UserA-1 to test the logon script.

1. Log on as UserA-1.

The server-based profile loads first, and then the logon script is executed.

When the logon script has copied a file from the primary domain controller, it
starts Notepad with the DAILY.TXT file loaded.

2. Exit Notepad.

3. Is the desktop environment as configured in the user profile?

4. Start File Manager, and open a window for drive H (home directory).
S. Is the file DAILY.TXT in UserA-1’s home directory?

6. Log off as UserA-1, and then log on as Administrator.

Lesson Summary

User logon scripts can be used to configure a user’s environment, providing a
consistent set of network resource connections at every logon: Logon scripts are
available not only to Windows NT computers, but also to MS-DOS-based
computers running Windows for Workgroups, LAN Manager, and Microsoft

Network Client software.

For more information on

See

Logon scripts vs. user profiles
How logon scripts work
Creating logon scripts

Assigning logon scripts to users

For online information about

Chapter 4, “Managing User Environments,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Chapter 4, “Managing User Environments,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Chapter 4, “Managing User Environments,” in the
Microsoft Windows NT Server Concepts and
Planning Guide.

Chapter 13, “User Manager fdr Domains,” in the
Microsoft Windows NT Server System Guide.

From the Help menu, choose Contents and then

Creating logon scripts

User Manager for Domains Help, Manage User
Accounts, Managing Profiles
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CHAPTER 4

Configuring the Server
Environment |

Lesson1 Server Management. .. 104
Lesson2 Domain Management. .. 121

Lesson 3 Replication ... 139

Before You Begin

This chapter requires that you have completed Chapter 1, “Installing Microsoft
Windows NT Server 3.5,” Chapter 2, “Using Groups to Manage Users,” and
Chapter 3, “Configuring the User Environment.” All of the procedures in this
chapter initially require at least one Windows NT Server functioning as a primary
domain controller.

During the procedures, you will install a béckup domain controller.

In the procedures that reqﬁire the use of two computers, the Windows NT Server
computers are identified by their roles—primary domain controller (PDC) or
backup domain controller (BDC). ‘

To complete the procedures, you need your Configuration Table.
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Lesson 1: Server Management

To keep a network functioning properly, server management tools are provided with
Windows NT Server. Server Manager is one of these tools.

Server Manager can be used to verify that the domain is functionally operational by
synchronizing the primary domain controller with all the backup domain
controllers, replicating logon scripts and user profiles among all the domain
controllers, controlling resources and users on a server, and configuring server
properties.

This lesson explains some of the functions of Server Manager and how you can use
it to manage the domain, a server, server resources, and users.

After this lesson you will be able to:
= List the functions of Server Manager.

= Configure server properties.
= Manage user sessions.

= Manage resources.

Estimated Completion Time: 60 minutes

Server Manager

Server Manager is a tool that you use to administer computers and domains in a
Microsoft Windows NT Server environment. You administer local or remote
domains by selecting the domain from the Server Manager window. You must be a
member of the Administrators group, in the domain you select, to use Server
Manager to manage that domain.

Server Manager is located in the Administrative Tools group of Program Manager.
You use the Select Domain option, from the Computer menu, to view the domain
computers in Server Manager.
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Server Manager - NTDOMAIN
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Figure 38: Server Manager

Important Do not confuse the Server application in Control Panel with Server
Manager. The Server application in Control Panel can manage properties only for
the local computer. Server Manager can manage properties for both local and
remote computers. Server Manager also has enhanced capabilities, such as the
ability to add computers to the domain, synchronize, promote, and demote domain
controllers, and so on.

Server Manager allows you to manage both local and remote computers and
domains. Server Manager can be used to do the following tasks in both
Windows NT and in Microsoft LAN Manager 2.x domains:

= Display the computers of a domain

= Manage server properties and services for a selected computer

= Add computers to and remove computers from the domain

= Promote a backup domain controller to a primary domain controller

= Synchronize backup domain controllers with the primary domain controller
» Manage shared resources (directories, printers, and so on)

= Send messages to connected users

Note For more information on other functions of Server Manager see Chapter 15,
“Server Manager,” in the Microsoft Windows NT Server System Guide.
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Server Manager Interface

You can configure the information displayed by Server Manager to your
requirements. You can specify the domain and computers that you want to monitor
(servers only, or servers and workstations).

The icons displayed by Server Manager represent the different computer members
of the domain.

Represents a primary domain controller (PDC).

Represents backup domain controllers and servers.

Represents Windows NT Workstation computers that have joined the
domain.

Important Icons for computers that are members of the domain but are currently
inactive on the network are dimmed.

Server Manager also displays the following information for a selected computer:

= The computer name

» The operating system name and version number for the computer

» A description (configured by the user)

= Whether the computer is a domain controller, a server, or a workstation
«  Whether it is currently active on the network

Before using menus and options in Server Manager, you must first select the name
of the computer you want to work with. After the computer is selected, the menu,
option, or action you select applies to that computer.

Sending Messages to Connected Users

Sometimes you might want to send a message to all users connected to a particular
computer. For instance, you should let users know when one or more users are
going to be disconnected from a resource, whether the Server service is being
stopped, or when any other action occurs that otherwise disrupts network service.

To send a message to all users connected to a computer, from the Computer menu
you select Send Message. You can then create a message and send it to all
connected users. '
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The Messenger service must be running to send messages. It is started by default in
Windows NT Server.

Note To send a message to an individual user, you can use the net send username
message command. '

To send a message to all connected users

In this procedure, you establish a network connection to your own computer, and
then use Server Manager to send a message.

Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A.

1. Use File Manager to connect to \PDC-A\Users.
2. From the Administrative Tools group, start Server Manager.
* Server Manager appears.
3. From the Computer menu, choose Send Message.
The Send Message dialog box appears.
4. Under Message, type a short message, and then choose OK.
A Messenger Service message box appears, displaying the message.
5. Choose OK to clear the message. '
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Managing Server Properties and Services

Server Manager can be used to configure server properties. To view the server
properties for a computer, from the Computer menu, choose Properties.

Windows NT Backup
Windows NT 3.50 Workstation
Sdindows BT 350 Prirdary
Windows NT 3.50 Server

Properties for PRIMARY

Usage Summary
Sessions: Open Files:

File Locks: Open Named Pipes:

Description:

Figure 39: Server properties

The Properties dialog box displays the usage information, a description of the
selected computer, and additional buttons for managing the following:

«  Users—Provides information on user connections

= Shares—Provides shared resource information

= In Use—Provides information on resources that are currently in use

= Replication—Provides information on replicated directories

= Alerts—Provides information on users and computers targeted for
administrative alerts
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» To display properties

Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A.

1. From the Server Manager window, select PDC-A.
2. From the Computer menu, choose Properties.
The Properties dialog box for PDC-A appears with the following information:

Item Description

~ Sessions The number of users connected to the computer
Open Files . The number of shared resources opened on the computer
File Locks The number of file locks by users on the computer

Open Named Pipes The number of named pipes opened on the computer

Managing User Sessions

To view detailed information about user sessions, from the Properties dialog box,
choose Users.

Viewing user sessions can be a great help in monitoring network usage of the
computer. .
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User Sessions on PRIMARY
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Figure 40: Viewing user sessions

In the User Sessions dialog box, you can view:

= All the users connected over the network to the computer. This can be beneficial
in planning the capacity for your servers and the network as a whole.

= The resources opened by each user. This is useful in determining the usage of a
resource.

= The total time and the amount of inactivity of the session. This information is
useful to determine whether users are connecting to resources but are not
disconnecting when finished using the resources, thus wasting server resources.

= Whether any users without accounts in the local domain are connecting to server
resources. This can help in determining whether additional accounts should be
created, whether a trust relationship is needed, and even whether there are
security problems.

Disconnecting Users
You might want to disconnect users before you stop the Server service or shut down
the computer for maintenance.

You can disconnect a user by selecting the user and choosing Disconnect. All the
users connected to a server can be disconnected by pressing Disconnect All.

Important You should warn users before disconnecting them. Also, administrators
must remember that this is a “passive” disconnection; users and applications can

reconnect by using the connection. To prevent users from reconnecting, you need to
pause or stop the server service.
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Connected Users

The Connected Users box lists the users connected to the computer. You select a
user, any shared resources the selected user is connected to are displayed in the
Resource box.

The information displayed in this dialog box includes the items listed in the
following table.

Item Meaning

Connected Users The user name of a connected user

Computer ‘ The name of the computer where the user is
logged on

Opens The number of resources the user opened on this
computer

Time The time elapsed since this session was
established

Idle The time elapsed since the user last accessed the

, resource

Guest Whether this user has guest status on the
computer ’

Resources

When you select a user, the connections of that user are listed in the Resources box.

Resource The name of the shared resource (shared
directory, printer, or named pipe) to which the
selected user is connected '

Opens The number of opens by this user against this
resource

Time The time elapsed since this resource was first
opened :

To disconnect a user
In this procedure, you disconnect yourself from the shared resource Users.

Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A. You should still have the connection to WPDC-
A\Users established.

1. If you have not already done so, from Server Manager select PDC-A.
2. From the Computer menu, choose Properties.
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3. In the Properties for PDC-A dialog box, choose Users.

The User Sessions on PDC-A dialog box appears.
4. Under Connected Users, select administrator.

Under Resource, notice the connection to the USERS share.
5. Choose Disconnect.

A Server Manager message box appears, asking whether you are sure you want
to disconnect administrator from all connected resources.

6. Choose Yes.

The User Sessions on PDC-A dialog box appears. Notice that the session for
administrator is no longer listed.

Choose Close to return to the Properties for PDC-A dialog box.

Managing Shared Resources

To access the Shared Resources dialog box, from the Properties dialog box, choose
Shares.
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The Shared Resources dialog box appears, displaying the following information:

Shared Besources on PFIIMARY

Sharename Uszes Path

D§
E$
IPC$

Connected Users

Connected Users: 0

Figure 41: Viewing shared resources

The following information can be obtained from the Shared Resources dialog box.

Item Description

Sharename The name of the shared resource. This could be a shared directory,
a printer, or a named pipe.

Users The number of users connected to the shared resource

Path The path of the shared resource

Connected Users The user name of the user(s) connected to the selected shared
resource

Time The time elapsed since the user first connected to this resource

In Use Whether the user currently has any files open from this shared

resource

You can use this dialog box to disconnect one or all of the connected users from all
shared resources on this computer. This might be appropriate, if you need to let
another user connect to a shared directory that already has its maximum number of
users connected. It would also be appropriate if users turned off their computers
without either logging off or disconnecting network resource connections.
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Always remember to warn users if they are going to be disconnected.

Note To create additional shared resources or to remove existing shared resources,
you can use the Shared Directories command from Server Manager, or use File
Manager. To share printers or manage shared printers, use Print Manager.

» To disconnect a user

In this procedure, you disconnect yourself from the shared resource Users.

‘Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A.

1. If you have not already done so, from Server Manager select PDC-A.

-2. From the Computer menu, choose Properties.

. In the Properties for PDC-A dialog box, choose Shares.

The Shared Resources on PDC-A dialog box appears.

. Under Sharename, select USERS.

Under Connected Users, notice that no connections currently exist.

Important If you had accessed the \PDC-A\Users share after disconnecting it
earlier, it would appear as a session again.

S.
6.

10.

11.

Close the Shared Resources dialog box.
Switch to File Manager and access the drive connected to WPDC-A\Users.
This reestablishes the session that was disconnected in the previous procedure.

Switch back to Server Manager, and in the Properties for PDC-A dialog box,
choose Shares.

. Under Sharename select USERS.

Under Connected Users notice that administrator is now listed.

. Choose Disconnect.

A Server Manager message box appears, asking whether you are sure you want
to disconnect administrator from all connected resources.

Choose Yes.

The Shared Resources on PDC-A dialog box appears. Notice that the session for
administrator is no longer listed.

Choose Close to return to the Properties for PDC-A dialog box.
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Managing Resources in Use

To view more detail on the resources that are currently in use, from the Properties
dialog box, choose In Use.

Open Resources: 3
File Locks: 1]

Bl administratar D:Antsvr
student BRYEN

Figure 42: Viewing resources in use

The administrator can close one or all of the resources; however, the administrator
should warn connected users before closing the resource.

The Open Resources dialog box offers the following options.

Item Description

Open Resources The total number of open resburces (files,
printers, or named pipes) on the computer

File Locks The total number of file locks on open
resources

Opened By The user name of the user who opened the

resource
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(continued)

Item Description

For The permissions granted when the resource
was opened

Locks The number of locks on the resource by that
user

Path - The path of the open resource

» To close an open resource
In this procedure, you open a resource and then close it.

Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A.

1. Switch to File Manager and choose the drive icon assigned to WPDC-A\Users,
and then access the \USERA-1 directory.

This reestablishes the session that was disconnected in the previous procedure.

2. Switch back to Server Manager, and in the Properties for PDC-A dialog box,
choose In Use.
The Open Resources on PDC-A dialog box appears, displaying all open
resources on the computer, including open resources on
\USERS\DEFAULT\USERA-1 opened for Read.

3. Choose Close All Resources.

A Server Manager message box appears, informing you that some users have
resources open for Read, and that closing them can result in data loss.

4. Choose Yes.

The Open Resources on PDC-A dialog box appears. Notice that the open
resource(s) are no longer listed. :

5. Choose Close to return to the Properties for PDC-A dialog box.

Alerts

Alerts are messages the system sends to inform the administrator that something is
wrong with the system. For example, an alert might be sent when a hard disk
partition is almost full, when the UPS service is notified by a UPS that power has
been lost, or when the Directory Replicator service replicates files to another
computer. Alerts notify the administrator that the network is experiencing problems
with users accessing resources on a local computer. '

You can configure the alerts to send them to various users.
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To configure the appropriate computers and users to receive administrative alerts
from the server, use the Alerts button from the Properties dialog box.

Note Replication is covered in Lesson 3.

The Alert dialog box appears, displaying the following information:

Send Administrative Alerts To:

Mew Computer or Usemame:

-

Figure 43: Configuring Alerts

In the Alerts dialog box, you enter a user name or computer name in the New

- Computer Username box, and Add it to the list of recipients under Send
Administrative Alerts To. By doing so, when an administrative alert occurs, such as
power loss from the UPS service, the recipients on the list receive the message so
that appropriate action can be taken to correct the alert condition.
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» To configure administrative alerts

In this procedure, you configure the administrative alerts to alert the Administrator
and the primary domain controller computer in the event of an administrative alert
condition. This will involve stopping and restarting both the Alerter and Server
services.

Important Complete this procedure logged on as Administrator on the primary
domain controller of DOMAIN-A. Start with Server Manager opened and the
Properties for PDC-A dialog box displayed.

1.

Choose Alerts.
The Alerts on PDC-A dialog box appears.

In the New Computer or Username box type administrator and then choose
Add.

. In the New Computer or Username box type pde-a and then choose Add.

Under Send Administrative Alerts To, Administrator and PDC-A are added.

4. Choose OK to return to the Properties for PDC-A dialog box.

11.
12.

13.

14.

Choose OK to return to Server Manager.
From the Computer menu choose Services.

The Services on PDC-A dialog box appears.

. Under Service, select Alerter and then choose Stop.

A Server Manager message box appears, asking whether you are sure you want
to stop the Alerter service.

Choose Yes.

. Choose Start to restart the Alerter service.
10.

Under Service, select Server and then choose Stop.

A Stopping message box appears, indicating that the Computer Browser and Net
Logon services will also be stopped.

Choose OK.

A Server Manager message box appears, indicating that Server Manager cannot
find the Primary Domain Controller for Domain-A.

Choose OK. |

Notice that Server Manager no longer lists your computer. You have to restart
the services using Control Panel Services.

Start the Control Panel Services option.
The Services dialog box appears.
Under Service, select Server and then choose Start.
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15. Under Service, select Net Logon and then choose Start.
16. Under Service, select Computer Browser and then choose Start.
17. Choose Close, and then close Control Panel.
18. Switch to Server Manager.
19. Press the F5 key to refresh the Server Manager.
Notice that your primary domain controller now appears in Server Manager.
20. Exit Server Manager.

» To test administrative alerts

Important This procedure requires that you have enough hard disk space to create
another partition. If you do not have the necessary hard disk space, you can skip this
procedure.

In this procedure, you will generate an administrative alert by creating a small hard
disk partition and then using all available disk space in that partition.

Important If you are able to create a small hard disk partition (2 MB in size) on
this computer, complete this procedure on the primary domain controller of
DOMAIN-A.

1. Use Disk Administrator to create a 2 MB partition on any hard disk.
2. Format the partition using any of the available file systems.
3. Copy directories and files to the new partition to use all the disk space.

After a few minutes, a Messenger Service message box appears, indicating that
a drive is nearly full and how much disk space is available.

4. Choose OK to close the message.

If you are unable to create a new partition to test administrative alerts, you can still
view an administrative alert later in Lesson 3.

Lesson Summary

Managing a domain in a Windows NT Server environment encompasses many
tasks. These tasks can be categorized into computer tasks and domain tasks.
Management of servers allows the administrator to control shared resources and
user access to those resources, determine current file access, and control replication
and administrative alerts.
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Review Questions

The following questions are intended to reinforce the key information presented in
this lésson. If you are unable to answer a question, review this lesson and then try

the question again.

1. You want to verify that all sessions on your server are being initiated by users
with accounts in your domain. How can you make sure that this is the case?

2. You need to shut down the server for maintenance, and you want to make sure
that all users have closed all open files on the server before shutting it down.
How can you verify that it is safe to shut down the server?

For more information on

See

Using Server Manager to manage
a computer

For online information about

Chapter 15, “Server Manager,” in the Microsoft
Windows NT Server System Guide.

Chapter 10, “Managing a Running Server,” in the
Microsoft Windows NT Server Network Operations
Quick Reference. :

From the Help menu, choose Contents and then

Sending messages to users
Managing user sessions
Managing shared resources
Managing open resources

Managing alerts

Server Manager Help, Send a Message to Connected
Users, Sending a Message to Connected Users

Server Manager Help, Manage Server Properties,
Viewing User Sessions

Server Manager Help, Manage Server Properties,
Viewing Shared Resources

Server Manager Help, Manage Server Properties,
Viewing Resources in Use

Server Manager Help, Manage Server Properties,
Managing Administrative Alerts
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Lesson 2: Domain Management

This lesson explains the importance of domain synchronization and demonstrates
how to use the features of Windows NT Server to configure and optimize the
synchronization of the user account database within a domain.

After this lesson you will be able to:
= Add a computer to the domain.

= Install a backup domain controller.

= Configure the Net Logon Service.

= Synchronize domain controllers.

= Configure the account database synchronization speed.

= Promote a backup domain controller to be a primary domain controller.

Estimated Completion Time: 90 minutes

Adding and Removing Computers in a Domain

If you want a Windows NT Workstation or Server to participate in domain security,
that computer must join the domain. If it is no longer necessary for a computer to
participate in domain security, that computer can be removed from the domain.

VYiew Options Help

Windows NT Backup
Windows NT 3.50 Waorkstation
wiindiows MT 350 Primary
Windows NT 3.50 Senver

Add Computer To Domain

Computer Type
@ Windows NT Workstation or Server;

O Windows NT Backup Domain Controller

Computer Hame:

Only Windows NT computers that participate in domain
security should be added to the domain.

B

Figure 44: Adding a computer to a domain
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To perform this task, you must be an administrator or have the Add Workstation to
Domain user right.

» To add a computer account to the primary domain controller

In this procedure, you create a computer account for a backup domain controller in
DOMAIN-A. To do this, you need the computer name of the BDC for
DOMAIN-A. Refer to your Configuration Table for this information. In a later
procedure, you will install the backup domain controller using the membership
established in this procedure. ~

= This is the first PDC installed in
DOMAIN-A in Chapter 1. The PDC
| will also act as a file, print, and
application server.

DOMAIN-A

This second computer is

set up as a DOMAIN-A BDC.
The BDC is also configured
as a file, print, and application
server.

Figure 45: Creating a backup domain controller (BDC-A)

Important Complete this procedure logged on as Administrator at the primary
domain controller of DOMAIN-A,

1. Start Server Manager.
2. From the Computer menu, choose Add to Domain.
The Add Computer to Domain dialog box appears.
3. Under Computer Type, select Windows NT Backup Domain Controller.
4. In the Computer Name box, type bdc-a, and then choose Add.
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5. Choose Close.
Your Server Manager is updated with the name of the server.
6. What is the Type of the new computer account?

To install a backup domain controller

In this procedure, you install a backup domain controller into DOMAIN-A. The
installation of a BDC is very similar to that of a PDC.

Important Complete this procedure from the computer designated as a backup
domain controller only. Do not use PDC-A. This computer should have a minimum
of 210 MB free disk space. You need 90 MB to install the BDC. In later
procedures, you install additional operating systems that require the additional
space.

1. Install the backup domain controller. Refer to the Configuration Table when you
are asked for system file location, computer name of the BDC in DOMAIN-A,
network adapter card, network protocol(s), and domain name.

Note For detailed steps on installing Windows NT Server, see Chapter 1,
“Installing Windows NT Server,” in the Microsoft Windows NT Server
Installation Guide.

2. Log on to BDC-A as Administrator.

The Net Logon Service

Within a domain, the user account database is periodically copied from the PDC to
each BDC. This allows all domain controllers to validate domain user logons.

The communication that occurs between domain controllers for user accounts
database synchronization is managed by the Net Logon service. The Net Logon
service is started by default after a Microsoft Windows NT Server installation. You
can start or stop the Net Logon service using Server Manager or the Control Panel
Services option.
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The Net Logon service provides three major functions:

« Logon validation—When a user logs on to a Windows NT Server domain, the
Net Logon service validates that the user has supplied a correct user name and
password for the domain.

= Pass-through authentication—This occurs when a user account must be
validated, but the account cannot be validated by the local computer or domain.
In this case, the user name and password are forwarded to a Windows NT
Server domain controller that can validate the user, and the user’s information is
returned to the requesting computer.

Important Each Windows NT computer participating in the domain must be
running the Net Logon and Workstation services. Without these services, users
cannot be validated and access shared resources.

« Synchronization of backup domain controllers with primary domain
controllers—Keeps the domain’s user accounts and security database
synchronized between the primary domain controller and the backup domain
controller(s).

Synchronizing Domain Controllers

User account database synchronization (replication) occurs when a PDC copies, or
replicates, its user account database to the BDC(s) within the domain. A full
synchronization occurs when the PDC sends its entire user account database to a
BDC; a partial synchronization occurs when the PDC sends only the changes in its
user account database.

Accounts Accounts
Database Database

PDC

Figure 46: Account database synchronization between PDC and BDC
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Synchronizing solves problems with password mismatches or outdated access
tokens. You can synchronize in one of two ways using Server Manager:

= If you select any of the BDCs, you can synchronize the selected BDC’s account
database with the PDC.

= If you select the PDC, you will synchronize the domain’s user account database
from the PDC to all BDCs in the domain.

Synchronizing with the primary domain controller might be necessary when you are
making changes to the user account database and are trying to test your '
implementation immediately. Any BDC can validate logons and supply account
information, but if the changes you have made to the account database on the PDC
have not been copied to the validating BDC by the time you run your test, your test
will fail.

Synchronizing BDCs also solves problems related to password mismatches and
access tokens that are created without the necessary group memberships. It can also
help troubleshoot problems involving accessing a resource or performing a network
task. Synchronizing the domain, logging out, and then logging back on again will
build a new access token that contains updated information.

In the following procedure, you observe what might happen when a domain is not
synchronized. You then synchronize the domain controllers in your domain.

To prepare to test synchronization

In this step, you prepare to test synchronization by logging off the backup domain
controller. This facilitates the logon process in a later procedure to be as quick as
possible.

Important Complete this procedure from the backup domain controller of
Domain-A.

¢ Log off the backup domain controller.

To create a new domain user account

Next, you copy an existing user account to create a new user account in the
domain’s account database. This account is then used to test synchronization in the
following procedure.
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Create User Account L 3 Create Global Groups |

UserA-1

GlobalA-X

UserA-2 GlobalA-Y
UserA-3 &
AdmainA .. | S

UserA-4
e ‘ Create Shares
DOMAIN-A

R

Share-A .
sers
User Rights o
LocalA-Red L ocall
LocalA-Green 0g on locally

Everyone

Figure 47: Create UserA-4

Important Complete this procedure logged on as Administrator from the primary
domain controller of DOMAIN-A.

1. Using User Manager for Domains, create a new user named UserA-4 by
copying UserA-1. Do not require this user to change password at next logon.

2. Proceed immediately to the next procedure.

» To verify that the domain is out of sync

Here you attempt to log on as UserA-4, to determine whether domain account
database synchronization has occurred.

Important Complete this procedure from the backup domain controller of
Domain-A.

1. Attempt to log on as UserA-4.
2. Were you able to log on? Why or why not?
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» To synchronize the domain

Next, you force synchronization of the domain’s account database between the
PDC and the BDC.

Important Complete this procedure logged on as Administrator from the primary
domain controller of Domain-A.

1. From Server Manager, select your Primary Domain Controller.
2. From the Computer menu, choose Synchronize Entire Domain.

The Server Manager message box appears, indicating that the synchronization
might take a few minutes.

3. Choose Yes.

A Server Manager message box appears, informing you that the PDC asked the
BDC:s to synchronize and that you should check the Event Log on the BDC to
verify that it was successful.

4. Choose OK.
5. Wait one minute, and then proceed.

» To verify that the domain is synchronized

Finally, you verify that synchronization has occurred by logging on as UserA-4,
which you were unsuccessful in doing earlier. If you are successful now, the user
account has been replicated to the backup domain controller, and the domain
controllers are synchronized.

Important Complete this procedure from the backup domain controller of
Domain-A.

1. Attempt to log on as UserA-4.
2. Were you able to log on? Why or why not?

3. Log off as UserA-4, and then log on as Administrator.
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» To verify synchronization using the Event Log

For additional verification, you view the Event Log to see the events recorded as a
result of domain synchronization.

Important Complete this procedure logged on as Administrator at both domain
controllers of Domain-A.

1. Start Event Viewer.

2. Verify that the System Log appears. If it does not, from the Log menu choose
System.

The System Event Log appears.
3. From the View menu, choose Filter Events.
The Filter dialog box appears.
4. In the Source box, select NetLogon and then choose OK.
The System Log appears, displaying only NetLogon events.
5. From the View menu, choose Detail.

6. Read the event details, choosing Next, until you find confirmation of
synchronization.

7. Close Event Viewer.

Domain Synchronization Over a Slow WAN Link

Windows NT Server has a new parameter that can be used to increase performance
of replication across slow links. It is called the ReplicationGovernor.

A BDC uses the ReplicationGovernor Registry value to increase the performance of
domain synchronization over a slow WAN link.

Important The ReplicationGovernor parameter is supported on only Windows NT
Server 3.5.

The ReplicationGovernor defines both the size of the data transferred on each call
to the PDC and the frequency of those calls. Adjusting the ReplicationGovernor
parameter works in two ways. First, it reduces the size of the buffer used on each
call from the BDC to the PDC, ensuring that a single call does not occupy the
WAN link for too long a time. Second, it causes NetLogon essentially to “sleep”
between calls, allowing other applications to access the WAN link between calls to
the PDC.
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The ReplicationGovernor parameter can be added to the Registry of a BDC under
the following key:

\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon
\Parameters

To add this parameter, assign a type of REG_DWORD and a value from zero to
100 (the default is 100). This value defines a percentage for both the amount of the
data transferred on each call to the PDC and the frequency of those calls. For
instance, setting the ReplicationGovernor value to 50 percent will use a 64 KB
buffer rather than the default 128 KB buffer. In addition, the BDC will have an
outstanding synchronization call on the net for only a maximum of 50 percent of the
time.

Caution Care must be taken in setting this value: if the ReplicationGovernor is set
too low, synchronization might never complete. A value of zero will cause
NetLogon never to synchronize, and the user account database can become
completely out of sync.

Important This parameter must be set individually on each BDC and should only
be used when the PDC is a computer running Windows NT Server 3.5.

User Account Database Replication

If the domain controllers are all running Windows NT Server, a full
synchronization of the user account database is not necessary when the account
database of the domain changes. The reason for this is that the PDC keeps track of
the synchronization level of each BDC, which allows the PDC to control the rate of
partial synchronizations. The PDC sends a message announcing the change in the
user account database only to the domain’s BDCs that need the changes, instead of
to all BDCs. :

These messages are sent to a subset of your domain’s domain controllers in each
pulse (the subset is defined by the PulseConcurrency parameter), which prevents all
the BDCs from responding simultaneously. This helps to reduce network traffic and
also ensures that the PDC is not overloaded by having all the BDCs making
synchronization requests simultaneously. ‘
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The following table describes the values that can be added to the
\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\Netlogon\Parameters Registry key to control synchronization.

Value name

Description

Pulse

PulseConcurrency

PulseMaximum

PulseTimeout1

The Pulse defines the pulse frequency, in seconds. All changes made
to the user account database since the last pulse are collected
together. Then, after the Pulse time has expired, a pulse is sent to
each BDC needing the changes; however, no pulse is sent to a BDC
that is up-to-date. Default value: 300 (5 minutes); Value range: 60
(1 minute)-3600 (1 hour)

The PulseConcurrency defines the maximum number of
simultaneous pulses the PDC will send to BDCs in the domain.

The NetLogon service sends pulses to individual BDCs, which
causes the BDCs to respond by requesting any database changes. To
control the maximum load these responses place on the PDC, the
PDC will have only the number of pulses specified under
PulseConcurrency “pending” at one time. Increasing
PulseConcurrency will increase the load on the PDC. Decreasing
PulseConcurrency will increase the time it takes for a domain with a
large number of BDCs to send a change to all of the BDCs. Default
value: 20; value range: 1-500 .

This defines the maximum pulse frequency in seconds. Every BDC
will be sent at least one pulse at this frequency, regardless of
whether its user account database is up-to-date. Default value: 7200
(2 hours); value range: 60 (1 minute)-86400 (1 day)

, PulseTimeoutl defines how long, in seconds, the PDC will wait for

a non-responsive BDC. When a BDC is sent a pulse, it must
respond within this time period. If the BDC does not respond, it is
considered to be non-responsive. A non-responsive BDC is not
counted against the PulseConcurrency limit, thereby allowing the
PDC to send a pulse to another BDC in the domain.

If this number is too large, a domain with a large number of non-
responsive BDCs will take a long time to complete a partial
synchronization. If this number is too small, a slow BDC might be
falsely accused of being non-responsive. When the BDC finally does
respond it will receive a partial synchronization from the PDC,
which can increase the load on the PDC. Default value: 5 (5
seconds); value range: 1 (1 second)-120 (2 minutes)
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(continued)

Value name

Description

PulseTimeout2

" Randomize

PulseTimeout2 defines how long, in seconds, a PDC will wait for a
BDC to complete partial synchronization. Even though a BDC
initially responds to a pulse (as described for PulseTimeoutl), it
must continue making synchronization progress, or the BDC will be
considered non-responsive. Each time the BDC calis the PDC, the
BDC is given another PulseTimeout2 seconds to be considered
responsive.

If this number is too large, a slow BDC (or one that has its
ReplicationGovernor rate artificially governed) will consume one of
the PulseConcurrency slots. If this number is too small, the load on
the PDC could be unduly increased because of the large number of
BDC:s doing a partial sync. Default value: 300 (5 minutes); value
range: 60 (1 minute)-3600 (1 hour)

Randomize specifies the BDC backoff period, in seconds. When the
BDC receives a pulse, it will back off between zero and the
Randomize seconds before calling the PDC. Randomize should
always be smaller than the PulseTimeoutl.

Consider that the time to synchronize a change to all the BDCs in a
domain will be greater than:
((Randomize/2)*NumberOfBdcsInDomain)/ PulseConcurrency
Default value: 1 (1 second); value range: 0—120 (2 minutes)

Important The PulseTimeout2 parameter affects only cases in which a BDC cannot
retrieve all the changes to the user account database in a single RPC call. This
happens only if a large number of changes are made to the database before a

synchronization.

Controlling the Rate of Automatic Synchronization

To change the speed of the synchronization process, you edit the Registry and
change the value of the Pulse parameter on the primary domain controller. You then
use Server Manager remotely to stop and restart the NetLogon service of the PDC
for the change to take effect.
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» To edit the pulse parameter in the Registry

In this procedure, you add the pulse parameter to the PDC to notify the BDC every
minute there are account database changes.

Important Complete this procedure logged on as Administrator at the primary
domain controller of Domain-A.

1. Start the Registry Editor (run REGEDT?32.EXE).
2. Maximize the HKEY_LOCAL_MACHINE window.
3. Open the SYSTEM\CurrentControlSet\Services\Netlogon\Parameters folder.

You will now add the Pulse parameter, overriding the default value of 300
seconds.

4. From the Edit Menu, choose Add Value. -
The Add Value dialog box appears.

5. In the Value Name box, type pulse

6. In the Data Type box, select REG_DWORD, and then choose OK.
The DWORD Editor dialog box appears.

7. In the Radix box, select Decimal.

8. In the Data box, type 60 and then choose OK.

The screen refreshes and the Pulse value appears in the Parameters folder using
hexadecimal notation (0x3c).

9. Exit the Registry Editor.

» To administer remotely the NetLogon service of the PDC from the BDC

After the Registry has been updated, the appropriate service generally must be
restarted for the change to take effect. In this case, the NetLogon services must be
restarted. Now that you have a backup domain controller, the BDC can be used to
control services of the PDC.

Important Complete this procedure logged on as Administrator at the backup
domain controller of Domain-A.

1. Start Server Manager, and then select PDC-A.
2. From the Computer menu, choose Services.
The Services on PDC-A dialog box appears.
3. Under Service, select NetLogon, and then choose Stop.

A Server Manager message box appears, asking whether you are sure you want
to stop the Net Logon service.
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6.
7.

Choose Yes.
The Service Control box appears while the NetLogon service is being stopped.

When the NetLogon service has been stopped, you are returned to the Services
on PDC-A dialog box.

With the NetLogon service selected, choose Start.
The Service Control box appears while the NetLogon service is being started.

When the NetLogon service has been started, you are returned to the Services on
PDC-A dialog box.

Choose Close to return to Server Manager.

Exit Server Manager.

To test the pulse parameter

In this procedure, you delete UserA-4 from the domain account database, and then
wait to see how long it takes to update the BDC.

Important Complete this procedure logged on as Administrator at the backup
domain controller of Domain-A. ’

1. Start User Manager for Domains, and then select UserA-4.

From the User menu, choose Delete.

A User Manager for Domains message box appears, indicating that user
accounts are associated with unique identifiers, and warning of the .
consequences of deleting the account.

Choose OK

A User Manager for Domains message box appears, prompting for confirmation
of the Delete request.

Choose Yes.

UserA-4 has been removed from the user list for the domain.
Exit User Manager for Domains.

Start Event Viewer.

There should be a recent event added with a Source of NetLogon, indicating the
synchronization. If not, wait one minute and then refresh the list.

7. From the View menu, choose Detail.

‘What database was synchronized, and with how many updates?

Close the Event Details dialog box, and then exit Event Viewer.
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Promoting a Backup Domain Controller to a Primary
Domain Controller

There is only one primary domain controller (PDC) in a domain. It maintains the
master copy of the domain’s account and security database, which is automatically
replicated to the backup domain controllers (BDCs) in the domain. The need can
arise to promote a BDC to a PDC—for example, when the PDC must be shut down
for routine maintenance. If the PDC is taken off the network without having had a
BDC promoted to take its place, no user account or security policy changes can be
implemented, although users can continue to log on to the domain and be validated.

BDC

Figure 48: Promoting BDC to PDC

If the PDC is online, it is possible for it to swap roles with a BDC. Promoting a
BDC to a PDC will demote the existing PDC to a BDC.

If the PDC is offline, a BDC can still be promoted to PDC, but any recent changes
could be lost. When the original PDC is brought back online, one of the two PDCs
will have to be demoted to a BDC.

You use Server Manager to promote the backup domain controller to the role of
primary domain controller.
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» To verify server information

In this procedure, you verify that the BDC and PDC are using the same set of
domain members from Server Manager.

Important Complete this procedure logged on as Administrator on both computers.

1. Use Server Manager to complete the following information about the servers in
your domain. The icon column refers to the type of icon, such as cube, cube with
monitor, or workstation.

Icon Computer Type

2. Does this information match the information on the other domain controller in

your domain? Why or why not?
» To promote a BDC to a PDC

In this procedure, you promote BDC-A to the role of primary domain controller for
DOMAIN-A.

Important Complete this procedure from the primary domain controller (PDC-A) of
Domain-A. ‘

1. From Server Manager, select BDC-A.

From the Computer menu, choose Promote to Primary Domain Controller.
A Server Manager message box appears.

. What warning message appears?

"How does this affect your network if you are remotely running Server Manager

over a RAS connection?

Choose Yes to make the change.
The Server Manager status box appears.

‘What actions are occurring during the promotion? Watch the messages in the
status dialog box and record them below.
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» To refresh a Server Manager window

Important Complete this procedure from the new primary domain controller
(BDC-A) of Domain-A.

1. Préss F5 to refresh the Server Manager window.
2. After the refresh, proceed to the next procedure.

‘» To verify server information

In this procedure, you verify that the BDC and the PDC are using the same set of
domain members from Server Manager.

Important Complete this procedure logged on as Administrator on both computers
of Domain-A.

1. Use Server Manager to complete the following information about the servers in
your domain.

Icon Computer Type

2. Does this information match the information on the other controller in your
domain? Why or why not?

3. How does this information compare to the information in the first procedure?

» To reverse the roles back to original

In this procedure, you return BDC-A to the role of backup domain controller for .
DOMAIN-A by promoting PDC-A back to primary domain controller. This is done
to have consistency in the remaining procedures.

Important Complete this procedure logged on as Admmlstrator from the primary
domain controller (BDC-A) of Domain-A.

1. From Server Manager, select PDC-A. ‘
2. From the Computer menu, choose Promote to Primary Domam Controller.

A Server Manager message box appears, prompting for verification to complete
the promotion and demotion.
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3. Choose Yes.

4. Verify that the roles have changed by viewing the computer type in Server
Manager.

To refresh a Server Manager window

Important Complete this procedure logged on as Administrator from the new
primary domain controller (PDC-A) of Domain-A.

5. Press Fs to refresh the Server Manager window.

Lesson Summary

Managing a domain requires you to make sure that'all domain controllers are using
precisely the same copy of the domain’s user accounts database. This includes any
computers added to or removed from the domain, as well as user account or security
policy changes. Server Manager provides the capabilities to maintain the domain to
ensure proper operation of all of the domain’s controllers.

Review Questions

The following questions are intended to reinforce the key information presented in
this lesson. If you are unable to answer a question, review this lesson and then try
the question again.

1. You have installed a domain with a single domain controller. After conferring
with other network administrators, you realize that this is not the best policy and
decide to add two backup domain controllers to the domain. How can this be
accomplished now that the domain has already been created?

2. You have a domain that has a remote site connected over a slow link. What can
you do to make sure that when domain synchronizations occur, the
synchronization process does not use the entire bandwidth of the WAN link?

For more information on See

Adding computers to domains Chapter 15, “Server Manager,” in the Microsoft
Windows NT Server System Guide.

Synchronizing domain controllers  Chapter 15, “Server Manager,” in the Microsoft
: Windows NT Server System Guide.

Promoting domain controllers Chapter 15, “Server Manager,” in the Microsoft
Windows NT Server System Guide.
Using Event Viewer Chapter 17, “Event Viewer,” in the Microsoft

Windows NT Server System Guide.
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For online information about

From the Help menu, choose Contents and then

Addihg computers to a domain

Synchronizing domain controllers

Promoting domain controllers

Using Event Viewer

Server Manager Help, Manage a Domain, Adding a
Computer to the Domain '

Server Manager Help, Computer Menu Commands,
Add to Domain

Server Manager Help, Manage a Domain,
Synchronizing a Backup Domain Controller with the
Primary Domain Controller, or Synchronizing all
Servers of the Domain

Server Manager Help, Computer Menu Commands,
Synchronize with Primary Domain Controller, or
Synchronize Entire Domain

Server Manager Help, Manage a Domain, Promoting
a Backup Domain Controller to Primary Domain
Controller, or Demoting a Primary Domain Controller
to Backup Domain Controller

Server Manager Help, Computer Menu Commands,
Promote to Primary Domain Controller, or Demote to
Backup Domain Controller

Event Viewer Help, View Event Logs

: Event Viewer Help, View Menu Commands, Filter

Events

Event Viewer help, View Menu Commands, Detail
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Lesson 3: Replication

When managing a domain, not only is it necessary to ensure that all domain
controllers are using the same copy of the domain’s user accounts database, but it is
also important to make sure that any domain controller can provide the user with
any configured logon scripts or server profiles. If the user accounts database has
been synchronized throughout the domain, yet the logon scripts and/or server-based
user profiles have not been copied to all domain controllers, users can be validated
properly, but their desktop environment might not be as expected.

Server Manager can be used to manage the process of replicating information
between computers on the network.

After this lesson you will be able to:
= Describe common uses for replication.

= Describe the components used in replication.

= Set up replication on an export server and import computer.
« Configure the export server.

. "Conﬁgure the import computer.

= Adjust the timing of directory export notices.

= Manage various aspects of replication on an export server and import computer.

Estimated Completion Time: 60 minutes

Introduction to Replication

Directory replication is a Microsoft Windows NT Server feature that allows you to
set up and automatically maintain identical directory trees on multiple servers and
workstations. Updates made to the files or directories on one server are periodically
copied, or replicated, to other servers and workstations.
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Figure 49: Examples of data replicated from PDC to BDCs

Replication is useful in a variety of situations. For example, if many users must
periodically access a file, the computer storing the file could become overburdened.
Replication can make the same file available at multiple servers for user access.

Replication is best used for read-only information. This is because any open file
will not be replicated. Also, directories that receive copies of the files (import
directories) are overwritten each time replication occurs. Any changes that users
make to files in import directories will be lost during the next replication. For this
reason, replication is recommended for files such as the following:

= Logon scripts—When there is more than one Windows NT Server controller in
a domain, logon scripts should be replicated to all domain controllers. This
allows each domain controller that participates in authenticating logons to have
a copy of all user logon scripts. By using replication, only one copy of each
script needs to be maintained.

» Mandatory user profiles—Mandatory user profiles can be replicated to all
domain controllers. This allows a mandatory profile to be made available for a
user no matter where that user logs on (a computer running Windows NT
Workstation or Windows NT Server). By using replication, only one copy of the
profile needs to be maintained.

« Distribution of read-only files—If many users need to access a file such as a
* phone list, replicate the file to several computers. Different groups of users
should access the file from different computers to balance the load.
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Replication Components

There are three main components used in replication. The export server, import
computer, and export and import directories.

Import Computer .
\winnt_root\SYSTEM32\REPLAIMPORT |

Export Server ' ;5
\winnt_root\SY STEM32\REPL\EXPORT

Import Computer
\winnt_root\SYSTEM32\REPL\IMPORT |

Figure 50: Replication components

The Export Server

The computer that provides the files and directories to be replicated is called the
export server. Files and directories can be replicated from the export server to
specified computers or domains. Only computers running Windows NT Server can
be export servers. They do not, however, have to be domain controllers.

The Import Computer

Computers that receive replicated files and directories (sometimes called updates)
from the export server are called import computers. Updates can be received from
specified computers or domains. The following can be import computers:

Microsoft Windows NT Server domain controllers and servers
Microsoft Windows NT Workstations

Microsoft Windows NT 3.1 Advanced Server computers
Microsoft Windows NT 3.1 computers

Mlcrosoft LAN Manager OS/2 Servers and OS/2 peer servers
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Export and Import Directories

The export server keeps the directories to be rephcated in an export directory. By
default, this is the \<winnz_roor>\SYSTEM32\REPLAEXPORT directory. This
directory is shared as REPL$ when you start the Directory Replicator service for
exporting. You create subdirectories under this directory for each group of files you
want replicated.

Each import server has an import directory that corresponds to the export server’s
export directory. By default, the import directory is
\<winnt_root>\SYSTEM32\REPLAIMPORT. The Directory Replicator service
automatically creates the subdirectories under this directory.

To provide for replication of logon scripts, a computer running Windows NT 3.5
Server exports logon scripts from the
\<winnt_root>\SYSTEM32\REPLAEXPORT\SCRIPTS directory. Logon scripts
are imported to the \<winnt_root>\SYSTEM32\REPLAIMPORT\SCRIPTS
directory on import computers. By replicating the logon scripts, all domain
controllers will be able not only to validate a user’s logon request but also to supply
the logon script to the user. The user’s connected network resources will be present
whenever the user logs on to the domain.

Preparing the Export Server

To set up replication on an export server, you must first create a user account for
the Directory Replicator service to use. This account should be an account that a
normal user would not use for logging on to the domain. The account should be set
so that the password never expires, log on is possible during all hours, and the
account has membership in both the Replicator and Backup Operators groups.

Backup
Operators

Directories

to Export ||+ Export Server

Figure 51: Export server preparations
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When configuring the Directory Replicator service to start automatically, designate
this account for the service to log on as, and specify the password.

The following steps are necessary for setting up replication on an export server:

» Using the default export directory structure, create directories to export.

= Configure the Directory Replicator service (including creating the user account
for directory replication).

= Start replication.

To prepare the export server

In this procedure, you prepare the PDC to be an export server to replicate logon
scripts and server-based user profiles to the BDC.

Important Complete this procedure logged on as Administrator on the PDC of
Domain-A.

1. Use User Manager for Domains to create a domain user account with the
following properties:

= Account name of replicate

= Password is password

« The User Must Change Password At Next Logon check box is cleared.
= The Password Never Expires check box is selected.

= All logon hours are allowed.

» The account is a member of the domain’s Backup Operators and Replicator
groups.

2. Use File Manager to move the files from
\<winnt_root>\SYSTEM32\REPLAIMPORT\SCRIPTS to
\<winnt_root>\SYSTEM32\REPL\EXPORT\SCRIPTS.

This places the logon script and the server-based user profile in the proper
location for replicating. The Directory Replicator service will replicate the files
into the proper location for logon script and profile use.
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» To control the timing of directory export notices

In this procedure, you set how often an export server checks the replicated
directories for changes. The default is to check every five minutes for files that need
to be replicated. You will shorten this interval to one minute (to speed the directory
replication process for this procedure). In a normal environment, the default of five
minutes is standard.

Important Complete this procedure logged on as Administrator from the primary
domain controller of Domain-A.

¢ Use REGEDT32.EXE to add the following values to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\

Replicator\Parameters:

Value Name Data Type Data
Interval REG_DWORD 1 (decimal)
GuardTime REG_DWORD 0 (decimal)

» To configure the Directory Replicator service

In this procedure, you configure the Directory Replicator service to start
automatically when the Microsoft Windows NT Server computer starts and to use
the Directory Replicator service account you just created.

Important If the export directory is on an NTES partition, the Replicator group on
the export server should be granted Full Control to the export directory tree.

Complete this procedure logged on as Administrator from the primary domain
controller of Domain-A.

1. Using Server Manager, select PDC-A.

2. From the Computer menu, choose Services.
The Services on PDC-A dialog box appears.

3. Under Service, select Directory Replicator and then choose Startup.
The Directory Replicator service dialog box appears.

4. Under Startup Type, select Automatic.

5. Under Log On As, select This Account.

6. In the This Account box, type replicate



Chapter 4 Configuring the Server Environment 145

9.

In the Password and Confirm Password boxes, type password, and then choose
OK.

A Server Manager message box appears, indicating that the account re<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>