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Introduction

When we first tackled this assignment, our goal was to fill the gap between Running
Microsoft Windows 2000 Professional (our book for novice and intermediate end users
of Windows 2000 Professional) and the Microsoft Windows 2000 Professional Resource
Kit (a book for IT administrators). We were a little skeptical at first about whether
this “reader space” would allow us enough material to fill a book.

What we envisioned as amhoweveL turned out to be afgaging oorge.|

The more we used Microsoft Windows 2000—in everyday computing as well as
research for this book—the more complexity we discovered.

In retrospect, we shouldn’t have been so surprised. The paradox of software
progress—for Microsoft software, at any rate!—is that simplicity and convenience
for end users are achieved only through feature elaboration and internal complex-
ity. As Microsoft’s operating systems become easier for novices, they also become
more replete with features to interest and challenge expert users. And for whatever
reasons (fill in the blank here with your own guess or theory), the mysteries of
Windows—those little things that confound and astound—will apparently always
be with us, no matter how friendly and solid the operating system becomes.

In the end, we had to be quite selective about the information we included, and we
pared our outline down to those topics we thought would be of most interest to you,
the expert user. In doing so, we assumed that you already knew a lot about Windows,
although not necessarily about the NT platform. Because this is a book about Win-
dows 2000 Professional, not one of the server editions of Windows 2000, we also
assumed that you were interested as much in end-user issues as in administrative
matters—although you might well be in charge of a small business network, includ-
ing one or more machines running Windows 2000 Server. We imagined that you
might be the Windows guru for a department or a company. Above all, we pictured
you as a person of intelligence and curiosity, eager to learn as much as possible about
the operating system with which you live and work.

We arrived at a book in ten parts.‘ Part 1 %addresses setup issues.
view of the management tools included with Windows 2000 Professional
@deal with the management of software and hardware, respectively.
system administration—setting up groups and users, establishing policy, and so on.
[Part 6lis a guide to the higher levels of network plumbing under Windows 2000. Part
[ 7ddresses the Intérnet,iscusses security matters,details ways to auto-
mate tasks in Windows 2000, and [Part 10jtakes up maintenance and optimization.

is an over-

The numbering of parts and chapters implies a linear organization, but we intended
this to be a random-access book. If you're just setting up Windows 2000 or have only
recently done so, you might want to begin with the setup chapters in Part 1. Beyond

XV



Xvi

that, however, we hope you’ll let your own needs and curiosity (with the help of our
index and table of contents) be your guide.

On the CD-ROM that accompanies the book, you'll find programs (or links to pro-
grams) from Microsoft and third parties that we regard as valuable additions to your
Windows 2000 toolkit. The CD also offers supplemental information of interest,
including all the articles from Microsoft’s Knowledge Base that are mentioned in
this book.

This book is finished—at least for now! But we continue to discover new things about
Windows 2000. If you have discoveries of your own to share or questions to ask, we
invite you to contact us at craigstinson@free-market.net and carl@swdocs.com.
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Chapter 1

Installing Microsoft
Windows 2000

In This Chapter
Preparing for Installation .......... ... . i 4
Installing on a Single Computer ........... i 12
Automating the Installation Process ... i e 14
Installing Other Programs as Partof Setup ............ ... int, 26

The basic setup process for Microsoft Windows 2000 Professional has been consid-

erably streamlined from the process used for earlier versions of Windows and Win-
dows NT. With just a little bit of luck, you can successfully employ the typical
“expert” approach: without reading a thing, tear off the shrink wrap, insert the CD
into the drive, and click OK a few times. In fact, dyed-in-the-wool experts will be
disappointed to see that the program provides no choice for Typical or Custom setup.
(No real expert ever settles for Typical.)

Although setting up Windows 2000 Professional on a single computer has been
reduced to an easy and (usually) trouble-free experience, the setup process offers a
number of options that aren’t readily apparent. These include options to automate
installation. Microsoft has produced reams of information about “deploying” Win-
dows 2000 throughout large enterprises, including all the necessary preparation and
procedures. In this chapter, we distill that voluminous information to the essentials
you need to know to automate installation in a small office. Along with a list of items
to check before you begin installation, the automated installation options are the
subject of this chapter.



Preparing for Installation

Before you install Windows 2000, you’ll want to be sure that you have all the req-
uisite information and that your computer is properly configured. You should

Confirm that your computer meets the hardware requirements
Check hardware and software compatibility
Back up your files and configuration information

Prepare the computer by uncompressing drives and disabling incompatible
services

Create a computer account on the domain controller

Choose between upgrade and clean installation

Checking Hardware Requirements

Windows 2000 Professional requires processor speed, memory, and disk space in
amounts that were unheard of only a few years ago. Your computer needs to meet
the following minimum hardware requirements:

A Pentium or higher processor (or equivalent), 133 megahertz (MHz) or faster.
(The Setup program doesn’t actually enforce the processor speed requirement,
but you aren’t likely to be satisfied running Windows 2000 on a slower system.)
Windows 2000 Professional supports up to two processors on a single computer.

32 megabytes (MB) of random access memory (RAM). You probably won’t be
happy with less than 64 MB of RAM; more is better. Windows 2000 supports
up to 4 gigabytes (GB).

A hard disk with at least 650 MB of free space. (If you're installing from a shared
network folder, you'll need approximately 300 MB of additional free space for
temporary files.)

A VGA or higher-resolution monitor.
A keyboard.

A Microsoft Mouse or compatible pointing device.

To install from the Windows 2000 Professional CD, you'll also need

A CD-ROM or DVD drive

A high-density 3.5-inch floppy disk drive (unless your computer’s BIOS allows
it to start from a bootable CD)

4 Part 1: Setting Up and Starting Up



To install from a shared network folder, you'll also need

¢ A network adapter card compatible with Windows 2000

® Access to the network share that contains the setup files

Checking for Hardware and Software Compatibility

Windows 2000 Setup checks your hardware and software for compatibility and
reports any problems. Before you begin, however, you might want to do your own
review, particularly if you’re planning to upgrade computers running Windows 9x.
(If your computer is already running Windows NT, its hardware and most of its
software are almost certainly compatible with Windows 2000.)

Checking Hardware Compatibility

Windows 2000 provides support for a wide variety of hardware—a much wider
variety than its predecessor, Windows NT. Nonetheless, checking the Hardware
Compatibility List (HCL) to see whether all your devices are supported is a good
idea. You can find a text version in the \Support folder of the Windows 2000 Pro-
fessional CD; an updated version is available at www.microsoft.com/hcl. In addition
to its frequent updates, the Web version has other advantages: it’s searchable, and
when you find the item you’re interested in, you can click its logo for more detailed
support information and, in some cases, updated drivers.

An item’s appearance on the HCL is no guarantee that it'll work properly in your
configuration, and its absence doesn’t mean that it absolutely won’t work. But being,
on the HCL is a good indicator, and the list can help you identify problem devices.

i Troubleshootmg : oo :
- If you encounter problems durmg setup = specrally dunng hardware detection—try
‘removing any devices that are not on the HCL. (One other possible solution to hard-
ware-detection problems use the BIOS set“up program to change the BIOS setting to
“non-Plug and Play operating system. " Although Windows 2000 is, in fact, a Plug and
~ Play operatlng system, the implementation of this option on some computers assigns -
resourcesina way that precludes their use and control by Windows 2000.)

: You can also avoid some problems by updatmg your computer’s BIOS to the latest -
~ version. To find out whether an update is available, check with the manufacturer of -
 your computer, its motherboard, or its BIOS. Identifying the BIOS and tracking down
the appropriate source for updates can sometimes be daunting; you’ll find good
-advice at www. sysopt. com/bios html and www. pmg be/blos (mformatlon-rlch srtes that ;
 are not affiliated with any manufacturer). e o ‘
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Checking Software Compatibility

For security and stability reasons, not all software that runs in earlier versions of
Windows runs in Windows 2000. In particular, the following types of programs are
more than likely incompatible:

¢ Disk utilities (such as defragmenters) and antivirus programs written for Win-
dows 9x or Windows NT.

* Programs that use virtual device drivers (VxDs) and .386 drivers (Windows 9x
only). To see whether your system is loading any such drivers, check the
[386Enh] section of the System.ini file.

o Third-party Control Panel applications and custom property pages.

¢ Custom power-management solutions written for Windows NT, which didn’t
offer much in the way of power management.

¢ Custom Plug and Play solutions written for Windows NT, which is not a Plug
and Play operating system.

You should remove any such programs before you upgrade to Windows 2000.

In addition, some programs install differently on Windows 9x than on Windows
2000—that is, they use different program files or use different registry locations for
storing data when installed under Windows 9x. Many publishers of programs for
Windows 9x have created a migration dynamic-link library (DLL) for each of their
programs that require one. A migration DLL can replace or upgrade files for earlier
versions of Windows with Windows 2000—compatible versions, move application
and user settings to the appropriate place in the Windows 2000 registry, and map
other registry keys to the appropriate locations. The migration DLLs typically are
called Migrate.dll, but they’re more commonly known as upgrade packs. The Setup
program asks whether you have any upgrade packs, so you should obtain any that
you need before you begin installation. (Upgrade packs for some programs are on
the Windows 2000 Professional CD—in the \1386 \Win9xmig folder—but you can
obtain others from the publishers’ Web sites.) To find out which ones you need, use
Setup’s compatibility checker, described in the following section. Its report includes
a list of programs for which you’ll need upgrade packs.

Running Setup’s Compatibility Checker

If your computer has Windows 9x or Windows NT installed, you can use the Setup
program to check the system for compatibility with Windows 2000 and produce a
report—without actually installing Windows 2000. The report lists installed hard-
ware and software that might not be compatible with Windows 2000 and provides
notes about using these items. To run the compatibility check, run Winnt32.exe (the
Windows 2000 Setup program) with the /Checkupgradeonly switch. To do this from
the Windows 2000 Professional CD, for example, use the Start menu’s Run command
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to enter d:\i386\winnt32 [checkupgradeonly. Modify the path if you're running from
a shared network folder or if your CD-ROM drive uses a different drive letter.

Setup displays its results on the screen (as shown in Figure 1-1) and saves the results
in a text file. On systems running Windows 9x, the process usually takes several min-
utes, and it stores the resulting report in a file named Upgrade.txt in the Windows
folder. On systems running Windows NT, the report is called Winnt32.log, and it’s
saved in the Winnt folder.

[ Microsoft Windows 2000 Professional Setup” 5

Upgrade Report
The Upgrade Report summarizes potential hardware and software upgrade issues.

This report desciibes known problems you might encounter after you upgrads
‘Windows 2000. Read this report to detetmine the hardware files and upgrads
packs you need, then vist Microsoft on the Internet, or contact your hardwa

“software manufact

Figure 1-1
Running the compatibility check in Windows 9x usually produces a lengthy report.

If you have to check a number of machines running Windows 9x, you can easily
automate this process, as follows:

1. Use Notepad to create a short answer file with the following text, and save it
as Check.txt:

[Unattended]
Win9xUpgrade=Yes

[Win9xUpg]
ReportOnly=Yes
SaveReportTo=a:\%computername%. txt

2. Use Notepad to create a batch file with the following text, and save it as
Check.bat:

d:\i386\winnt32 /unattend:a:\check.txt /checkupgradeonly

3. Copy these two files to a floppy disk.
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4. Go to each computer, insert the floppy disk and the Windows 2000 Professional
CD, and run the Check batch file by opening it in Windows Explorer. The
resulting report is saved in a file on the floppy disk; the computer name is used
for the file name.

Backing Up Your Data

Unless you choose to format the partition onto which you're installing Windows 2000
(an option that you'll see during a clean install), the Setup program shouldn’t
destroy any data on your computer. But if your experience matches ours, the one
way you can ensure that data will be lost is to fail to back it up before proceeding!

Backing Up Your Files

Most important: Use your existing backup program to back up all the files currently
on the hard disk where you plan to install Windows 2000. The version of Microsoft
Backup included with Windows NT allows you to back up your files to tape. The
version included with Windows 9x can back up files to tape, a hard disk, a network
drive, or removable disks. (If it's not on your Start menu, go to Add/Remove Pro-
grams and install it.) If you don’t have a backup program or backup media, copy your
important files to another computer on your network.

Exporting E-Mail and Web Browser Data

When you upgrade to Windows 2000, compatible programs continue to use their
current data files. But if you perform a clean install, or if you're planning to change
- to different programs, the data is not readily available. If you have data such as mail
or news account settings, e-mail messages, Web browser bookmarks, and cookies
that you want to reuse, use your old program to export the data to a file that you
can subsequently import into the equivalent Windows 2000-based program.

You might be tempted to export registry keys that contain the settings for your key
applications—especially if you're planning a clean install. The settings for an appli-
cation are typically saved in HKCU\Software\application, where application is the
name of the program. Although you can use the registry editor to export this branch
of the registry, it'll be of marginal value. If you simply perform a clean install of
Windows and then import this registry branch, you'll be successful with only the
simplest applications; others won’t work or, at best, you'll bring along a lot of excess
baggage. The exported registry might prove to be a useful reference as you recon-
figure your system, however.

Printing Configuration Information

Hardware detection in Windows 2000 is much better than in any previous version
of Windows. Nevertheless, the Setup program is occasionally stumped by certain
hardware combinations and legacy (non-Plug and Play) devices. If your system is
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running an earlier version of Windows and all its devices are working well, a con-
figuration report can help you identify and manually configure any devices that
cause problems during setup.

To print a configuration report from Windows NT 4:
1. Open the Start menu and choose Programs | Administrative Tools (Common)
| Windows NT Diagnostics.
2. Click Print.

3. In the Create Report dialog box, make the settings shown here and then click
OK.

To print a configuration report from Windows 9x:

1. Right-click My Computer and choose Properties.
2. On the Device Manager tab, click Print.
3. In the Print dialog box, select System Summary and click OK.

Preparing the Computer

Before you install Windows 2000, you must first undo or disable features and pro-
grams from earlier versions of Window that can interfere with setup.

Uncompressing Compressed Drives

‘Windows 2000 is incompatible with DriveSpace and DoubleSpace—disk-compres-
sion programs that came with Windows 9x and MS-DOS 6—as well as with third-
party disk-compression programs. If you have any compressed drives, you must
uncompress them. (Doing so often creates a challenge because you must have enough
room on the drive for all the files on the drive—after they’re uncompressed. You
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might need to delete some files or move them to another drive before you can
uncompress the drive.)

To uncompress a drive using Windows 9x:
1. Open the Start menu and choose Programs | Accessories | System Tools |
DriveSpace.
2. In the DriveSpace dialog box, select the compressed drive.

3. Open the Drive menu and choose Uncompress.
To uncompress a drive using MS-DOS:

1. At the command prompt, type drvspace (if you have MS-DOS 6.22) or dblspace
(if you have an earlier version).

2. Select the drive you want to uncompress.

3. Open the Tools menu and choose Uncompress.

Disabling Incompatible Services

Naturally, before you run Setup you should close all other applications. But you also
need to stop any background services and applications that might cause problems.
In particular, be sure to disable your antivirus program (because it prevents neces-
sary changes to the boot sector and other critical files) and any third-party network
clients and services (such as backup agents).

In Windows 9x or Windows NT, you can press Ctrl+Alt+Delete to display a task
manager that shows which programs are currently running and lets you close them.

Creatihg a Computer Account

Computers on a network can be part of a domain (computers that share a security
database on domain controllers running Microsoft Windows 2000 Server or
Microsoft Windows NT Server) or a workgroup. To join a workgroup, all you need
to know is the name of the workgroup. To join a domain, you need to know the name
of the domain, and the computer needs to be connected to a working domain con-
troller and DNS (Domain Name System) server.

In addition, if the computer you're setting up is going to be part of a Windows 2000

‘Server (or Windows NT Server) domain, it must have a computer account set up on

the domain controller. You can do this before, during, or after installation:

* Before you set up the new computer, an administrator can create the computer
account on the domain controller. In Windows 2000 Server, you use the Active
Directory Users And Computers console to add a computer account; in Win-
dows NT Server, you use Server Manager. "
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Note

Note

* During installation (near the end), the Network Identification Wizard runs.
With it, you can create a computer account (if you haven’t already set one up),
provided that you can furnish the name and password of a domain admin- |
istrative account that has authority to add domain computer accounts (typi- |
cally, an account that’s a member of the Domain Admins group). You can
provide this information whether you run Setup in an interactive or unat-
tended fashion.

* After installation, you can join a domain from the Network Identification tab
of the System Properties dialog box. Again, if you haven’t already set up a
computer account on the domain controller, you can set one up from here—
as long as you provide the name and password of a domain administrator
account.

Choosing Between Upgrade and Clean Installation

If your computer has one of the following operating systems installed, you can
upgrade your computer to Windows 2000 Professional:

e Windows 95 (all versions)

¢ Windows 98 (all versions)

¢ Windows NT Workstation 3.51

e Windows NT Workstation 4

* Windows 2000 Professional (evaluation version)

e Windows 2000 Professional beta Release Candidate 1 (build 2072) or later

To determine the build number of a Windows 2000 Professional beta ver-
sion (as well as the expiration date of an evaluation version), open the
Start menu, choose Run, and type winver.

With any of these operating systems, you have a choice: you can upgrade to Windows
2000 Professional, or you can perform a clean install of Windows 2000 Professional. (If
you have a different operating system—including Windows NT Server, Windows
NT Workstation versions earlier than 3.51, or Windows 3.1—or if you're install-
ing onto a new, blank hard disk, your only choice is clean install.)

To perform an upgrade, you must start your existing operating system
and then run Winnt32.exe, as described in the following section. Don’t
start Setup by booting from the Setup Boot Disk or the Windows 2000
Professional CD.
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If you choose to upgrade, Setup replaces your existing Windows files, but it preserves
user settings, such as desktop appearance, color schemes, network connections, and
so on. More important, it retains the programs you have installed and all their set-
tings. (Some programs that work in earlier versions of Windows do not work with
Windows 2000, however. The upgrade report described earlier in this chapter iden-
tifies many such programs.) Therefore, after you complete the upgrade installation,
you're ready to pick up right where you left off before installing—with the added
features of Windows 2000.

In a clean installation, Setup installs Windows 2000 in a new folder. All Windows
preferences and options will be set to their default settings, and you’ll need to install
the programs you use—even if you had already installed them under an earlier
version of Windows. Although the programs’ files might still be on your hard disk,
the shortcuts, registry entries, and shared components that each program requires
to run will not be. Be sure that you have available the original installation media for
all your applications before you pursue this course.

Even on systems that meet the requirements for upgrading, a clean install has a sig-
nificant benefit: it doesn’t retain the detritus that accumulates on a computer over
time as you install and uninstall programs, surf the Web (acquiring assorted applets
along the way), and simply use the computer. Unused (or worse, maleficent) regis-
try entries, multiple DLL file versions, .ini files, temporary files, and file fragmentation
act like grains of sand in the gears of your well-oiled machine. A clean install—
particularly if you go all the way and start by formatting the disk—can restore your
computer’s inner workings like no ordinary oil additive can. (During a clean install,
you’ll have the option of formatting the disk or leaving the current information
intact.) If you're not afraid to get your fingers dirty, performing a clean install can
be worthwhile.

Installing on a Single Gomputer

12

A good strategy for setting up a small workgroup is to start by setting up one com-
puter using the basic installation method. You can then use that computer—and the
experience you acquire during its setup—as the model for implementing the auto-
mated methods described later in this chapter.

Before you set up your first computer, print the files in the \Setuptxt folder of the
Windows 2000 Professional CD. (They’re ordinary text files that you can open and
print using any text editor or print from an MS-DOS prompt.) For the most part,
you’ll find that the on-screen instructions adequately explain your options along the
way, particularly if you've installed other versions of Windows before. But if you're
stumped by any of the options presented, these files provide additional information
that should help you.
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Note If you plan to set up your system so that you can choose which of two or
more operating systems to use whenever you start your computer (com-
monly called dual boot), you need to install Windows 2000 on its own
partition. For more information, see “Installing Each Operating System on a
Separate Partition,” page 51.

Installing from the Windows 2000 Professional CD

To start an installation—upgrade or clean install—from a 32-bit version of Windows
(Windows 9x, Windows NT, or an evaluation version of Windows 2000):

1. After Windows starts, insert the Windows 2000 Professional CD.

2, If a message appears that asks whether you want to upgrade your computer
to Windows 2000 Professional, click Yes—even if you plan to perform a
clean install.

If no such message appears (because you’ve disabled AutoPlay), run \I386
\Winnt32.exe from the Windows 2000 Professional CD.

3. On the first page of the Windows 2000 Setup Wizard, select the appropriate
option: Upgrade To Windows 2000 or Install A New Copy Of Windows 2000
(Clean Install).

]_f_you don’t have a 32-bit version of Windows installed, you cannot upgrade; you
must perform a clean install. To begin the process, with your computer turned off,
insert the Windows 2000 Professional CD (if your computer’s BIOS allows it to start
from a bootable CD) or Windows 2000 Setup Boot Disk 1. Then simply turn on the
computer and follow the on-screen instructions.

Note For a bootable CD to work properly, set the boot order in BIOS so that
CD is the first boot device, followed by the hard disk and floppy disk.
(Each BIOS setup program is different. During bootup, watch for a mes-
sage that tells you which key to press for setup. In the setup program, boot
order is often an option on the page called Advanced CMOS Settings or
something similar.)

Note If you don’t have the four setup floppy disks, you can make a new set
from the Windows 2000 Professional CD. To do that, run \Bootdisk
\Makeboot.exe. ’
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Installing from a Shared Network Folder

Even if you don’t use the options for automation described later in this chapter, you
might find it more convenient to install from a shared network folder instead of
schlepping the CD around to each workstation. Installing from a network folder
works perfectly well because, even though the computer must restart a few times
during the setup process, the Setup program copies all the files it needs to a tempo-
rary location on the local hard disk before rebooting.

Setting Up the Distribution Folder

To set up the distribution folder—the shared network folder that contains the Win-
dows 2000 files—follow these steps:

1. Create a folder on a server.

2. Copy the contents of the \1386 folder on the Windows 2000 Professional CD
to the new folder.

3. In Windows Explorer, right-click the new folder’s icon and choose Sharing.

4. Share the folder and set the permissions so that all users (the Everyone group
if you're using Windows NT or Windows 2000) have read-only access. The
settings you make on the Sharing tab vary depending on which version of
Windows the server is running and on how your network is configured—but
after you've made it this far, the correct choices should be self-evident.

Starting the Installation

To start a network installation—upgrade or clean install—from a 32-bit version of
Windows (Windows 9x, Windows NT, or an evaluation version of Windows 2000),
simply navigate to the distribution folder and run Winnt32.exe.

If you're installing from MS-DOS or Windows 3.x, you start the installation by con-
necting to the distribution folder and running Winnt.exe (not Winnt32.exe). But
before you do that, be sure you're running SMARTDrive, a disk-caching program
included with MS-DOS. This program makes a huge difference in the setup time; it
can literally take hours longer without SMARTDrive. To run SMARTDrive, from the
MS-DOS prompt (before you start Windows), run Smartdrv.exe, which is normally
found in the \DOS directory. (You'll likely find a line that starts SMARTDrive in your
Autoexec.bat file.)

Automating the Installation Process

As easy as the installation process is, it's not something you want to sit through more
than once or twice. If you plan to install Windows 2000 Professional on more than a
handful of computers, you'll want to use one of the automated installation methods:

* Answer files (automated installation scripts)
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* Disk imaging (cloning)
* Remote installation
* Microsoft Systems Management Server (SMS)

The latter two methods, which are dependent on Windows 2000 Server, are most
appropriate for deployment in large enterprises and therefore are not covered in this
book. Remote installation allows a system with remote-boot capabilities to automati-
cally install Windows 2000 from a Windows 2000 Server with Remote Installation
Services (RIS) installed. You can find more information about RIS at the Windows
2000 Server Web site (www.microsoft.com/windows/server). SMS allows an administra-
tor to manage and monitor installations from a central location. For information
about SMS, visit www.microsoft.com/smsmgmt. In addition, you can find information
about RIS and SMS in the Deployment Planning Guide, which is installed with
Support Tools. (To install Support Tools, run \Support\Tools\Setup.exe on the
Windows 2000 Professional CD.)

Installing the Deployment Tools ; ; :
The Windows 2000 Professional CD mcludes some programs and documentatlon ‘
that enable you to use the automated installation processes described in this chap-
ter. These tools—Setup Manager and System Preparation Tool—are located in a .cab
file (a compressed archive similar to a .zip file), so you must first extract them to your
hard disk. To install the deployment tools:

1. Using Windows Explorer, open the \Support\Tools folder on the Wmdows ‘
2000 Professional CD.

2. Open Deploy.cab.

3. Copy all the f1les in Deploy cab to a folder on your hard dlsk
The files 1nc1ude the followmg SR ,
. Setupmgr exe. Setup Manager, WhICh is used for cr ating nswer files.
. Setupmgx dll. ADLL requ1red by Setup Manager. | ‘

- * Sysprep.exe. System Preparatlon Tool, wh1ch is used for creating and deploy-
mg disk images. ~

e Setupcl exe. A tool that works w1th Sysprep exe to generate new security iden-
tifiers (SIDs) i

. 0 Deptool chm. A help flle that descr1bes the deployment tools.

Ei ; 'ﬁf’k"Unattend doc A Mlcrosoft Word d "‘ment with detailed reference mforma-:
~ tion about all p0531ble parameters for answer files and Sysprep inf 4
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Using Answer Files for Automated Installation

Windows 2000 Setup can accept answers to its user prompts from an answer file,
which allows for unattended installation. An answer file can also contain answers
to a number of questions that aren’t posed by the interactive Setup program, which
means that you actually have much greater control over installations. You can use
an answer file whether you install from the Windows 2000 Professional CD or from
a shared network folder. ’

 Automated Installation Without a St:rlpt R ,
~You don’t have to create an answer file to perform an automated mstallatmn If you
- want the bare-bones, 51mp1est method of upgradmg a system, use the Start menu s
t,Runcommandto, PR

te hls command

“ uccozmts see Chapter 17 ,’Mangmg Users andﬁGroups

Creating an Answer File

An answer file is an ASCII text file that you can create and edit with any text editor,
such as Notepad. An easier method—at least for preparing the initial framework—
is to use Setup Manager, one of the tools in \Support\Tools\Deploy.cab on the
Windows 2000 Professional CD. Setup Manager is a wizard that can do
the following:

¢ Create answer files for automating the installation of Windows 2000

¢ Extract the information from a properly configured system to create an answer
file that can be used to replicate the configuration on other machines

e Create a distribution folder for network installations, which can include (in
addition to the Windows 2000 source files) additional apphcatlons and driv-
ers that you want to install
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Note

Setup Manager runs only on Windows 2000.

To start Setup Manager, run Setupmgr.exe. After a few wizard pages with obvious
answers, you'll reach the User Interaction Level page, shown in Figure 1-2. On this
page, you specify how much you want the user to see during installation (for example,
you can hide Setup Wizard pages for which you’ve provided the answers) and
whether you want the user to be able to override the answers you provide in the
answer file. A description of how each option works appears in the Description box
when you select the option.

] Q@indow:’ 2000.Setup, Manager.wizaid REai

User Interaction Level
Do you want users to provide information during Windows Setup? ﬁ

- Selectthe Jev

% Provide de!au
- Fuly sulor

1 Description = =
-1+ The answers you supply in the answet file are the default answets and Wi
 Setup prompts the user ta review them.” The user may change any answer
you supply, - IEEVR S SEPINGICL LS 3

Figure 1-2
Your choice here determines whether Setup allows the answers to be
viewed or modified during installation.

From this point, the Setup Manager Wizard leads you through a series of questions that
correlate to the questions that appear during interactive setup. Any questions that you
leave unanswered can be answered during installation. For example, you might want
to omit the user name from the answer file so that you can supply a different answer
on each computer during installation. (For a more elegant solution, see “Using a Dif-
ferences File,” page 22.)

The Computer Names page, shown in Figure 1-3, offers two ways to provide a list
of names for the computers you want to set up: you can type the names individually,
or you can import a text file that contains the names. If you specify more than one
computer name here (that is, if you want to use this answer file to automate instal-
lation of Windows 2000 on multiple computers), Setup Manager creates a differences
file for you. Alternatively, select the check box if you want Setup to generate names;

Installing Microsoft Windows 2000 17




18

these somewhat cryptic names append seemingly random letters and numbers to
the first few letters of your organization name.

Computer Names
Assign a name to each destination computer.

Figure 1-3
By specifying the names of multiple computers, you can use the same answer
file to set up all your computers.

After you answer the Setup Manager Wizard’s questions, it creates an answer file and
stores it using the name and location you specify. By default, it names the file
Unattend.txt—but you can use any name you like.

Customizing an Answer File

The easiest way to customize an answer file—if you simply need to modify some
settings you made with Setup Manager—is to restart Setup Manager. On the wizard’s
second page, select Modify An Existing Answer File and specify the file name.

But there’s much more you can do with an answer file; the Setup Manager Wizard

guides you through only the most commonly used settings. If you want to get more
creative with your automated installations, take a look at Unattend.doc, which is
stored on the Windows 2000 Professional CD within \Support\Tools\Deploy.cab.
This Word document provides a complete reference to all the answer file parameters.
Although the document is well over 100 pages, the information is well organized and
clearly presented, so don’t let its bulk 1nt1m1date you. You might consider some of
these additions or modifications:

* Use the [Components] section to specify which accessory programs get installed.
You might not want your users distracted by Pinball, for example; this is the
most effective way to prevent its use.

* Consider adding NtUpgrade=Yes and Win9xUpgrade=Yes to the [Unattended]
section if you're upgrading computers with existing operating systems. Without
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these keys (which Setup Manager does not put in), Setup installs Windows 2000
on the same partition as the existing operating system, but in a separate folder.
This produces an unsupported dual boot system that’s likely to cause problems
and confusion. (Alternatively, you can use other settings to specify the parti-
tion or folder.)

* Use the [Win9xUpg] section to control how user accounts and passwords on
Windows 9x computers are migrated to Windows 2000.

* UseProductID in the [UserData] section to specify the CD key. (Although using
the same CD key on all installations allows you to avoid entering it each time,
there is a drawback: Microsoft Product Support Services uses parts of the CD
key to identify customers who call for support and to determine eligibility for
various support services.) '

¢ Use the [Fax] section to configure the fax service.

As an ASCII text file, an answer file resembles the .ini files that were common in the
Windows 3.x era. It consists of section headers—a section header is a word enclosed
in square brackets ([ ]) on a line by itself—followed by keys and values. Each key
begins on a new line, and it’s usually followed by an equal sign (=) and a value for
the key. If a value contains any spaces, it must be enclosed in quotation marks (“ ).
You can include comments in an answer file by putting a semicolon (;) at the begin-
ning of each comment line. The listing that follows shows the first few sections af a
typical answer file:

;SetupMgrTag

;Modified by Carl 3/20/2000 to add new Favorites entries

[Datal
AutoPartition=1
MsDosInitiated="0"
UnattendedInstall="Yes"

[Unattended]
UnattendMode=DefaultHide
OemPreinstall=Yes
TargetPath=\WINNT

[GuiUnattended]
- AdminPassword=x*
OEMSkipRegional=1
TimeZone=4

[UserData] :

OrgName="Siechert & Wood, Inc.”
ComputerName=x*
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[Display]
Xresolution=800
YResolution=600

Passwords in an answer file are stored as ordinary text. This includes the
Administrator password for the target computer and the password for
the administrative account that can create a computer account, if you
specify it. Depending on security issues at your location, you might prefer
to omit these parameters, requiring their entry during installation instead.

Using an Answer File During Setup

Using an answer file simply requires including the /Unattend switch (along with
the file specification for the answer file) on the command line for Winnt32.exe, the
Windows 2000 Setup program. For example, if you are installing from the Windows
2000 Professional CD and you want to use an answer file named Unattend.txt that’s
stored on a floppy disk, enter this command line:

d:\i386\winnt32 /unattend:a:\unattend.txt

You can enter this command using the Start menu’s Run command or ina Command
Prompt window. Setup begins and, depending on the level of user interaction that
you specified (using the UnattendMode key in the [Unattended] section), proceeds
onits merry way. If the answer file doesn’t include some required information, Setup
stops to prompt you, as shown in Figure 1-4.

S i

Your Product Key
‘Your Product Key uniquely identifies your copy of Windows 2000.

Figure 1-4
Setup stops to request required information that's not included in the answer file.
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Similarly, to install from a distribution folder, navigate to the distribution folder and
then enter winnt32 [unattend:unattend.txt. (This assumes that you stored the answer
file in the distribution folder—the same folder that contains Winnt32.exe and the rest
of the Windows 2000 files.)

Troubleshooting

Even simple errors in answer files can cause Setup to stop before it ever gets started—
and you won’t get any hints about where the problem lies. If you receive a message
saying that your Setup script file is “inaccessible or invalid,” check each line to see that
it follows the proper format. Be sure that all values with spaces are enclosed in quo-
tation marks. We were once stumped for quite some time because the basic answer
file that Setup Manager produced wouldn’t run. It seems that, because of a bug in Setup
Manager, it sometimes omits the quotation marks if a string contains a comma!

If you used Setup Manager to create the answer file, the process of using the file is
even simpler. Setup Manager creates a batch file using the same file name (but with
a .bat extension) and location that you specify for the answer file. Simply navigate
to the folder where you saved the answer file (usually the distribution folder, if you
set one up, or a floppy disk) and launch the batch file. If you copy the batch file, the
answer file, or both from the location where Setup Manager originally stored them,
you might need to edit the batch file to update the path information.

Of course, you can also use an answer file to automate the installation on a new
computer—and you don’t have to enter any command lines at all. If your computer
can boot from the Windows 2000 Professional CD, save the answer file on a floppy
disk and name it Winnt.sif. Insert the CD and the floppy disk and turn on the com-
puter. Setup runs from the CD and uses Winnt.sif as its answer file.

Using Automated Installations: The SImpIest Way , ‘
If you have a small office—a few dozen computers or less—you don t need to pore
 through the stacks of deployment documentation that Microsoft has produced for
~large enterprise rollouts of Windows 2000 Instead, you . can follow thls 51mp1e,,rg
: stralghtforward method for automatmg your 1nstallat10ns o

1. Install Wmdows 2000 on one computer o

2. kanstall Setup Manager on the same Computer

B 3. Use Setup Manager to create an answer file. If you already have a network set
~up, use Setup. Manager to create a distribu
i ;'Manager ’that you’ll mstall om the

(continued)

Installing Microsoft Windows 2000 21




22

- that it’s perfect from the
~ installation needn’t be s

procedure. I
igers invest the time and

burdensome, and min

Using a Differences File

A differences file (sometimes called a uniqueness database file, or Udf) provides vari-
able information to supplement the information in an answer file. This allows you to
create a single answer file that you can use for all your computers; information that
changes for each computer (such as user name, computer name, and so on) is stored
in a differences file. Like an answer file, a differences file is an ordinary text file that
contains sections, keys, and values. The file name extension for a differences file is .udf.

If you use Setup Manager to create an answer file, it also creates a differences file if
you specify more than one computer name on the Computer Names page (shown
earlier in Figure 1-3, page 18). This is the simplest method for creating a basic dif-
ferences file, which you can then enhance by editing it in Notepad. For example, we
used Setup Manager to create this differences file for setting up four computers:
;SetupMgrTag
[Uniquelds]

BADLANDS=UserData

ACADIA=UserData

CANYONLANDS=UserData
DENALI=UserData

[BADLANDS:UserDatal
ComputerName=BADLANDS
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[ACADIA:UserData]
ComputerName=ACADIA

[CANYONLANDS:UserDatal
ComputerName=CANYONLANDS

[DENALI:UserDatal
ComputerName=DENALI

We edited the file to include additional specific information for each computer, like
this information for the computer named Denali: '

[(DENALI:UserDatal
ComputerName=DENALI
FullName="Carl Siechert"”

You can include any valid answer file sections and keys in the differences file, allow-
ing you to use this capability to uniquely customize each of your installations with
this one file. You might want some users but not others to have Pinball installed, for
example. If a setting appears in both the answer file and the differences file, the
setting in the differences file prevails.

To use the differences file, you must include the /Udf switch on the Winnt32
command line. You include the identifier (one of the keys listed in the [Uniquelds]
section) and the name of the differences file. In our example, the differences file is
named Diff.udf. Here is the complete command line for setting up the computer named
Denali:

winnt32 /unattend:diff.txt /udf:DENALI,diff.udf

If you specify multiple computer names in Setup Manager, the batch file it creates
simplifies entry of this command line. It uses the computer name as a command-line
parameter so that, in this example (where the batch file is named Diff.bat), you simply
type diff denali at the command prompt to set up the computer named Denali.

Using Disk Imaging

Windows 2000 includes Sysprep.exe, a program that allows you to install a system
with Windows 2000-based applications and then duplicate it to other systems. (This
has traditionally been a problem with Windows NT. Because each computer running
Windows NT or Windows 2000 on a network must have a unique security identi-
fier, or SID, it’s not a simple matter of cloning a disk. Doing that would produce
duplicate SIDs. Sysprep solves this problem by generating a unique SID the first time
the computer is rebooted.) After the system has been duplicated, an abbreviated
setup program runs. This “mini-Setup” requires only about five minutes to run.
Because Sysprep duplicates an entire hard disk partition, you can use it to copy
complete systems that have additional customizations and installed applications.
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Howevér, Sysprep might not be for you. Although Sysprep makes it easy to dupli-
cate fully configured systems, it has some restrictions and requiremenits that limit
its use:

* Most important, the master and target computers must have identical hard
drive controllers, identical hardware abstraction layers (HALSs), and identical
BIOS versions. Although other components—such as modems, sound cards,

. network cards, and so on—need not be identical, this limitation effectively lim-
its the use of Sysprep to fleets of identical computers. If you have a varied
collection of computers of different ages and manufacturers, chances are good
that Sysprep won’t work for all of them.

* You'll need third-party software (or a hardware device) for disk duplication.
Sysprep merely prepares the image for copying and then runs a version of Setup
after the image has been copied to a new computer. But to actually make the
copy, you'll need a program such as Norton Ghost (from Symantec) or Drive
Image (from PowerQuest) or a disk-duplicating device.

¢ The hard disk on the target computer must be at least as big as the one on the
master computer.
If these restrictions aren’t a problem for you, you can follow these steps to use

Sysprep:

1. Install Windows 2000 on a master computer. (Because you might go through
this process several times before you get everything set up just the way you
want, you should create an answer file and use it for setting up the master
computer. See the preceding section, “Using Answer Files for Automated Installation.”)

Note Do not join a domain—even if you intend to later—because running
Sysprep removes the SID that allows the computer to connect to the
domain. Set up the master computer in a workgroup. Durmg setup on
the target computers, you can join a domain.

2. Log on to the computer as Administrator.

3. Customize the computer as desired, and install applications that you want to
be included on all target computers.

4. Create a folder named \Sysprep on the system partition and extract Sysprep.exe
and Setupcl.exe from the \Support\Tools\Deploy.cab file on the Windows
2000 Professional CD to this folder.

5. Run Sysprep.exe. Ina few moments, the system will shut down by itself (if it's ACPI
compliant) or display a message stating that it's safe to turn off the computer.

6. Duplicate the hard disk. Depending on the duplication method, you might need
to remove the hard disk from the system, or you might need to boot from a
floppy disk that launches the third-party disk-duplication software.
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When you start a computer that contains a duplicated disk (or, for that matter, when
you turn on the master computer, if it still contains the master disk), Sysprep auto-
matically does the following:

1. Detects Plug and Play devices

2. Runs a mini-Setup Wizard that lets you specify the user name, join a domain
or workgroup, and make other basic setup choices

3. Deletes the \Sysprep folder and its contents
4. Reboots the computer

This entire process takes only about one-tenth the time that running Setup normally
takes.

You can automate the mini-Setup Wizard by creating an answer file to provide some
(or all) of the requested information. Use Setup Manager to create the answer file,
being sure to select Sysprep Install on the Product To Install page. The file uses the
same format, sections, keys, and values as an ordinary answer file. Settings that are
unnecessary or inappropriate in the disk-imaging process are ignored. You must
name the answer file Sysprep.inf, and you must place it in the \Sysprep folder be-
fore you run Sysprep.exe. Table 1-1 shows the information that the mini-Setup
Wizard requests, along with the answer file sections and keys that you can use to
automate the process.

Table 1-1. Answer File Keys for Automating MlnISetup
:“:Mlm Setup Requests This Informatio nles

Your agreement to the terms of the [Unattended] OemSklpEula
End User License Agreement (EULA)
Regional settings [GuiUnattended] OemSkipRegional

(Provide settings in the
[RegionalSettings] section.)

Name and organization [UserData] FullName, OrgName

Product key [UserData] ProductID

Computer name [UserData] ComputerName

Administrator password [GuiUnattended] AdminPassword

Modem dialing information [TapiLocation] AreaCode, CountryCode,

' Dialing, LongDistanceAccess

Date, time, and time zone [GuiUnattended] TimeZone

Network identification [Identification] DomainAdmin,
DomainAdminPassword, JoinDomain,
JoinWorkgroup
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Installing Other Programs as Part of Setup

Note
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Automating installation of Windows 2000 with an answer file is terrific—but why
stop there? You can also use answer files to initiate the installation of other programs
as part of the installation process. When Setup finishes, you'll have a computer that's
ready to use, with all your favorite applications already in place.

If you use disk imaging for installing Windows 2000, installing programs is automatic:
you install the programs you want before you run Sysprep, and those programs—
like everything else on the drive—become part of the disk image that gets duplicated.

Using answer files, two different methods support the installation of programs:

e Cmdlines.txt contains commands that run at the end of unattended setup.

¢ The [GuiRunOnce] section of the answer file contains commands that run the
first time a user logs on.

The Cmdlines.txt method has the advantage of finalizing the setup process before
your user ever logs on. It does have some drawbacks and limitations (as explained
in the following section), so it’s not appropriate in every case. Both methods are well
suited to using custom installation packages that you create with IExpress or
WIiInINSTALL LE, programs included on the Windows 2000 Professional CD that
help you create installation packages for your programs. For information about
WinINSTALL LE, see “Creating MSI files for Legacy Applications,” page 151.

Setup Manager can create all the necessary entries and files for using either of
these methods. To get to the necessary pages in the Setup Manager Wizard, you must
select Yes, Edit The Additional Settings when you reach the Additional Settings page.

Using Cmdlines.txt

Cmdlines.txt is a text file that contains a list of commands to run immediately after
Setup completes. These can include commands to set up applications. To use
Cmdlines.txt, you need to create a distribution folder for Windows 2000 files;
this method won’t work for installing from a CD. (Let’s qualify that: You can’t use this
method to install from the Windows 2000 Professional CD. But you could create a
distribution folder and the necessary subfolders and then copy that folder structure
to a CD-Rif you have a CD burner.) You must create a subfolder of the distribution
folder called $OEM$, which will contain Cmdlines.txt plus the files you're planning
to install. Fortunately, Setup Manager takes care of these details for you.

When the commands in Cmdlines.txt run, no user is logged on. Therefore,
user-specific information is written to the default user profile. Because no
user is logged on, the computer might not have access to network files—
including the distribution folder. You must put all files that are needed for
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application setup on the local hard disk. (This happens automatically when
you use the $OEMS$ folder structure and OemPreinstall—in the [Unat-
tended] section of the answer file—is set to Yes.)

Say, for example, you want to install WinZip (a program that manages .zip archives)
onto every computer. To do that, make the following settings in Setup Manager:

1. When you get to the Additional Settings page, select Yes, Edit The Additional
Settings.

2. On the Distribution Folder page, select Yes, Create Or Modify A Distribution
Folder.

3. On the Additional Commands page, type the command that runs the
application’s setup program and then click Add. Setup for WinZip runs from
an executable called Winzip70.exe. Repeat this step for additional commands
you want to run. '

ido ggu o

Additional Commands
You can add commands that will automatically run at the end of unattended Setup.

Command st

winzip70.exe

4. On the Additional Files Or Folders page, select Temporary Files. This repre-
sents the SOEMS$ folder within the distribution folder. During Setup, the contents
of this folder are copied to a temporary folder on the target computer. The
temporary folder is deleted after Setup finishes. (The other folders in this dialog
box represent additional folders in the SOEMS$ structure. In addition to directing
files to a temporary folder, you can direct files to any permanent folder on the
target computer. See the Description text as you select each folder for more
information.)
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5. Click Add Files, and then navigate to the file or folder you want to copy to
the $OEMS$ folder (and ultimately to the target computer). (For WinZip, you
need just a single file—Winzip70.exe. For other programs, you need to copy an
entire folder.)

§  Additional Files or Folders
1 ‘You can specily additional files of folders to be copied to the destination
computers.

-(1 User SuppliedFiles
&) System Drive
5 {2] Other Drives
eI Tenbaie e
- ext
*-{&) cmdines.tit

Browse for Folder

i @) Style Reference
i 8 (7 Timelog

1 @1 TTFONTS

l s

i @ Web Ferrett Pro
I (3 winzZip
11
i

j I

winzip95-62
Winzipg5-63
wzinet9s
wzipse20

Using the [GuiRunOnce] Section

The [GuiRunOnce] section of the answer file contains a list of commands that run
the first time a user logs on to the computer after Setup runs. This method works well
with most application setup programs and also with Windows Installer packages
that you create with WinINSTALL LE. Because these commands run when a user
is logged on, they can refer to executables stored on a network server (assuming, of
course, that the user has appropriate permissions for accessing the network resource).
Alternatively, they can refer to local files that you copy using the $OEM$ subfolder
within a distribution folder.

You shouldn’t use this method for installation programs that require a
reboot, because other commands in the [GuiRunOnce] section won’t run
following the reboot.

You can control the order in which setup programs run and—perhaps more impor-
tant—ensure that only one runs at a time by putting the commands in a batch file. Then
place the batch file name in the [GuiRunOnce] section. In the batch file, precede each
setup command with “Start /Wait.” This command causes the batch file execution to
wait until the command (that is, the setup program) completes before it runs the next
command. For example, you could create a batch file that looks like this:
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start /wait \\server\appl\setup.exe

start /wait \\server\app2\setup.exe

start /wait \\server\app3\setup.exe

exit

Use the Additional Files Or Folders page in Setup Manager to copy the batch file (or
the setup programs, if you choose to go that route) to the target computer during
setup. (Be sure, however, that you don’t copy files or folders to the Temporary Fold-
ers section; those files are deleted before [GuiRunOnce] commands get executed.)
Alternatively, store the batch file (or whatever commands you're going to run
using [GuiRunOnce]) on a network server. When you add the commands to the
[GuiRunOnce] section, be sure to include the full network path to the commands.

To add one or more commands to the [GuiRunOnce] section, make the following
settings in Setup Manager:

1. When you get to the Additional Settings page, select Yes, Edit The Additional
Settings.

2. On the Run Once page, type the name of the batch file or command that runs
the application’s setup program; then click Add. Repeat this step for additional
commands you want to run.
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Chapter 2

Setting Startup Options

In This Chapter
Setting Pre-Logon Options ...t e 31
Setting Logon Options ... e 37
Setting Up Recovery Console ..o i 42
Booting from Floppy DiskS ...t e 42

As you'll learn in this chapter, a lot goes on before the Windows 2000 desktop
appears. On the way to the desktop, Microsoft Windows 2000 Professional presents
aboot menu, a couple of progress bars and startup screens, a Welcome To Windows
dialog box, and a Log On To Windows dialog box. Behind the scenes, Windows is
detecting hardware and loading device drivers, services, and programs. For infor-
mation about what happens after Windows 2000 starts, see “Controlling Programs and
Services that Start at Logon,” page 135.

This chapter shows how you can customize this startup process by changing the
appearance of some screens, bypassing some screens altogether, and controlling
security during startup. Learning about the startup options here also introduces you
to some of the troubleshooting features you can use if your computer doesn’t start
up normally. For details about using those features, see “What to Do If Your System Won't
Start,” page 706.

Setting Pre-Logon Options

If you're in the habit of turning on your computer, stepping out to get a cup of cof-
fee, and returning to find a graphical screen with a Welcome To Windows dialog box,
you've missed out on a few things. Your computer might display a boot menu, which
we explain how to customize in this section. During the initialization, Windows also
offers an Advanced Options menu, which we introduce here.
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Setting Default Startup Options

If you have more than one operating system installed on your computer, a boot menu
appears after you turn on or restart the computer. The boot menu lets you choose
which operating system you want to run. (For information about setting up multiple operat-
ing systems, see Chapter 3, “Working with Multiple Operating Systems.”) Ordinarily,
following an installation of Windows 2000 Professional, the boot menu is set up to
display the choices for 30 seconds. If you don’t make a selection in that timeframe,
Windows 2000 Professional starts up. When the boot menu appears, a 30-second
countdown timer appears; pressing the Up Arrow key or Down Arrow key to high-
light a different operating system disables the timer. Your highlighted choice is
enacted when you press Enter.

From within Windows 2000, you can change the menu display time and specify
which operating system starts by default. To make these settings, open the System
Properties dialog box (right-click My Computer and choose Properties, or open
System in Control Panel) and click the Advanced tab. Click Startup And Recovery
to display the dialog box shown in Figure 2-1. '

| Metwork Idertication | Hardwere ] U

¥ Display kit of operating s

~ System Falue
| wita an event to the syst
¥ Serd an administrative ;gl
% Automatically reboct -
§ Write Drebugqing Infor

Small Memory Dump
Small Dump Directory:

Figure 2-1
In the Startup And Recovery dialog box, you control how the boot menu works.

In the Default Operating System list, select the operating system that you want to
be initially highlighted on the boot menu. Select the Display List check box if you
want the default operating system to start automatically after the time you specify
in the Seconds box. If you select the check box, the countdown timer appears on the
boot menu and the default operating system starts up when the timer reaches 0.
Clearing the check box is effectively the same as setting the time to 0 seconds: the
default operating system starts up immediately.
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Note You can’t rename the operating systems in the Default Operating System
list from this dialog box; to do that, you must edit Boot.ini, as described
in the following section, “Modifying Boot.ini.”

Overview of the Startup Process
When you turn on your computer, it goes through an elaborate startup process. The
process begins when your computer performs its power-on self test (POST), which
is followed by the POST for each adapter card that has a basic input/output system
(BIOS) (SCSI adapters, for example). The system BIOS then reads the master boot
record (MBR)—the first sector on the first hard disk—and transfers control to the
code in the MBR, which is created by Wmdows 2000 Setup Here s where Windows
2000 takes over the startup process. ;

The MBR reads the boot sector—the first sector of the actlve part1t10n—-—-wh1ch con-
tains code that starts the operating system. (We're far from finished; in this context,

“operating system” really refers to Ntldr, the bootstrap loader for Windows 2000.)
Ntldr must be located in the root folder of the active partltlon along with
Ntdetect.com, Boot.ini, Bootsect.dos (if you're going to dual boot), and Ntbootdd.sys
(if you're using certain SCSI adapters for the drive with the boot partltlon) (For more
information about sectors, partitions, and drives, see Chapter 12, “Managing Disks.”) The
initial role of Nitldr is to switch the system to protected mode with paging enabled
(to allow full memory addressing), start the file system, read the Boot.ini file, and ‘
display the boot menu. ,

If you select Windows 2000 from the boot menu, Ntldr runs Ntdetect.com to gather

come To Wmdows dialog box.

Understanding the boot process can help you to pmpomt problems that occur durmgk’
startup. For more information, see “What to Do If Your System Won't Start,” page 706.

Modifying Boot.ini

Although these aren’t essential tweaks—they’re more appropriately categorized as
Stupid Boot Tricks—you might want to open Boot.ini and make a few changes. The
first trick is finding it; because it has hidden and system attributes, it doesn’t appear
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in Windows Explorer even if you have Folder Options set to show hidden files. (To
make these “super-hidden” files appear, you must also clear the Hide Protected
Operating System Files check box on the View tab of Folder Options.) Fortunately,
there is a simple trick, and you don’t need to use Windows Explorer at all: simply
use Start | Run and type c:\boot.ini. Doing so opens up the file in Notepad. A typi-
cal Boot.ini file might look like this:

[boot Toader]

timeout=30

default=muiti(@)disk(@)rdisk(@)partition(2)\WINNT

[operating systems]

multi(@)disk(@)rdisk(@)partition(2)\WINNT="Microsoft Windows 2000
Professional™ /fastdetect

C:\="Microsoft Windows 98"

With one exception, the [boot loader] section contains items that are more easily
changed through the Startup And Recovery dialog box, as explained in the previ-
ous section. The exception is if you want the boot menu to be displayed until you

* press Enter, regardless of how much time elapses. To configure your boot menu to

work that way, set the timeout value to —1. (You can’t set that value in the Startup
And Recovery dialog box.)

The main place that’s ripe for editing is the [operating systems] section, in which each
line represents a boot menu item. The line includes the ARC pathname (see the
sidebar) of the operating system’s boot partition, the text that appears on the boot
menu (enclosed in quotation marks), and optional parameters. You might want to
do the following:

¢ Change the text description for each operating system—particularly if you
have multiple copies of the same operating system installed (for test purposes,
for example).

¢ Append a parameter to the Windows 2000 line (following /Fastdetect, a
parameter that disables serial mouse detection). Most are for development and
debugging purposes only. (The Microsoft Windows 2000 Professional Resource Kit
contains a more complete list.) Here are two you might want to try:

* _/Noguiboot eliminates the Windows splash screen during startup. Instead
you get to continue staring at the horizontal bar at the bottom of the screen.

* _/Sos displays the name of each driver as it loads and provides addi-
tional text descriptions of what’s occurring during startup. It also
shows the Windows 2000 build number, service pack level, number of
processors, and amount of installed memory, providing a quick confir-
mation that Windows 2000 is installed properly and that it’s properly -
recognizing your computer’s configuration.
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Warning

* Remove an item from the menu. Doing so won'’t free the space used by the op-
erating system whose line you remove; it simply removes the item from the
menu. However, you can subsequently remove that operating system'’s files
after you boot into one of the remaining operating systems in the list. For more
information, see “Removing an Operating System,” page 60.

Don’t remove the line that matches the default setting in the [boot loader]
section.

 partition. The ARC path in Boot.ini looks like on:

The first parameter 1dent1f1es the dlSk co
: always be 0. In the sxgnature() form, the )

;‘;scs1() forms, 1t's the SCSI loglcal unit nurnber (LUN ) of

ARC Pathnames in Boot.ini M
In the [operating systems] section of the Boot m1 f11e, you 11 fmd a somewhat cryp-
tic line for each installed copy of Windows 2000 or Wmdows NT. This line uses
Advanced RISC Computing (ARC) pathnam specify the location of the boot 3
the»followmg examples:

o mu1t1(0)d1sk(O)rdlsk(O)partltlon(Z)\WINN This form is used for IDE, EIDE,
ESDI, and some SCSI disks. With this f ses 1nterrupt (INT) 13 BIOS
calls to locate Ntoskrnl.exe and other fil t loads at startup.

¢ signature(8b467c12)disk(1)rdisk(0)pa (2)\WINNT This form, new
with Windows 2000, supports the Plug lay architecture. By relymg on
a disk signature rather than a SCSI con umber, it continues to work
if the controller number changes from rtup to another—something -
that’s hkely to occur 1f you: install an ad SCSI controller, for example j

multi() form, it shouldi’%
isk gnature, Ntldr looks;z,

(continued)
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Using the Advanced Options Menu

For a few seconds before the Windows splash screen appears (and while the boot
menu appears, if you have more than one operating system installed), a message is
displayed at the bottom of the screen: “For troubleshooting and advanced startup
options for Windows 2000, press F8.” In case you've never had the guts or the quick
finger to press F8, Figure 2-2 shows what you've missed.

Hindows 2008 Advanced Options Menu
Please select an option:

Bafe Hode
Safe Mode with Networking
Safe Hode with Command Prompt

Enable Boot logying
Fnable UGA Hode
- last Xnown Good Conf igwration
Directory Services Restore Mode (Hindows 2088 domain controllers onlyd
Dehugging Mode

Boot Normally
Return to 08 Choices Menu

Use 1 and ¢ to move the highlight to your cheice.
Press Enter to choose.

Figure 2-2
The Advanced Options menu provides troubleshooting options.

None of these options are “advanced” in the sense that they provide some additional
useful capabilities for power users. (If you're a diehard power user who thinks
graphical user interfaces are for wimps, you might be tempted to try Safe Mode With
Command Prompt in the hope that it gives you a command-line interface without
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the overhead of the GUI But because it’s safe mode, many essential services—in-
cluding networking—are disabled, leaving you as an emasculated power user.)
Rather, all of these options (with the exception of Boot Normally, of course) are for
troubleshooting and correcting systems that don’t run properly. For information about

these options, see “What to Do If Your System Won't Start,” page 706.

Setting Logon Options

After Windows 2000 finishes its initial startup tasks, you might see a Welcome To |
Windows dialog box and a Log On To Windows dialog box before you're allowed

Warning

to see the Windows desktop—or you might not. If your computer is in a secure lo- |

cation and you're not concerned that others might use it to access your data, you can

bypass those dialog boxes.

Consider the risks before you decide to bypass either of these dialog
boxes.

Pressing Ctrl+Alt+Delete as required by the Welcome To Windows dia-
log box ensures that the Log On To Windows dialog box that follows is
really the one that’s part of Windows 2000 Professional—and not an
imposter designed to capture your password. Only Windows itself can
respond to the Ctrl+Alt+Delete key combination.

Bypassing the Log On To Windows dialog box means that the system
effectively enters your user name and password when you turn on the
power. Anyone who has physical access to your computer can then
log on as “you” and have access to all computer resources that you
normally have. '

To bypass the Welcome To Windows dialog box (the one that asks you to press

Ctrl+Alt+Delete):

1. In Control Panel, open Users And Passwords.

2. On the Advanced tab of the Users And Passwords dialog box, clear the Require

Users To Press Ctrl-Alt-Delete Before Logging On check box.

To bypass the Log On To Windows dialog box (the one that asks for your user name

and password): ‘

1. In Control Panel, open Users And Passwords.

Setting Startup Options




2. On the Users tab, clear the Users Must Enter A User Name And Password To
Use This Computer check box and click OK.

Note This check box does not appear if your computer is part of a domain. Only
computers that are not connected to a network or are part of a workgroup
can bypass this dialog box. Domain users must enter a user name and
password, even to log on locally.

The Automatically Log On dialog box appears.

3. Type the user name and password for the account that you want to be logged
on each time you start your computer.
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Note

Bypassing the Log On To Windows dialog box obviates the need to press
Ctrl+Alt+Delete, so Windows automatically skips the Welcome To Win-
dows dialog box when you choose this option.

Customizing the Logon Screen

The logon screen—the one that appears while the Welcome To Windows and Log
On To Windows dialog boxes are displayed—is rather mundane. You're free to
change the colors, wallpaper, and screen saver that appear at this time. However,
Windows provides no easy or intuitive way to change these elements; you must
edit the registry. For information about editing the registry, see Chapter 39, “Working with
the Registry.”

¢ To set the colors of the desktop, title bars, buttons, and so on, set values in the
HKU\.Default\Control Panel\Colors key. To set fonts, border sizes, and so on,
set values in HKU\.Default\Control Panel\Desktop\WindowMetrics.

¢ To specify the wallpaper, set the Wallpaper and TileWallpaper values in
HKU\.Default\Control Panel\Desktop.

¢ To enable a screen saver, in the HKU\.Default\Control Panel\Desktop key, set
ScreenSaveActive to 1, set ScreenSaveTimeout to the number of seconds before
the screen saver kicks in, and set the Scrnsave.exe value to the file name of the
screen saver you want. (The screen savers included with Windows 2000, which
have an .scr file name extension, are stored in %SystemRoot% \System32. You
- don’t need to include the path if your screen saver is in this folder.) To set its
parameters, set values in the HKU\.Default\Control Panel\Screen Saver.name
key, where name is the name of the screen saver.

In addition to defining parameters for the logon screen, the HKU
\.Default key provides the initial parameters for all new user accounts that
you create.

Some of these settings are rather mysterious. In particular, the color settings, which
are string values comprising decimal representations of the red, green, and blue
component values, are difficult to visualize using a registry editor alone. Fortunately,
you can use an easier way:

1. Using the Display Properties dialog box (right-click the desktop and choose Prop-
erties, or open Display in Control Panel), configure your own desktop the way you
want the logon screen to appear. Use the Appearance tab to set colors, the Back-
ground tab to set wallpaper, and the Screen Saver tab to configure a screen saver.
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2, Open Regedit.exe (not Regedt32.exe). Navigate to \HKCU\Control Panel—the
repository for your own Control Panel settings. Then select the key that con-
tains the information you modified in the Display Properties dialog box—
Colors for color settings, or Desktop for font, wallpaper, and screen saver
settings. (If you made changes to Colors and Desktop, you'll need to repeat this
and the following steps; working with these two keys separately is easier and
safer than also copying their containing folder, which also contains numerous
other settings that you might not want copied to the default profile.)

3. Choose Registry | Export Registry File and provide a file name. Be sure that
Selected Branch is selected and that it shows either HKEY_CURRENT_USER
\ Control Panel\Colors or HKEY_CURRENT_USER\Control Panel\Desktop.
Click Save to save the registry branch as a text file with a .reg extension.

4. In a Windows Explorer window, right-click the new .reg file and choose Edit,
which opens the file in Notepad.

5. InNotepad, change each occurrence of the key name HKEY_CURRENT_USER
to HKEY_USERS\ .Default. (If you exported the Desktop branch, you might also
want to remove all values except those associated with your desired font,
wallpaper, and screen saver settings.) Save the file.

6. Back in Explorer, double-click the revised .reg file. Doing so merges the entries
into the registry.

7. Log off to see the effects of your changes.

' Troubleshooting
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Setting Logon Security Options

A number of local security policies affect the appearance and capabilities of the logon
screen. These local security policies are part of the local Group Policy object, and you
can set them using either Local Security Policy (Secpol.msc) or Group Policy
(Gpedit.msc). (In the steps that follow, we chose Local Security Policy simply because
it provides a shorter path to the settings we want to change.) To make any of these
changes—in fact, even to launch either console application—you must be logged on
as a member of the local Administrators group. For more information about policies,
see Chapter 18, “Using Group Policy.”
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i Warning i Don’t use a registry editor to make these changes, even though these
policy settings are stored in the registry. Whenever Windows provides

a method for making changes through consoles, Control Panel, or other
programs, use that method instead of editing the registry directly; it’s
much safer (and usually easier).

You might want to change one or more of the following policies:

* Do Not Display Last User Name In Logon Screen. Ordinarily, when the logon

screen appears, it shows the name of the last user who successfully logged on.
This is the best setup for computers that are normally used by only one per-
son, for it means that person doesn’t have to type his or her user name at
every logon. For security reasons, you might want to enable this policy, thereby
leaving a blank User Name field in the Log On To Windows dialog box.

Allow System To Be Shut Down Without Having To Log On. By default, the
Log On To Windows dialog box includes a Shutdown button. (It appears only
when you click Options >> to expand the dialog box.) Clicking the button shuts
down the computer. If 'you enable this policy, the button is dimmed, which

. allows only a user who successfully logs on to shut down the computer. (And

through another policy—the Shut Down The System policy in Security
Settings\Local Policies\User Rights Assignment—you can specify which
logged-on users are allowed to shut down the computer.)

Disable CTRL+ALT+DEL Requirement For Logon. When enabled, this policy
bypasses the Welcome To Windows dialog box—the one that asks you to press
Ctrl+Alt+Delete to log on—and displays the Log On To Windows dialog box
on the logon screen. Your setting here, if any, overrides the setting you make
in Users And Passwords.

Message Text For Users Attempting To Log On and Message Title For Users
Attempting To Log On. These policies set the body text and title bar text for a
message box that appears before the Log On To Windows dialog box is dis-
played. This feature is intended for legal notices—such as a warning to users
about the consequences of misusing company information or to inform them
that their actions may be monitored—but you might find a more innocuous
reason to use it. Note that you must provide both message text and message
title, or the message box doesn’t appear.

To modify any of these policies:

1.

In Control Panel, choose Administrative Tools | Local Security Policy to open
the Local Security Settings console. (Alternatively, use the Start | Run com-
mand to launch Secpol.msc.)

. In the console tree, go to Security Settings\Local Policies\Security Options.
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3. Double-click the policy you want to change. See Figure 2-3.

Nm Rely ondefau.. None. Rely on defau...
No defined Not defined

Enabled ... Enabled

Policy Setling i i

aAHow server operators to schedule L..

({8 Account Policies
SﬂAllow system to be shut down witho.

E] {32 Local Policies
-8 Audit Policy
@ User Rights Assigs uﬂAmount of idle tim
e

Figure 2-3
You can reach the same set of local security policies
through Local Security Policy (shown here) or Group Policy.

Setting Up Recovery Console.

,.X;

Recovery Console is a command-line console that can help you restore your system
to working order if it doesn’t start up properly. With Recovery Console, you (assum-
ing that you're a member of the Administrators group) can access files and folders on
your hard drives, format drives, start and stop services, replace corrupt files, and so
on. We take up the topic of using Recovery Console in greater depth in Chapter 42, “Trouble-
shooting.” Before you need to use Recovery Console, however, setting it up on your
system so that it’s an option on your boot menu is a good idea. Then when trouble
comes knocking, you'll be prepared. To set up Recovery Console, you'll need to run the
Windows 2000 Professional Setup program, Winnt32.exe (on the Windows 2000 Pro-
fessional CD in the \1386 folder), with the /Cmdcons switch. The easiest way: go to Start
| Run and type d:\I386 \winnt32.exe /cmdcons (modifying the path as necessary for your

purposes). The next time you start your computer, you'll have a new entry on the boot
menu. Try it; type help at the command prompt to see what commands are available.

Booting from Floppy Disks

42

In earlier versions of Windows (not Windows NT) and MS-DOS, you could create
a bootable floppy disk. This allowed you to start your computer and get to an
MS-DOS prompt—without invoking Windows or any of the other drivers or pro-
grams that normally start when you boot from your hard drive. One use, in fact,
was to boot your computer when files on your hard disk were corrupt; you could
use MS-DOS-based utilities to try to recover data from the hard disk and restore it
to working condition.
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The Recovery Console provides similar capabilities for restoring corrupted files.
Certain conditions, however, render even the Recovery Console impotent, and your
best recovery tool is a startup floppy disk. If your computer can’t even begin the boot
process (that is, you never get to the boot menu or the progress bar at the bottom of
the screen), you might have one of the following problems, which can often be solved
with the help of a startup floppy disk:

¢ Corrupted MBR

¢ Corrupted boot sector

¢ Certain virus infections

¢ Missing or corrupt Ntldr or Ntdetect.com

¢ Incorrect, missing, or corrupt Ntbootdd.sys (which is a renamed copy of the

device driver for your computer’s SCSI controller)

A startup floppy disk uses the files on the floppy disk to initiate the startup process,
but the process still ultimately goes to the Windows 2000 files on your hard disk.
Fitting a working version of Windows 2000 on a floppy disk—or even a stack of
floppy disks!—is not possible. :

- lems, press F8 during startup t
- Last Known Good Configuration

Troubleshooting ~
A startup floppy disk won’t help with corrupted dev1ce drivers that prevent startup
or with startup problems that occur after Ntldr starts To work around these prob-
i ced Optlons menu and choose

Creating a Startup Floppy Disk

A startup floppy disk needs only three (or, in some cases, four) files:

e Ntldr
¢ Ntdetect.com
¢ Boot.ini

e Ntbootdd.sys (necessary only if the signature() or scsi() forms are used in
Boot.ini, which occurs when Windows 2000 is installed on a SCSI drive and the
SCSI BIOS is disabled) '

If your system is set up for dual booting with MS-DOS or Windows 9x,
you can retain that capability on your startup floppy disk by also includ-
ing these files: Autoexec.bat, Bootsect.dos, Command.com, Config.sys,
lo.sys, and Msdos.sys.
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If you're smart, you'll create a startup floppy disk while your computer is working
properly. In that case, you can simply copy the files from the root folder of your
computer’s system drive to a formatted floppy disk. (You'll need to set Folder Op-
tions to display protected operating system files in order to see these files in Win-
dows Explorer.) Be sure that the floppy disk is formatted by Windows 2000 or
Windows NT so that it has the correct partition boot sector.

If you're like most of us—the idea of creating a startup disk occurs after you have a
problem that requires it—you can still create a startup floppy disk. It’s just a little
more difficult. You can copy Ntldr and Ntdetect.com from the \I386 folder of the
Windows 2000 Professional CD. You can copy Boot.ini from another system that
works—you might need to edit it to match your computer’s disk configuration—or
you can create it from scratch, using Notepad or another text editor. This chapter
explains the format of Boot.ini and ARC pathnames, but you still need to know how
your disk is configured. Getting Ntbootdd.sys is also problematic: you need to know
the name of the driver file for your SCSI controller. (Some are intuitive, like
AHA154X.sys for Adaptec AHA-1542 controllers, but many are not. The easiest way
to find the correct driver file name is while your system still works: you can find it
in Device Manager by displaying the properties dialog box for the controller, click-
ing the Driver tab, and clicking Driver Details.) After you know the file name, you
can expand the file from the \1386 folder on the CD (assuming that it’s a driver that
ships with Windows 2000) to the floppy disk and then rename it to Ntbootdd.sys.
Use the Expand command, which is also in the \1386 folder. In a Command Prompt
window, navigate to that folder and enter these commands, substituting the name
of your driver file for ahal54x:

expand -r ahalb4x.sy_ a:\
ren a:\ahal54x.sys ntbootdd.sys

Now wouldn't it have been easier to make a startup floppy disk while your system
was working?!

Using an MS-DOS Startup Floppy Disk

You can always start your computer using a startup disk that you create from MS-
DOS or Windows 9x. This will get you to the timeworn A:\> prompt. What you can
do from that point, however, depends on the format of your hard drives, the con-
tent of your startup disk, and the configuration of your computer.

If your hard drives are formatted as FAT or FAT32, you can read and modify their
contents just as you could in Windows 9x. (It wouldn’t be accurate to state without
qualification that you can read and modify any FAT-formatted partition, because
it depends on which version of MS-DOS you're using and the level of BIOS support
for your hard drive. If you're trying to read a huge hard drive that you’ve installed
in an old computer, it probably won’t work. Also, you can’t access dynamic disks—
regardless of their format—with any operating system other than Windows 2000.)
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If your hard drives are formatted using the NTFS file system—the recommended
format for Windows 2000 use—you won'’t be able to read them using MS-DOS
alone. Third-party solutions are available that let you read and write to NTFS
partitions from MS-DOS. Systems Internals (www.sysinternals.com) offers several
versions of a program called NTFSDOS, including a freeware version that can read
(but not write to) NTFS partitions.

Warning  Tools such as NTFSDOS can be lifesavers when you’re trying to recover
files from a corrupted disk, or even when you just want the convenience
of accessing your NTFS partitions from Windows 9x. However, they also
present a potential security risk. With these tools, no password is required
to access any file. Therefore, if you're concerned about a snoop examin-
ing (or stealing) your files and your computer is not in a secure location,
you should take the following precautions:

* Remove all operating systems except Windows 2000 or Windows
NT from your hard drive.

* Inyour system BIOS, set the boot order so that the hard disk is first
in the boot sequence.

¢ Inyour system BIOS, set a password that prevents unauthorized
users from changing BIOS settings.

¢ Use encryption for your most sensitive files; NTFSDOS and simi-
lar tools can’t read encrypted files. For information, see Chapter 33,
“Using Encryption.”

An MS-DOS startup floppy disk is likely to have other limitations as well:

¢ Without proper drivers, you might not be able to access your CD drive.
¢ Without proper drivers, you might not be able to access your SCSI drives.
¢ Without proper drivers, you won’t be able to access your network.

¢ Even programs such as NTFSDOS can’t access fault-tolerant or multivolume
drives, including volume sets, mirrors, and stripe sets. For information about these
features, see Chapter 12, “Managing Disks.”

The bottom line: whether you're using a Windows 2000 startup floppy disk or an
*MS-DOS startup floppy disk, it’s important to create it and test it before you need it
to repair an ailing system. ‘
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Microsoft Windows 2000 Professional includes dual boot capability, which allows
you to install two or more operating systems on your computer and then select which
one you want to use when you start the computer. (In fact, because it allows you to
install more than two operating systems, this capability is sometimes called multiboot
or multiple booting.) Why would you want to do this?

* You might want to use an application that doesn’t run properly in Windows
2000. For example, many games—particularly older ones—run better in Win-
dows 98 or even MS-DOS.

* Youmight need to support or test applications in different environments. If you
develop applications, for example, you’ll want to test them in each environment
that your customers will use.

* You’'re afraid to take the plunge into a new operating system, and you want to
keep the old one around as a security blanket.

In this chapter, we explain what you need in order to use dual booting and how to
set up your computer to work with multiple operating systems. We also show you
how to remove an operating system if you find that you no longer need it. Finally,
we look at some alternatives to the Windows 2000 boot manager.
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Understanding How Dual Booting Works

48

The boot manager in Windows 2000 Professional supports booting from the follow-
ing operating systems:

e MS-DOS

¢ Windows 95 or Windows 98 (but not both)
¢ Windows NT (multiple copies)

¢ Windows 2000 (multiple copies)

In Chapter 2, we explained the startup process and the role of Ntldr in displaying
the boot menu. (See “Overview of the Startup Process,” page 33.) The boot menu, shown
in Figure 3-1, derives its choices from data in Boot.ini. When you choose Windows
2000 (or Windows NT, which relies on the same startup process) from the boot menu,
Ntldr executes Ntdetect.com, which eventually launches Windows 2000 (or Win-
dows NT) from the partition pointed to by the Boot.ini entry you chose. (Boot.ini
specifies the partition by its disk signature and partition number, which allows you
to have multiple installations of Windows 2000 and Windows NT.)

Please select tle operating system teo stari:

Microsoft Windows 2888 Profes:
Microsoft Hindows 98

Jse * and - to move the highlight to your chodce; . - -~ - - .. ovw
IPress Enter to choose.

[Seconds wntil highlighted choice will be started antomatically: 22

[For troubleshoeting and advanced startup options for Hindows 2088, press F8.

Figure 3-1 ‘
The boot menu lets you choose which operating system to use when you start your computer.

When you choose MS-DOS, Windows 95, or Windows 98, the boot manager does
something completely different. Instead of executing Ntdetect.com, Ntldr reads the
contents of Bootsect.dos into memory and performs a warm reboot. The computer
then executes the code in Bootsect.dos as if it were contained in the master boot
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record. That code continues the normal MS-DOS boot process, which loads Msdos.sys
and Jo.sys. This process is used by Windows 9x as well as by MS-DOS. Because the
Windows 2000 boot manager looks for Bootsect.dos only in the root folder of the
system partition (the first partition on the first hard disk, more commonly known
as drive C), it supports only one instance of M5-DOS, Windows 3.x, or Windows 9x.
However, because Windows 9x has its own dual boot capabilities, you can choose
Windows 9x from the Windows 2000 boot menu, and then choose Previous Version
Of MS-DOS from the Windows 9x boot menu. For more information, see “Dual Boot-
ing with MS-DOS (and Windows 3.x),” page 53.

System Partitions and Boot Partitions
Contrary to what common sense would tell you, the system partition has boot files,
and the boot partition has system files. Don’t ask why.

The system partition is the active partition, which is normally the first primary par-
tition on the first hard disk. It contains the files necessary to boot Windows 2000 or
another operating system.

The boot partition is the partition.that co
(in other words, the parti if
called \Winnt). The boo
doesn’t need to be.

1 can bﬂe‘;‘the same as the system partltmh u

For more information about partitic Sg?Chapter 12, “Managing Disks.”

Understanding the Limitations of Dual Boot Setups

Making it possible for different generations of operating systems to coexist on a
computer was not an easy task for Microsoft. Over the years, hardware has changed
significantly (remember when the first hard disks came out, with a capacity of 10
MB?!), and operating systems have evolved to keep pace. This evolution has resulted
in some incompatibilities between systems, which you must consider when you set
up a dual boot system.

Using Compatible File Systems

Although Windows 2000 can read and write disks that are formatted in the NTFS,
FAT16, and FAT32 file systems, other operating systems cannot. Table 3-1 shows file
system compatibility for each of the dual boot operating systems. For more informa-
tion about file systems, see “Selecting a File System,” page 539.
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Table 3-1. File System Compatibility

MS-DOS, Windows 3.x Yes No No*

Windows 95 (versions 4.00.950 Yes - No No*
and 4.00.950A; the latter is also
known as SP1, OEM Service

Release 1, or OSR 1) )

Windows 95 (all later versions) Yes Yes No*
Windows 98 - Yes Yes No*
Windows NT Yes No* Yes
Windows 2000 Yes Yes Yes

*This operating system doesn’t include native support for this file systefn, but you can obtain third-
party software that lets you read (and, in some cases, write to) drives with this format. Systems
Internals (www.sysinternals.com) offers several programs that let you use otherwise inaccessible
drives, including NTFSDOS, NTFS for Windows 98, and FAT32 for Windows NT 4.0.

The limitations created by the file compatibility issue have two ramifications:

~ » Each operating system must be installed on a partition that’s formatted with
one of the file systems compatible with that operating system.

* When you boot into an operating system, it can read only the partitions that
are formatted with a compatible file system.

Both of these restrictions seem obvious enough, but they mean that setting up dual
boot requires some advance planning. Of course, you must place all files that you
need to use while you're booted into a particular operating system on a partition with
a compatible format. But you also need to be aware of how each operating system
assigns drive letters to partitions as it starts up. (For information about how Windows 2000

" enumerates drives, see “ Assigning a Drive Letter or Drive Path,” page 215.) Windows 9x, for

example, does not reserve a drive letter for an NTFS-formatted partition; it’s as if the
drive doesn’t exist. If you have CD-ROM drives or other partitions after the NTFS-
formatted partition, those drives will have different drive letters when you boot into -
Windows 9x than when you boot into Windows 2000. This might not have any adverse
affects. But if you have a document containing links to other files, and those links
contain drive letters in their path information, the links will be broken except when
you use the same operating system in which you created the linked document. Older
programs that rely on private .ini files are also heavily dependent on consistent appli-
cation of drive letters. (Registry entries that contain drive letters, while much more
common, are actually less problematic because each operating system must main-
tain its own separate registry.)
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Warning

Installing Each Operating System on a Separate Partition

The setup programs for all versions of Windows (including Windows NT and Windows
2000) let you install a new operating system on any partition, including one that already
contains an operating system. We implore you: install each operating system on a sepa-
rate partition! Doing otherwise is not worth the hassles that are bound to crop up later.

The biggest problem with installing multiple operating systems on a single partition
arises with applications, many of which reside in the \Program Files folder on the boot
partition (the partition where the operating system is installed, typically in the
\Winnt or \Windows folder). Setup routines for some programs allow you to choose
an alternative installation folder; many do not. You’ll need to install each applica-
tion separately from each operating system. (In other words, if you have Windows
9x and Windows 2000 on the same partition, you need to install each application two
times: once from Windows 9x and once from Windows 2000.) This is also true if you
install on different partitions, but in that case, you aren’t installing each copy to the
same location, which can cause problems such as these:

¢ Programs that have different versions for Windows 9x and Windows 2000 (or
Windows NT) might not work because the installation from one operating
system overwrites files that are needed to run the program in the other oper-
ating system.

* DPreferences, options, and settings you’ve chosen in one operating system don’t
show up when you use the other operating system because each stores its own
registry entries.

¢ If you uninstall an application, its entries still show up on the Start menu, on
the Add/Remove Programs list, and throughout the registry of the other operat-
ing system—yet the program files are gone.

You might encounter still other problems with multiple operating systems on a single
Eartition. If you're thinking about calling Microsoft Product Support Services for help
with such problems, don’t get your hopes up. Microsoft does not support such instal-
lations. That alone should be a clear indication that it’s not a good idea!

One final argument in favor of separate partitions: if you decide to delete an operating
system from your dual boot system—whether it’s Windows 2000 or another oper-
ating system—you'll find that it’s much easier if each one is on a separate partition.

Although we recommend that you use separate partitions for each operating system,
there’s no reason you can’t share data on a common drive that’s available to all operat-
ing systems. In fact, you might want to change the target folder location of your My
Documents folder in each operating system so that it points to the same folder.

If you plan to share your Outlook Express data among multiple operat-
ing systems, be sure to use the same version of Outlook Express on each
operating system.
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Working Around the Limitations

If you're trying to adapt a system that already has one or more operating systems
installed, it might not be feasible to change its partition layout or file systems. But
if it’s at all possible, here’s the best way to set up a system for dual booting:

1.

Set up enough drives (or partitions) so that you have one for each operating
system you want to be able to boot. From MS-DOS (or from a Windows 9x
startup floppy disk), you can use the Fdisk program to partition your drives.
(Note, however, that Fdisk’s capabilities are limited to destructive deletion of
existing partitions and creation of new, blank partitions. If you need to resize
a partition that holds existing data, you must back up all the data, delete the
partition, create a new partition and format it, and then restore the data. Alter-
natively, you can use a third-party partition manager, such as PartitionMagic
from PowerQuest.) From Windows NT or Windows 2000, you can use Disk
Management to partition your drives. Its limitations and workarounds are simi-
lar to those for Fdisk. For details, see Chapter 12, “Managing Disks.”

Format the system partition (drive C) using a format that can be read and writ-
ten by all operating systems you plan to install. (Refer to Table 3-1, page 50.) If
you're going to use any operating systems other than Windows NT and Win-
dows 2000, this means that the system partition should use FAT format.

The Fdisk program included with versions of Windows that support
FAT32 asks whether you want to enable large disk support:

Your computer has & disk larger than 512 MB. This version of Hindows
includes improved support for large disks, resulting in nore efficient
use of disk space on large drives, and allowing disks over 2 OB to be
formatted as a single drive,

IHPORIANT: If you evable large disk support and create amy new dvives on this
disk, you uill not be able to access the new drive(s) using other operating
systems, including some versions of Hindows 95 and Hindows NT, os well as
earlier versions of Hindows and MS-00S. In addition, disk atilities that

were wot designed explicitly for the FAT32 file system will wot be able

to work with this disk, I pou need to access this disk with other operating
systens or older disk wtilities. de nut evable large drive support

Do you wish to enable large disk support (Y-H)
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Answer No if you plan to install an operating system that doesn’t sup-
port FAT32 (MS-DOS, early versions of Windows 95, or Windows
NT). Your choice here determines whether the Format command
applies the FAT16 format (if you answer No) or the FAT32 format (if
you answer Yes).

3. Format each additional partition using a format that’s compatible with the
operating system you plan to install there and with any other operating sys-
tems that must access the partition. (Note that you can format a partition as part
of the Windows 2000 or Windows NT setup process. For Windows 9x instal-
lations, you should format before you run Setup.) To minimize the effect of
shuffling drive letters, consider using FAT for the lowest numbered partitions
and NTFS only for the highest numbered partitions. You might want to con-
sider using FAT for all partitions on a dual boot system, which means that all
operating systems can access all drives and that the drive letters will be the same

in each operating system. However, this approach sacrifices the benefits of |

NTFS. For more information, see “Selecting a File System,” page 539.

Adding an Operating System

Note

It's possible to install operating systems in any order, and we explain how to do that
in this section. Ideally, however, you should install the operating systems you want
in the following order. It's much easier and less trouble prone.

MS-DOS

Windows 95 or Windows 98

Windows NT

. Windows 2000

Dual Booting with MS-DOS (and Windows 3.x)

If you already have MS-DOS installed, it’s a simple matter to install Windows 2000
for dual booting. From the MS-DOS prompt (or from Windows 3.x), run \I386
\Winnt.exe (not Winnt32.exe) to start the Setup program. That’s it.

powop o

" Because Windows 3.x is, in effect, a program that runs under MS-DOS,

we don't treat it separately.

Because MS-DOS (and even Windows 3.x, as long as you don’t install Windows 2000
to the \Windows folder) doesn’t share any folders with Windows 2000, the two op-
erating systems can safely coexist on the same partition. This is the one exception
to the limitations described earlier. Even in this case, however, you might want to
consider separate partitions for M5-DOS and Windows 2000. Why? If you plan to
upgrade your MS-DOS or Windows 3.x to Windows 9x, it will then need to beon a

separate partition. _ ) .
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Installing MS-DOS After Windows 2000 Is Installed

Adding MS-DOS to a system that’s already running Windows 2000 is much trickier—
and generally not worth the effort. You'll need to install MS-DOS (by using its setup
program) or use the Sys command from an MS-DOS boot floppy disk. Either way,
you’ll wipe out the Windows 2000 boot sector—and, possibly, the master boot
record—which you’ll then need to restore. (For details, see “Recovering the Windows
2000 Boot Loader,” page 56.) Then you'll also need to edit Boot.ini to add this line to
the [operating systems] section:

C:\="MS-DOS™

Using Other Ways to Boot to MS-DOS

If you have installed Windows 9x to dual boot with Windows 2000, you can use the
Windows 9x dual boot capability to launch MS-DOS. When the Windows 2000 boot
menu appears, select Windows 95 or Windows 98 and press Enter. Then press F4
to boot into MS-DOS. (As an alternative to F4, you can press F8 to display the Win-
dows 9x startup menu. Then select Previous Version Of MS-DOS.)

To enable booting to MS-DOS from Windows 9x, the [Options] section
of Msdos.sys (a hidden, read-only file in the root folder of drive C) must
contain this line:

BootMulti=1

If you often switch among Windows 2000, Windows 9x, and MS-DOS, you can set
up a true triple boot system that has all three choices on the initial Windows 2000
boot menu. The details of that setup are documented in Microsoft Knowledge Base
article Q157992, which you can find on the companion CD.

If you need to boot into MS-DOS only rarely, the simplest and most effective way
might be to avoid installing MS-DOS on your hard drive altogether. Instead, use an
MS-DOS boot floppy disk whenever you want to boot into MS-DOS. (Of course,
you'll still need to use FAT16 for any hard disk partitions that you want to be able
to use while you’re running MS-DOS.)

Dual Booting with Windows 9x

The ideal setup for dual booting Windows 9x and Windows 2000 is to install Windows
9x on drive C and then install Windows 2000 on drive D (or any other partition). If
you do it in that order and in those locations, life is easy. For information about install-
ing Windows 2000 in this fashion, see “Installing Windows 2000 on a Computer with
Another Operating System,” page 59.

If, on the other hand, you feel compelled to install Windows 9x after you have installed
Windows 2000, you've got your work cut out for you. Installing Windows 95 overwrites
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the Windows 2000 boot sector with its own boot sector, which prevents you from
booting into Windows 2000 (or anything else managed by the Windows 2000 boot
manager). The Setup program for Windows 98 is supposed to recognize the Win-
dows 2000 (or Windows NT) boot sector, leaving it in place, and politely add itself
to the Windows 2000 boot menu. However, while testing various scenarios for this
book, we had some Windows 98-over-Windows 2000 installations go without a hitch
and had others end up with a system that would boot only to Windows 98. So
whether you're installing Windows 95 or Windows 98, you should be prepared to
repair the boot sector, as explained in the accompanying sidebar, “Recovering the
Windows 2000 Boot Loader.” This is the procedure for installing Windows 9x:

1. Besure that you have an up-to-date Emergency Repair Disk for your Windows
2000 installation. Better yet, make a new one right now. (Go to Start | Programs
| Accessories | System Tools | Backup | Emergency Repair Disk.)

2. Besure that drive C is formatted with a compatible FAT file system (FAT16 for
early versions of Windows 95; FAT16 or FAT32 for all others). And if Windows |~
2000 is installed on drive C, be sure to have another drive that’s formatted with
a compatible FAT file system; this is. where you'll install Windows 9x.

3. Install Windows 9x. Note that you can’t run the Setup program for Windows
9x from Windows 2000. If you have a setup boot floppy disk (provided with
some OEM versions of Windows 9x), you can use it to boot the computer and
launch Setup from the CD-ROM. Alternatively, you can boot to MS-DOS (or a
previous version of Windows) and launch Setup from there. o

4. When Setup displays the Select Directory page, select Other Directory and specify
the appropriate drive letter if Windows 2000 is already installed on drive C.

1 Windows 98 Setup

@ Prepating to run
Windows 98 Setup

# Coliecting
infovmation abowt
your compter

-3 b hardware
= and finalizing setting:

@ Estimated time
remaining:

95 minutes
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5. After Setup finishes, reboot your computer. If the Windows 2000 boot menu
appears, you're done! (This will happen only if you're installing Window 98
and you're a little bit lucky.) If your computer immediately boots into Windows
9x, you'll need to repair the boot sector, as explained in the sidebar.

Windous 2888 Professional Setup

Heleone to Setup.
This portion of the Betup progran prepares Hicresoft(R>

Windous 20BBCIMY to vun pn your coemputer.

* To set up Windous 2088 nov, press EHIER.

s+ Yo repair a Mindous 2088 installatien, press B.

* To quit Betwp without installing Uindeus 2808, press F3.

(continued)
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Recovering the Windows 2000 Boot Loader (continued)

To use the emergency repair process, press M (manual repair) and then clear
all selections except Inspect Boot Sector, as shown here:

Windpus 2080 Professional Setup

As part of the repair process, Setup will perform each optional task
selected helou.

To have Setup perform the selected tasks, press EMNTER.

To change the selections, use the UP or DOUN ARROV keys to
select an iten. and then press ENTER.

[ 1 Inspect startup enuirennent
] Ueri

Continue {perfornm

L F3=Quit. ESC=Cancel  ENIER=Belect/Deselec

Follow the on-screen instructions to comp

This process copies the current boot sector to Bootsect.do
the Windows 2000 boot sector. (Therefore, you can also u ,
alost or corrupted Bootsect.dos file. Before you begin the steps ]ust outlined, boot from
an MS-DOS floppy disk and type sys c: to overwrite the Windows 2000 boot sector with -
- the MS-DOS/Windows 9x boot sector. Then follow the steps we described to reverse
- the damage you’ve just inflicted, creating a new Bootsect.dos in the process.)

Regardless of the order in which you install the operating systems, you'll need to
boot into each operating system and then install all the applications you want to use
with that system. Unless you never plan to uninstall a particular application, don’t
point the separate installations to the same folder. Even though it wastes disk space
with duplicate files, you're much better off installing each copy separately. For the
simplest setup, install each application to a subfolder of the \Program Files folder
on the same partition as the operating system from which you're installing.

,ﬂsna"ng a Paglng F||e : i e RN E Tk
- One way you can save disk : space ina dual boot system is to use the same Vlrtual
memory pagmg flle (sometlmes called a swap lee) for each operatmg system Because

(continued)
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:‘ ydows 9x.) The next time you: start Wmdows :9x, 1t’ll use the Wmdows '2000 pagmgt
- file. For more. mformutzon about virtual memory, see Chupter 43. . ,

Dual Booting with Windows NT

Windows 2000 and Windows NT 4 coexist nicely, and you can have multiple installa-
tions of each (as long as each is on a separate partition) if you're so inclined. But before
you add Windows 2000 to your Windows NT system, you must be aware of two gotchas:

* If you're using NTFS with Windows NT, you must install Service Pack 4 (SP4)
or later before you install Windows 2000. Windows 2000 uses a new version
of NTFS (sometimes called NTFS 5) that adds features such as disk quotas and
encryption. The original release of Windows NT can’t read or write this new
version, but SP4 contains an updated Ntfs.sys driver that enables Windows NT

‘4 to read and write to NTFS 5 volumes. (The new features are unavailable from
Windows NT, however.) When you install Windows 2000, it converts all
mounted NTFS volumes to the new format.

* If your computer is a member of a domain, each installation of Windows NT
and Windows 2000 must use a different computer name. The computer account
on the domain controller associates the computer name with each installation’s
unique security identifier (SID). As a security measure, the domain controller
refuses entry when a logon request comes from a SID that’s different from the
one associated with that computer name in its security database. You simply
need to create a computer account—with a different computer name—on the
domain controller for each Windows NT /2000 installation that will participate
in the domain.

Importing Complex Disk Configurations

If you install Windows 2000 on a system that already has Windows NT installed and
if the system has existing volume sets, stripe sets, stripe sets with parity, or mirror
sets, you must import the disk configuration so that Windows 2000 can access those
volumes. To do so, follow these steps:
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1. In Windows NT, use Disk Administrator to save the disk configuration to a
floppy disk. (In Disk Administrator, choose Partition | Configuration | Save.)

2. After you install Windows 2000, use Disk Management to import the configu-
ration. (In Disk Management, choose Action | Restore Basic Disk Configuration.)

Installing Windows NT After Windows 2000 Is Installed

Because of the lack of NTFS 5 support in the original version of Windows NT, adding
Windows NT to a system that already has Windows 2000 installed is a little trickier. The
system partition must be formatted as FAT16, and you must install to a FAT16 parti-
tion; as shipped, Windows NT doesn’t support FAT32 or NTFS 5. To install Windows
NT, run Winnt32.exe from the SP4 (or later) CD—not from the Windows NT CD. After
installing Windows NT and applying the service pack, you can also convert any or all
of the FAT16 partitions to NTFS by using the Convert command. (At a command
prompt, type convert d: [fs:ntfs, where d is the letter of the drive you want to convert.) |

Installing Windows 2000 on a (:omputer with Another
Operating System

You’ve made the wise choice: you installed your other operating system(s) before
installing Windows 2000. Now choosing to install Windows 2000 as an additional
operating system (instead of upgrading your current one) is a simple matter of
making a few selections in the Windows 2000 Setup Wizard.

Start Setup from your existing operating system. Then, on the Welcome page (see
Figure 3-2), select Install A New Copy Of Windows 2000 (Clean Install). On the Select
Special Options page, click Advanced Options (see Figure 3-3), and then select I Want
To Choose The Installation Partition During Setup. After that, it should be clear sailing.

Welcome to the Windows 2000
Setup Wizard

‘What do you want to do?

¢ Upgrade to Windows 2000 IHecommended]

If you upgrade, your current operating system is
replaced, but your existing settings and installed
programs ate not changed.

& linstall a new copy of Windows 2000 (Clean Install}

If you install a new copy, you must specify new
settings and reinstall your existing software. You can
use multiple operating systems on your computer.

To continue, click Next.

Figure 3-2
To set up Windows 2000 for dual booting, you must select Clean Install.
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Select Special Dptions
‘You can customize language, installation, and accessibility options for Setup.

Figure 3-3
Selecting the second check box in the Advanced Options dialog box ensures that you retain control
over where Windows 2000 is installed.

Removing an Operating System

60

So you no longer play the game that required Windows 98. (Or maybe the game now
offers Windows 2000 support.) Or the folks you support have all migrated to Windows
2000, so you no longer need to test in other environments. Or, after a fastidious
evaluation of different operating systems, you've decided on one (we hope it's Win-
dows 2000!), and you want to jettison the other. No problem.

The easiest way to remove any operating system from a dual boot system is to delete .
its entry from Boot.ini. Then boot into a remaining operating system and delete the
files related to the operating system you want to remove. Or, for a more aggressive
approach, you can format the partition of the operating system you removed from
Boot.ini.

Removing Windows 9x or MS-D0S

Depending on how Windows 9x or MS-DOS was installed on your computer, you
might have an uninstall option, which is intended to restore your computer’s pre-
vious operating system, whatever that was. Forget about it. The uninstall option is
unlikely to work properly, and it is likely to mess up your Windows 2000 configu-
ration. (If you ignore our advice and proceed with the uninstall option, be sure to
have an Emergency Repair Disk on hand!) If you're trying to remove Windows 9x
or MS-DOS and you want to leave Windows 2000 in place, follow these steps:

1. Boot into Windows 2000.
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2. Edit Boot.ini to delete the C:\="Microsoft Windows” entry in the [operating
systems] section. (The easiest way to open Boot.ini for editing is with the Start
| Run command: simply type c:\boot.ini and click OK.)

3. Remove the files that are used only with the operating system you’re deleting.
This would include everything in the \Windows, \Program Files, and \DOS
folders. Be sure that you're deleting the folders from the Windows 9x parti-
tion—not from the partition for an operating system you plan to keep. And
before you deep-six them, be sure to move any documents or other files you
want to keep. In particular, be sure that you locate the My Documents folder
(which is sometimes located in a subfolder of \Windows\Profiles).

If you're certain that you don’t need any files from the Windows 9x partition [~
(or if you've already moved them to another drive), you can take the scorched |
earth approach and format the partition instead of deleting individual folders
and files. (Don’t format if Windows 9x or MS-DOS was installed on the system
partition, however.)

4. Delete the Windows 9x boot files—Autoexec.bat, Config.sys, Io.sys, Msdos.sys,
and Command.com—from the root folder of drive C. If you don’t plan to rein-
stall any version of Windows 9x or MS-DOS, you can safely delete Bootsect.dos.

Removing Windows 2000 or Windows NT

If you have multiple installations of Windows 2000 or Windows NT, you can delete
any one of them using the same procedure as detailed in the first three steps of the
previous section. (The My Documents folder and other data files that you might want
to keep reside under \Documents And Settings or \Winnt\Profiles; be sure to check
those locations before you begin nuking files and folders.)

If you want to remove all Windows 2000 and Windows NT installations and revert
to Windows 9x or MS-DOS only, the process is actually quite simple:

1. If you want to keep any files that are on an NTES volume, move them to a FAT
volume or other media (such as a Zip disk). Once you carry out the next steps,
you won't be able to access your NTFS volumes.

A

2. Boot from an MS-DOS or a Windows 9x startup floppy disk. \ no+ Win M ;‘j
3. Type sys c: to overwrite the Windows 2000 boot sector.

4. If the operating system you're removing is on a FAT volume and you don’t
want to format the partition, you can remove the \Winnt, \Program Files, and
\Documents And Settings folders after you move any data files you want to
keep. In addition, you can delete the Windows 2000 boot files—Ntldr,
Ntdetect.com, Boot.ini, Ntbootdd.sys, and Bootsect.dos—from the root folder
of drive C.

5. Use Fdisk to delete any NTFS-formatted partitions, and then create new par-
titions in their place. Then format the partitions.
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The Windows 2000 boot manager does a serviceable job in most situations. The following
tools, which are available from other vendors, offer some additional flexibility, con-
venience, and capabilities. For more information about these programs and links to
the vendors, see the companion CD.

Partition Managers

These alternatives to Fdisk let you resize a partition without destroying the data it
contains, and they offer other features (such as converting NTFS to FAT32) as well:

¢ PartitionMagic, from PowerQuest Corporation (www.powerquest.com)

e Partition Commander, from V Communications (www.v-com.com)

Boot Managers

These alternatives to the Windows 2000 boot manager let you install more than one
copy of Windows 9x and provide better support for additional operating systems:

* BootMagic, from PowerQuest Corporation
* BootPart, from Gilles Vollant Software (www.winimage.com/bootpart.htm)

* System Commander Deluxe, from V Communications

Something Completely Different

A company called VMware (www.vmware.com) has created a completely different
alternative that allows you to use multiple operating systems. Their product, also
called VMware, sets up multiple virtual machines within your Windows 2000 host
machine. (See Figure 3-4.) The virtual machine runs in a window (or you can run it
full screen), and it looks and acts just like the real thing—starting with the BIOS
routine that runs when you click the Power On button. It can give you access to all
your computer’s hardware resources, including network cards and CD-ROM drives.
You can even set up an entire “network” of virtual machines on a single computer.
It’s a truly remarkable program, and it seems to work much better than earlier
emulation programs.

The main drawback to this approach is that it’s much slower than running a single
operating system. For that reason alone, it's not an appropriate way to play your
Windows 98 shoot-"em-up games. But it's a great test platform. For example, with -
VMware you can install new applications and test them on a virtual machine—
without any concern that they’ll harm your “real” computer or be impossible to
uninstall if you decide you don’t like them. You can set up a virtual machine so that
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it reverts to its original configuration at the end of each session, which allows you
to test applications on a known configuration. And it’s a nifty tool for book authors:
we used it to obtain seemingly impossible screen captures, such as the boot menu,
the logon screen, blue screens, and so on.

§ Fio Powes Setign Devicet Vew Help

G o (2 oo Q
d Powm O Resst FulSooen Grablept  Suspend

Welcome

Waelcome to the exciting new warld of Windows §
98, where your computer desktop meets the
Internet! O i,

Sit back and relax a3 you take a brief touF of o 4 ;
the options avail screen.

i i
If you want to explgre ion, just c\ic’k it.

& Show this screen each time Windows 98 staits.

smtflmu B & [T AR - Vitwar.., (5 Viw e iV S My Gt [N L/ﬂw 2)2’!“)4
Figure 3-4

VMware runs a virtual machine—which can run any operatmg system—
within a Windows 2000 host.

Hardware Solutions

Yet another way to boot from multiple operating systems is to install each one on a
separate hard drive—and then have a way to select which hard drive you want to
boot from. This is easy to do with removable hard drives; you simply install the hard
drive with the operating system and files you want before you turn on your com-
puter. A number of vendors make removable drive assemblies. With these devices,
you install a drawer with a connector in your computer case. You then install an
ordinary hard drive into a carrier that slides into the drawer.

UniPress Software (www.unipress.com/winux) offers a product called Winux. Winux
is a hard drive selector switch that lets you switch among three bootable drives in-
stalled in a computer. It effectively works like a removable hard drive system; you
select which drive you want before you start your computer, and your other drives
are unavailable. The difference is the convenience of selecting a drive by pressing a
button instead of removing one and sliding in another.

Working with Multiple Operating Systems 63







Part 2

Using Management Tools

Chapter 4 |
Using and Customizing Microsoft Management Console . . . . .. 67

Chapter 5
Monitoring System and Application
Activities with Event Viewer . ........................ 83

Chapter 6 |
Finding Files with the Indexing Service ................. 95

Chapter 7
The Windows 2000 Shell: Beyond the Basics ........... - M7




e e T R
i . FENCELC ST e e L
. . E S e D e
o BN T Rl i
. ; ; . o : PRI T e e e T
Con e TS s s e B SR e e
TsLSENRER R,



Chapter 4

Using and Customizing
Microsoft Management
Gonsole

In This Chapter
Running MMC ConsSO0lES . ...\ttt e e 69
USing MMC CONS0IES ... ii ettt ettt ettt et 7
Creating Your Own MIMG Consoles . ...t e i ieeeeiiienans 73

Microsoft Management Console (MMC) is an application that hosts administrative
tools. If you've explored your system a bit, you’ve probably already encountered
MMC in various contexts. If you've right-clicked My Computer and chosen the
Manage command, for example, you've seen MMC in action hosting a set of tools
known as Computer Management. If you’ve opened Administrative Tools in Con-
trol Panel and checked out some of the options there, you’ve seen some other ex-
amples of MMC.

By itself, MMC performs no administrative services. Rather, it acts as host for one

“or more snap-ins. The snap-ins do the administrative work. MMC’s job is to provide
a certain degree of user-interface consistency so that you or the users you support
see more or less the same style of application each time you need to carry out some
kind of management task.

The combination of MMC with one or more snap-ins is called an MMC console. A
large number of MMC consoles come with Microsoft Windows 2000 Professional.
Because Microsoft is encouraging independent hardware and software vendors to
use MMC for their own administrative tools, you quite possibly have some third-
“party MMC consoles on your system in addition to those that come with the oper-
ating system. Table 4-1 lists the MMC consoles supplied with Windows 2000
Professional. You'll find most of these in your %SystemRoot% \System32 folder.
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Table 4-1. MMC Consoles Included with Windows 2000 -

ndly Nam

ADSI Edit
Certmgr.msc Certificates
Ciadv.msc - Indexing Service
Comexp.msc Component Services
Compmgmt.msc Computer Management
Devmgmt.msc Device Manager
Dfrg.msc Disk Defragmenter
Diskmgmt.msc Disk Management
Eventvwr.msc Event Viewer
Faxserv.msc Fax Service Management
Fsmgmt.msc Shared Folders
Gpedit.msc . Group Policy
Ias.msc Internet Authentication Service
Iis.msc** Internet Information Services
Lusrmgr.msc Local Users And Groups
Msinfo32.msc System Information
Ntmsmgr.msc Removable Storage
Ntmsoprq.msc Removable Storage Operator Requests
Perfmon.msc Performance
Secpol.msc Local Security Settings
Services.msc Services
Sidwalk.msc* SIDWalker Security Manager
Wmimgmt.msc Windows Management Infrastructure

*Installed as part of Windows 2000 Support Tools.

*Installed as part of Internet Information Services.

The creation of snap-ins requires programming expertise and knowledge about
ActiveX (because snap-ins are ActiveX controls). That topic lies beyond the scope
of this book. (You can learn more about programming snap-ins by typing mmc on a
command line, choosing Microsoft On The Web from MMC’s Help menu, and
then choosing either Snap-In Gallery or Product News from the submenu. These
choices take you to Web sites where you can find useful information about snap-in
development.)

You don’t have to be a programmer, however, to make your own custom MMC
consoles. All you need to do is run MMC and add one or more of the snap-ins avail-
able on your system. (You’ll find a list of these in one of MMC'’s dialog boxes.)
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Alternatively, you can customize some of the MMC consoles supplied by Microsoft
or others, simply by adding or removing snap-ins.

Why might you want to do this? Because neither Microsoft nor any other vendor can
anticipate your every need and desire. Perhaps you’d like to take some of the func-
tionality from two or more existing MMC consoles and combine them into a single
console. (You might, for example, want to combine the Fax Management console
with the Event Viewer console, the latter filtered to show only those events gener-
ated by the Fax Service.) Or perhaps you would like to simplify some of the exist-
ing consoles by removing snap-ins that you seldom use.

You also might find MMC customization worthwhile if you support others in your
organization who occasionally need to perform administrative tasks. You can set up
consoles that supply only the functionality that your colleagues need, removing or
disabling components that might distract or confuse. Certain of the snap-ins avail-
able on your system, for example, are designed to administer remote as well as lo-
cal computers. If the user you're supporting needs to be able to administer only his
or her own machine, you might want to create a custom console for that person that -
has remote-administrative capabilities disabled.

In this chapter, we explore MMC’s user interface and the steps required to create
custom MMC consoles.

Running MMC Consoles

Many of the MMC tools provided with the operating system are stored in the Ad-
ministrative Tools folder. To get there, choose Start | Programs | Administrative
Tools, or Start | Control Panel | Administrative Tools.

@ Trouhleshootmg

the appropnate permlssmns ‘

By default, MMC consoles have the extension .msc, and .msc files are associated by
default with MMC. Thus you can run any MMC console by double-clicking its file
name in a Windows Explorer window or by specifying the file name on a command
line—using the Start menu’s Run command, a Command Prompt window, a short-
cut, a batch file, or a script.

MMC consoles can be run in author mode or in three varieties of user mode. Author
mode gives you full access to MMC'’s menus and options. In its user modes, elements
of MMC’s functionality are removed. (To learn about the different user modes, see “Choos-
ing Among MMC's Three User Modes,” page 80.) '
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When you run an MMC console, the console by default runs in the mode in which
it was last saved. But you can always run any console in any mode.

Running a User-Mode Console in Author Mode

To run a console in author mode, right-click its entry in a Windows Explorer
window and choose Author from the shortcut menu. Alternatively, you can run a
console in author mode using the following command-line syntax:

filename.msc /a

where filename is the name of the console file. (You might need to include a path speci-
fication if Windows 2000 can’t find your console file. But most of the consoles
supplied with the operating system are in %SystemRoot% \System32, and you don’t
need to specify a path to execute those.) So, for example, to open Computer Man-
agement in author mode, you could type

compmgmt.msc /a

Running a Console and Specifying a Target Computer

Many of the consoles supplied by Microsoft are set up to operate on the local com-
puter by default, but—provided you have the appropriate permissions—they can
also be used to manage remote computers. To open such a console and specify a
target computer, use this command-line syntax:

filename.msc /computer=computername

For example, to run Computer Management on your local computer and manage .
the computer whose network name is Fafner, you could type

compmgmt.msc /computer=fafner

Be aware that if you use the /Computer switch with a console that has not been set
up to allow remote-computer management, you do not get an error message. Instead,
you simply get the console applied to the default (typically, the local) computer. In
the console tree, you can look at the top-level entry for a snap-in to confirm that
you're working with the right target computer.

Note also that some of the Windows 2000-supplied consoles that are designed to
work with remote as well as local computers include a menu command for connect-
ing to a different computer. The Computer Management console (Compmgmt.msc),

for example, lets you switch from one computer to another while the console is

running. Others, such as Shared Folders (Fsmgmt.msc), can be used with remote
computers, but these consoles manage the local computer unless you specify a dif-
ferent target computer on the command line.
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Using MMC Consoles

Notwithstanding the fact that MMC is intended to provide user-interface consistency
across administrative applications, actual MMC consoles can take on quite a vari-
ety of appearances. Figures 4-1 and 4-2 show rather different-looking examples of
MMC consoles provided with Windows 2000 Professional. Figure 4-1, the System
Information console, includes a window divided into two vertical panes. The
console’s menu includes three commands—Action, View, and Tools—and the
toolbar includes 13 icons. Figure 4-2, the Disk Management console, has a window
divided horizontally, a top-level menu without Tools, and a much smaller toolbar.

Console tree Details pane

em lr formation :
| ] Rliesa "&7'
Ties ] T Mem I [ vaiue s Eie 1 -
2} System Information ] Name (00000000 3Com Megaheltz 10100...
{7 System Summary - Adapter Type Etheinet 802.3
[3 (1 Hardware Resources Service Name EL575ndS
i L) Conflicts/Shaing i ||~ IPAddiess 169.254.160.236
I ~Qoma |1 P subret 255.255.00
. Forced Hardware Default iP Gateway Not Available y
} : DHCP Enabled True i
i ~( 1RQs MAC Address 00:50:04:23:53.67 ¥
{23 Memory || 1RQ Number
£ Components 1/0 Port OxFABO-OXFAFF
®Q Mutimedia
Name 00000001) RAS Async Adapter
Adaptet Type Not Available
Service Name AsyncMac
IP Address Not Available
IP Subnet Not Available
Default IP Gateway Not Available
DHCP Enabled False
MAC Address Not Available

Figure 4-1
Most of the MMC consoles that come with Windows 2000 include a console tree and a details pane.

: Pattition Healthy (Sy... 555 GB
132 D) Partition Basic FAT32 Healthy (Bo... 3.02GB 1.15GB B/X% no

D (E:) Partition Basic FAT32 Healthy 3.02GB 240G8 8% no
= (F) Partition Basic NTFS Healthy 3.03GB 1.63GB 55% no
£ICD704_01 (G:) Patition Basic CDFS Healthy 585 MB oMB 0% no

[Heatthy (System]

CD704_01 (G:)
586 MB CDFS
Health

Flgure 4-2
Some MMC consoles, like this one, bear only minimal resemblance to the one shown in Figure 4-1.
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In short, beyond the presence of an Action menu and a View menu, the consoles
shown in Figures 4-1 and 4-2 bear little resemblance to each other. That’s because
MMC is designed to be extremely flexible. Snap-ins can add elements to the MMC
user interface (the Tools menu in Figure 4-1, for example), and console designers
(including you, of course, if you decide to create custom consoles) can hide or dis-
play UI elements as needs dictate.

Nevertheless, most of the consoles that come with your operating system look some-
what like Figure 4-1, and we can make a few generalizations about their use.

* Using the console tree and the details pane. If the console is divided into panes
vertically, the one on the left is called the console tree and the one on the right
is called the details pane. The console tree functions pretty much the way the
Folders bar in Windows Explorer does. It shows the organization of the con-
sole and allows easy navigation between snap-ins. Outline controls in the con-
sole tree function just the way they do in Windows Explorer. The vertical split
bar between the console tree and the details pane can be dragged to the left or
right, like its counterpart in Windows Explorer.

The details pane shows information related to the item currently selected in the
console tree. In Figure 4-1, for example, Components\Network\ Adapter is se-
lected in the console tree, and the details pane shows the properties of the lo-
cal system’s network adapter.

* Using the action and view menus. The Action menu, if present, provides
comemands specific to the current snap-in. In other words, this is the menu you
use to carry out administrative tasks. The View menu, if present, lets you choose
among alternative ways of presenting information. In many MMC consoles, for

“example, the View menu offers Large Icons, Small Icons, List, and Details com-
mands, just like the View menu in Windows Explorer. The View menu might
also include a Customize command. This command presents the dialog box
shown in Figure 4-3, which allows you, among other things, to hide or display
the console tree. If you're working in relatively low resolution and want more
screen space for the details pane, you might find it useful to suppress the con-
sole tree temporarily.

* Using shortcut menus. Whether or not an Action menu is present, you'll prob-
ably find that the easiest way to carry out an administrative task is to right-click
the relevant item in the console tree and choose an action from the item’s short-
cut menu. That's because the shortcut menu always includes all the actions avail-
able for the selected item. (If you don’t immediately find the command you
need, look for an All Tasks command; the action you want is probably on the
All Tasks submenu.) The shortcut menu also always includes a Help command.
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Figure 4-3
You can use the Customize View dialog box to control various elements of the MMC display.

* Working with content in the details pane. If the details pane provides a tabular
presentation, like the one shown in Figure 4-1, you can manipulate content
using the same techniques you use in Windows Explorer. You can sort by click-
ing column headings, control column width by dragging the borders between
column headings (double-click a border to make a column just wide enough
for the widest entry), and rearrange columns by dragging headings.

To hide or display particular columns, look for a Choose Columns command
on the View menu. Here you can specify which columns you want to see, as
well as the order in which you want to see them.

* Exporting data to text or.csv files. Many of the MMC consoles that come with
Windows 2000 include commands for saving data in their own native formats.
You can save Event Viewer event logs to .evt files, for example, or a system sum-
mary from System Information to an .nfo file. In most consoles that produce
tabular displays, however, you can also use an Export List command to generate
a tab-delimited or comma-delimited text file, suitable for viewing in a word pro-
cessor, spreadsheet, or database program. If this command is available, you'll
find it on the Action menu or any shortcut menu.

Creating Your Own MMC Consoles

Creating your own MMC console or modifying an existing one involves the follow-
ing steps (not necessarily in this order):

* Run MMC with no snap-in, or open an existing MMC console in author mode.
* Display the console tree if it’s not already visible.
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¢ Add folders to the console tree if appropriate for your needs.

¢ Add or remove snap-ins and, if appropriate, extensions (modules that extend
the functionality of snap-ins).

* Add or remove ActiveX controls and Internet links if appropriate.

* Add taskpad views (customized pages that appear within the details pane of
a snap-in) if appropriate.

* Manipulate windows and other display elements to suit your taste.
¢ Add items to the Favorites menu if appropriate.

¢ Name the console and choose an icon for it.

¢ Choose author mode or one of the three user modes.

¢ Further restrict user options if appropriate.

¢ Use the Console menu to save your .msc file.

Running MMC with No Snap-In

To run MMC with no snap-in, simply type mmc on a command line. An empty,
author-mode MMC console appears, looking like Figure 4-4. Note the following;:

* In author mode, MMC includes an additional menu bar (Cbnsole, Window,
Help).

You’ll use this menu bar to build your custom console. If you save the console
in user mode, this top-level menu bar disappears.

* The Console Root window that appears by default is a child window.

MMC is a multiple-document interface (MDI) application, although most of the con-
soles supplied with Windows 2000 do their best to disguise this fact. You can cre-
ate consoles with multiple child windows, and those windows can be max1mlzed
minimized, restored resized, moved, cascaded, and tiled.

Displaying the Console Tree

If the console tree is not visible in the application you're creating or modifying,
choose Customize View from the View menu. In the Customize View dialog box (see
Figure 4-3, page 73), select the Console Tree check box. You can also use this dialog
box to control other elements of the MMC display.
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Figure 4-4
An empty, author-mode MMC console looks like this.

Adding Folders to the Console Tree

If the console you're designing will include several snap-ins, you might want to
consider using folders to create logical subdivisions within your console tree. To see
how folders can be helpful, check out the Computer Management console (right-click
My Computer and choose Manage, or run Compmgmt.msc) included with Windows
2000. Computer Management uses three folders—System Tools, Storage, and Ser-
vices And Applications. These folders allow the user to control the amount of detail
shown in the console tree and simplify navigation from one point in the application
to another. '

To add one or more folders to an MMC console:

1. From the Console menu, choose Add/Remove Snap-In (or press Ctrl+M).

2. Inthe Snap-Ins Added To field of the Add/Remove Snap-In dialog box, choose
the parent of the new folder. (In a brand-new MMC application, this folder must
be Console Root.)

3. Click Add.

4. In the Add Standalone Snap-In dialog box, select Folder and then click Add.
Repeat if you want more folders; then click Close.

5. In the Add/Remove Snap-In dialog box, click OK.

6. In the console tree, right-click the new folder, choose Rename, and supply a
meaningful name.
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Adding Snap-Ins and Extensions

To add a snap-in to your console:

1. From the Console menu, choose Add/Remove Snap-In (or press Ctrl+M).

2, IntheSnap-Ins Added To field of the Add/Remove Snap-In dialog box, choose
the parent of the new snap-in. This folder can be Console Root or a folder that
you've already added.

3. Click Add.

4. Inthe Add Standalone Snap-In dialog box, select the snap-in you want and then
click Add.

If the selected snap-in supports remote management, you might see a dialog
box similar to the one shown in Figure 4-5. Supply the name of the computer
you want to manage. Also select the check box if you want the user of your cus-
tom console to be able to specify the target computer by means of a command-
line switch. (This option is not available for all remote-management snap-ins.)
Then click Finish.

5. When you have finished adding snap-ins, click Close.

6. Some snap-ins come with optional extensions. You can think of these as snap-
ins for snap-ins—modules that provide additional functionality to the selected
snap-in. To add an extension to a snap-in, select it in the Add/Remove Snap-
In dialog box and then click the Extensions tab. There you can select the exten-
sions that you want to use.

1. When you have finished adding snap-ins and extensions, click OK.

Adding ActiveX Controls and Internet Links

The Add Standalone Snap-In dialog box includes the entries ActiveX Control and Link
To Web Address, as well as snap-ins. If you choose ActiveX Control, a new wizard
appears, allowing you to choose and configure the control you want to add. The con-
trol itself arrives in the details pane when you select its name in the console tree.

If you choose Link To Web Address, a dialog box appears that lets you specify a
hyperlink or browse to an Internet resource. The hyperlink you enter does not have
to be a Web URL. It can be another kind of Internet URL (a mailto, for example) or
a link to a local or network folder. If you do specify a Web link, MMC displays the
Web content in the details pane when you select the link in the console tree. If the
item must be downloaded from the Internet, you must already be online; MMC does
not activate a dial-up connection for you. If you specify a local or remote folder,
selecting that folder in the console tree causes MMC to display the folder’s contents
in the details pane.

Part 2: Using Management Tools



Select Comll »

Sefect the computer you want this Snap-in to manage.

This snapin wil always manage:———

- ] ocal computer: [the computer this consale is rurning on}

s Howse., |
"I Allow the .alected computer to be changed when launchmg from the cornmand line. Thm
i only applies if you save the console. :

€ Another computer: |

Figure 4-5
If your snap-in can manage a remote computer, you will see a dialog box similar to this.

Adding Taskpad Views

A taskpad is a customized page that appears within the details pane of a snap-in.
The main value of a taskpad is that it lets you create icons that encapsulate menu
commands, command strings, scripts, URLs, and shortcuts to Favorites items. Fig-
ure 4-6 shows a taskpad view with four such task shortcuts.

[i"Tn My Event Viewer

[ Console Root

=] @ Event Viewer (L
B[ waning 12151999 100303AM
@Winfomation ~ 12/151999  10:0201AM  Tepip None 200 NA A
@ Information 1211511933 10:00:21AM  Browser None 8033 N/A FAF
D infomation 12151939 100021AM Tepip None 202 N/A FAF
2\ Warning 121131983 10:11:52PM Dhep None 1007 N/A CFAE
) Information 127131933 10.1051PM  Tepip None 200 NA FAF
DI i 121131993 10.0545PM Tepip None 4202 NA FAF
()Infumakinn 12/131933  $:58.32PM  eventiog None BO0S  N/A Fat
D infomation 121131393 958:32PM  eventlog FAF
AN\ waming 12131993 95338PM  Dhcp FAH
@ Information 12131993 8.47.23PM  eventlog FAH
D infomation 12131999 7.0354PM  eventiog FAF
Dinfomation 12131933 7:0354PM  eventlog FAL.
4‘ e 191000 SENDM . cocetos o B

® 9 @ &
Merosslt e Help Reesh  Pr{Myies
ite
I Opens property sheet for the current selection.

ol Mvenl Viewer

Figure 4-6
Task shortcuts in this taskpad view simplify life for the end user.
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Notice the navigational tabs at the bottom of the taskpad view in Figure 4-6.
These make it easy for your user to switch between the taskpad view and a nor-
mal view of the same data. You can suppress these tabs (by means of the Cus-
tomize View dialog box shown in Figure 4-3, page 73) if you don’t want to give
your console’s user this freedom.

To create a taskpad view, start by selecting an item in the console tree to which
you want to apply the view. As you'll see in a moment, when you create your
taskpad view, you have the option of applying it only to the selected console-
tree item.

Next, right-click that console-tree entry and choose New Taskpad View from the
shortcut menu. (If you don’t see the New Taskpad View command, try again. You
need to select the console-tree item and then right-click it—in two separate steps.)
A wizard appears. After you acknowledge the wizard’s welcome screen, you'll come
to the following page of display options.

] New Taskpad View Wizard

Taskpad Display
You can choose the way this taskpad displays the details pane of the tree item you |
selected.

Style for the dtals pane:”
€ Yetticallist

IREEREALR
RRRIRRERTRCLS

)

€ Nglist

¥
:

Styte for task deécriptionsf :
C Tent
€ InfoTip (displays descripti

List size: I Large i

The sample table at the right side of this page makes the options pretty self-explana-
tory. The default choices—a large, horizontal list with InfoTips—work well in most
situations. Clicking Next takes you to the following page.
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The default selections apply the new taskpad view to all comparable console-tree
items and make the taskpad the default view for those items. Moving on from this
screen, you have the opportunity to assign a name and some descriptive text to the
new view. You can see in Figure 4-6 that we chose to forego the latter option but
assigned the unimaginative name Event Viewer to the view itself.

On the wizard’s final page, select the Start New Task Wizard check box if you want
to create one or more task shortcuts. This selection summons a new wizard that walks
you through the process of creating your first shortcut. On the final page of this wiz-
ard, select Run This Wizard Again if you have additional shortcuts to create.

Manipulating Windows

The Action menu’s New Window From Here command lets you create a new child
window rooted on the current console-tree selection. You might want to use this com-
mand to create multiple-window applications—for example, a console consisting of
the Indexing Service in one window and a filtered list of Indexing Service events in
a second. After you have your windows, you can use Window menu commands to
tile or cascade them.

You can also use the New Window From Here command to get rid of that pesky and
irrelevant Console Root item that appears atop your default console tree:
1. Select the first item below Console Root.

2. Choose New Window From Here from the Action menu (or right-click and .
choose it from the shortcut menu).

3. Close the original window (the one with Console Root).
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Controlling Other Visual Elements

The Customize View command (see Figure 4-3, page 73) lets you hide or display vari-
ous elements of the MMC visual scene, including taskbars, menus, and the naviga-
tional tabs that appear below taskpad views. You'll find this command on the View
menu. Note that selections in the Customize View dialog box take effect immedi-
ately. You don’t need to hit an Apply button or leave the dialog box, so you can easily
try each option and see whether you like it. -

Using the Favorites Menu

The Favorites menu, on the menu bar of an MMC console’s child window, allows
you to store pointers to places within your console tree. If you create a particularly
complex MMC console, you might want to consider using Favorites to simplify
navigation. To add a console-tree item to your list of favorites, select that item and
then choose Add To Favorites from the Favorites menu.

If you create favorites, the user of your console will be able to navigate to a favorite
in either of two ways: by choosing its name from the Favorites menu or by clicking
the Favorites tab (to the right of the Tree tab; see Figure 4-4, page 75). If you save a
console in user mode without having created any favorites, the Favorites menu and
Favorites tab disappear.

Naming Your Console

To assign a name to your console, choose Options from the Console menu. (See Fig-
ure 4-7.) Your entry in the field at the top of the Options dialog box will appear on
the title bar of your console, regardless of the file name you apply to its .msc file. If
you do not make an entry here, MMC will replace Consolel with the console’s even-
tual file name.

If you don’t like the default MMC icon, you can use the Change Icon button to
replace it.

Choasing Among MMC’s Three User Modes

In the Console Mode field of the Options dialog box, you can choose among MMC’s
three user modes:

¢ User Mode Full Access
¢ User Mode Limited Access, Multiple Window

.~ * User Mode Limited Access, Single Window
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Figure 4-7
Use the Options dialog box to name your console and specify a console mode.

In full-access mode, the top-level menu (Console, Window, and Help) is present, but
the Console menu has a single cornmand—Ex1t—and Mlcrosoft On The Web is removed
from the Help menu.

In both limited-access modes, the top-level menu disappears, leaving users to work
with only the two snap-in menus, Action and View (provided you haven’t sup-
pressed those menus via the Customize View command). In the single-window lim-
ited-access mode, the current child (snap-in) window is maximized, and MMC
essentially loses its MDI character. If you have two or more child windows open at
the time you save an MMC console in single-window mode, a confirmation prompt
warns you that the user will see only the current child window.

In multiple-window limited-access mode, MMC retains its MDI character (whether
or not you’ve created multiple child windows), allowing child windows to be mini-
mized, maximized, restored, resized, and repositioned.

Imposing Further Restrictions

If you choose one of the three user modes, the three check boxes at the bottom of the
Options dialog box become available. Your choices here are as follows:

* Enable Context Menus On Taskpads In This Console. If you set up an applica-
tion to restrict the user to a taskpad view (by using Customize View to remove
the taskpad navigation tabs), you might want to clear this check box. Shortcut
menus (referred to here as context menus) offered by line items in the taskpad
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view will become unavailable, and your user will be restricted to using the task
icons you’'ve set up. '

* Do Not Save Changes To This Console. With this check box cleared (its default),
MMUC saves the state of your application automatically when a user closes it.
The user’s selection in the console tree, for example, is preserved from one use
to the next. If you want your user to always see the same thing each time he or
she runs the console, select this check box.

¢ Allow The User To Customize Views. This check box, selected by default,
keeps the Customize View command available, allowing your user, for example,
to hide or display the console tree. Clear the check box if you want to deny the
user this freedom.
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In Microsoft Windows 2000, an event is any occurrence that is potentially noteworthy—
to you, to other users, to the operating system, or to an application. Events are recorded
by the Event Log service, and their history is preserved in these three log files:
Security (SecEvent.evt), Application (AppEvent.evt), and System (SysEvent.evt).
Event Viewer, a Microsoft Management Console snap-in supplied w1th Windows
2000, allows you to review and archive these three event logs.
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Why would you want to do this? The most likely reasons are to troubleshoot prob-
lems that have occurred, to keep an eye on your system in order to forestall problems,
and to watch out for security breaches. If a device has failed, a disk has filled close
to capacity, a program has crashed repeatedly, or some other critical difficulty has
arisen, the information recorded in the event logs can help you, or a technical sup-
port specialist, figure out what’s wrong and what corrective steps are required.
Watching the event logs can also help you spot serious problems before they occur.
If trouble is brewing but hasn’t yet erupted, an eye on the event logs may tip you
off before it’s too late. For example, if a network adapter is failing intermittently or
a network cable is improperly connected, you might begin to see items in the event
log showing frequent disconnections from and reconnections to the network. Finally,
you can use one of the event logs to track such things as unsuccessful logon attempts
or attempts by users to read files for which they lack access privileges. Such occur-
rences might alert you to actual or potential security problems in your organization.

Security events are recorded in the Security log, SecEvent.evt. Monitoring these
events is called auditing and is the subject of Chapter 34, “Auditing Security.” In
the remainder of this chapter, we focus on the other two event logs, AppEvent.evt
and SysEvent.evt. AppEvent.evt and SysEvent.evt record application events and
system events, respectively. :

Application events are generated by applications, including programs that you install,
programs that come with Windows 2000, and operating-system services. For example,
events relating to Microsoft Office, the Dr. Watson diagnostic utility that comes with
Windows 2000, and the Windows 2000 Fax service are all recorded in AppEvent.evt.

System events are generated by Windows 2000 itself and by installed components,
such as device drivers. If a driver fails to load when you start a Windows 2000 ses-
sion, for example, that event is recorded in the System log.

(If you're curious about what elements of your system generate events and where
those events are recorded, use one of the registry editors to inspect the following
registry keys: HKLM\System \CurrentControlSet\Services \Eventlog\ Application,
HKLM\System\ CurrentControlSet\Services\Eventlog\Security, and HKLM\
System\CurrentControlSet\Services\ Eventlog \System. Each entity capable of gen-
erating an event has a subkey under one of those three keys. For information about
using the registry editors, see Chapter 39, “Working with the Registry.”)

The System and Application logs recognize three types of events:

* Errors are events that represent possible loss of data or functionality. Examples
of errors include events related to network contention or to a malfunctioning
network adapter and loss of functionality caused by a device or service that
doesn’t load at startup.

* Warnings are events that represent less significant or less immediate problems
than errors. Examples of warning events include a nearly full disk, a timeout
by the network redirector, and data errors on a backup tape.
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* Information events are other events that Windows 2000 logs. Examples of infor-
mation events include someone using a printer connected to your computer and
" a successful dial-up connection to your ISP.

As you'll see momentarily, when you're using Event Viewer to scan your event logs,
you can filter the display to show only the event types in which you’re most
interested.

Running Event Viewer

To start Event Viewer, do one of the following:

* Open Administrative Tools in Control Panel and choose Event Viewer.
e From the Start menu, choose Programs | Administrative Tools | Event Viewer.
* In your %SystemRoot% \System32 folder, double-click Eventvwr.msc.
* On any command line, type eventvwr.msc.
You can also run Event Viewer by right-clicking My Computer and choosing Man-

age. The Computer Management console that appears includes the Event Viewer
snap-in, along with a number of other administrative tools.

Figure 5-1 shows an example of what you might see when you open Event Viewer.
The console tree displays the names of the three event logs, allowing you to move from
one log to another. The details pane presents a columnar view of the current log.

Type i Dat L X i B
5] ApplicationLog {0 Warning 12/28/1393  1217:12PM Dhep None 1007 N/A  FAFNER
] SecuiyLog  [EInformation  12/28/1393  1216:08PM  Tepip None 4201 N/A  FAENER
Log | infomation  12/28/1389  121523PM  Browser None 8033 N/A  FAFNER
@ Informaion ~ 12/28/1993  1215:23PM  Tepip Nore 4202 N/A FAFNER
N waring 12/2771989  20221PM  Dhep None 1007 N/A  FAFNER
Dinformation  12/27/199  201:18PM  Tepip None 4201 N/A FAFNER
B information  12/27/1933  1:5813PM  Browses None 8033 N/A  FAFNER | -
Dinformation  12/27/1993 15313PM  Tepip None 4202 N/A FAFNER
& irfomation  12/26/1993  10:1525PM  Tepip None 401 N/A  FAFNER
1\ Waering 12/231989  7.0752PM  Dhep Nare 1007 N/A  FAFNER
&) Information ~ 12/23/1833  7.0647PM  Tepp None 4201 N/A FAFNER
\) Information  12/23/1339  7.0613PM  Browser None 8033 N/A FAFNER
8 infomation ~ 12/23/1993  7.0612PM  Tepip None 4202 N/A FAFNER
N\ Waring 1211971939 11:4131PM Dhep None 1007 N/A  FAFNER
Elnformation  12/19/1833  11:4023PM  Tepip None 4201 N/A FAFNER -
&) Information  12/19/1933  105%15PM  Tepip None 4202 N/A  FAFNER |
| Waring 12191993 55246PM  Piint None 20 SYST.. FAFNER .
|\ waring 121871899 43317PM  Dhep Nene 1007 N/A  FAFNER ©
{Dinfomation  12/18/1999  43213PM  Tepp None 42001 N/A - FAFNER
{Dinfomation 1271871333 4:3208PM  Tepip None 4202 N/A FAFNER
A waining 12/151933  100303AM Dhep None 1007 N/A  FAFNER
& information ~ 12/15/1993  100201AM  Tepip None 4201 N/A  FAFNER -
& Information ~ 12/15/1939  10.00:21AM  Browser None 8033 N/A  FAFNER
& information  12/15/1393 00 Tepip None 4202 N/A  FAFNER
A\ Wamning 12131999 Dhep Nene 1007 N/A  FAFNER

Figure 5-1
Event Viewer’s details pane presents a columnar view of the log selected in the console tree.
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Figure 5-1 shows all eight of Event Viewer’s columns. You can use the View menu’s
Choose Columns command to hide columns you don’t need or to change the order
in which columns appear. By default, events are sorted chronologically, with the
most recent at the top. You can change the sort order by clicking column headings.

Note that, while the details pane includes some useful information, it doesn’t pro-
vide many details about what events portend or why they occurred. You can get
more of that information by inspecting the details for individual events. (See
the following section, “Examining Event Details.”) Here is a column-by-column run-
down of what the details pane does display:

¢ Type. As mentioned, events in the System and Application logs are of three
types: Information, Warning, and Error. The icon at the left side of the Type
column helps you spot the event types in which you're interested. (The Error
type, not shown in Figure 5-1, is marked by an unmistakable red X.)

* Date and Time. The Event Log service records the date and time of each
event’s occurrence in Greenwich mean time, and Event Viewer translates
those Greenwich mean time values into dates and times appropriate for your
own time zone.

 Viewer changes tt
- already occurred

~at7 P.M. That's b
t1me to all even

* Source. The source column reports the application or system component that
generated each event.

* Category. Some event sources use categories to distinguish different types
of events they may report. Many sources do not. As you can see, none of the
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four sources exemplified in Figure 5-1 (Dhcp, Tcpip, Browser, and Print) use
categories.

e Event. All events are identified by a numerical value. This number is associ-
ated with a text description that appears when you view an event’s properties.
There’s no system-wide code in use here—each event source’s designer sim-
ply decides what numbers to use and records those numbers in the registry—
and there’s no requirement that each event source use a unique set of numbers.
After spending some time in your event logs, however, you might begin to
recognize particular events by their arbitrary numbers. For example, events
6006 and 6009, generated by the Event Log service itself (eventlog, in the Source
column) occur respectively when the Event Log service is stopped and started.
Because the Event Log service is ordinarily never stopped while your computer
is running, these events represent system shutdown and restart.

¢ User. The User column records the user account associated with each event. Not
all events are associated with a particular user account. Many events, particu-
larly system events, are not generated by a particular user. These events show
up as N/A.

¢ Computer. The Computer column records the computer on which the event
occurred.

Examining Event Details

To learn more about an event than Event Viewer’s details pane tells you, you need
to display individual information for the event. Select the event you're interested in
and do one of the following;:

¢ Double-click the event.

e Press Enter.

* Choose Properties from Event Viewer’s Action menu.

Figure 5-2 shows the properties dialog box for-an event in the System log.

The summary information in the top third of the properties dialog box is identical
to the information that appears in Event Viewer’s columnar details pane. The
description in the middle third of the window is the plain-language description of
what has occurred. For localization purposes, this information is kept separate from
the log (.evt) file. Each event type listed in the registry is mapped to descriptive text
that lives elsewhere, in whatever file the application’s or component’s designer chooses
to use. (The event message file is recorded in the EventMessageFile registry value in
HKLM\System\CurrentControlSet\Services\Eventlog \logname\eventsource, where
logname is the name of the log—System, for example—and eventsource is the name of
the application or component that generates the event in question.)
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Some events generate binary data that can be useful to programmers or support
technicians who are familiar with the product that generated the event. If binary data
is available, it appears in the bottom third of the properties dialog box.

If you want to view details for other events, you can do so without first returning
to the details pane: click the arrow buttons in the upper right corner of the proper-
ties dialog box to move to the previous or next event.

Move to
previous
or next event

Copy current
event to the :
clipboard

Figure 5-2
The properties dialog box for an event can provide useful diagnostic information.

Directly below the Next Event button, near the upper right corner of the window,
isa handy Copy button. A click here sends the entire contents of the properties dialog
box to the clipboard, allowing you, for example, to paste the information into an
e-mail message and send it to a support technician. (You can also copy some or all
of the description text by selecting it in the middle third of the window and press-
ing Ctrl+C.) '

Filtering the Log Display

88

As you can see from a cursory look at your System log, events can pile up quickly,
obscuring those of a particular type (such as print jobs) or those that occurred at a
particular date and time. To filter a log so that Event Viewer displays only the items
you currently care about, select the log’s name in the console tree and choose Filter
from the View menu. Then fill out the Filter tab of the log’s properties dialog box
(see Figure 5-3) and click OK. To restore the unfiltered list, return to this dialog
box and click Restore Defaults.
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Figure 5-3
You can use this dialog box to filter a log’s display on any of Event Viewer's eight columns.

Using Multiple Views of the Same Log

With the help of the Action menu’s New Log View command, you can switch quickly
between filtered and unfiltered views of a log—or between one filtered view and a
different filtered view. Simply select the log in which you're interested, right-click,
and choose New Log View. Event Viewer adds the new view to the console tree.
Select the new view and filter to taste. Now you can move between views by navi-
gating the console tree.

Searching for an Event

The Find command on Event Viewer’s View menu allows you to locate particular
items in the current log. The Find dialog box looks a lot like the one shown in Fig-
ure 5-3 but includes a Description box in which you can specify all or a portion of
an event’s descriptive text. To locate the most recent event that involved any kind
of failure, therefore, you could select the first event in the log (assuming you’ve kept
the default chronological sort order), choose Find, type fail on the description line,
and click Find Next.
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Setting Log-File Size and Longevity

90

Log files don’t continue to pile up new events forever. If they did, they’d eventu-
ally consume an unmanageable amount of disk space. By default, each log file has
a maximum size of 512 KB. You can adjust that downward or upward in 64-KB
increments.

Also by default, events in each log file have a minimum longevity of seven days. That
means that if a file reaches its maximum size, new events overwrite the oldest ones—
but only if the oldest ones are at least seven days old. That too is an adjustable
parameter.

To change either a log file’s maximum size or its events’ minimum longevity, select
thelog in question in the console tree. Then choose Properties from the Action menu.
Figure 5-4 shows a log file’s properties dialog box. (You must have administrative
privileges to use this dialog box; otherwise, the controls all appear dimmed.)

64.0KB (65535 bytes)
Tuesday, November
Monday, December 13,
Monday, December 1

When marimum log size is reached:

€ Qvetwite events as needsd
verwnte evenis older than

o 1ot overwiite events
lear log manually}

Figure 5-4
The properties dialog box lets you control the size and lifespan of your event logs.

If the Event Log service is unable to add new events to a log, either because you have
told it never to overwrite or because it has reached capacity before the oldest events
have reached their minimum age, you'll receive a warning message. Then you can
remedy the 31tuat10n either by simply clearmg the log or by archiving and then
clearing it.
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Troubleshooting

If you run out of space on the disk where your log files reside, the Event Log ser-
vice will be unable to record new events and you will receive an error message to
that effect. If you cannot create free space on the full disk, you can work around the
problem by changing the default location of the log files. Doing so requires three
modifications to your registry. Proceed as follows:

1. Run Regedit or Regedt32.

2. Navigate to the key HKLM\System\ CurrentControlSet\Services\Eventlog
\Application. :

3. Double-click the File value.

4. Change the F11e value’s data to specify a path to a disk that isn’t full. For example,
if the current data is %SystemRoot%\System32\Config\ AppEvent.evt and you
have room to put the AppEvent.evt file in E:\SomeFolder, change the File
value’s data to E:\SomeFolder\ AppEvent )

5. Repeat these steps for the Fi
\Serv1ces\Eventlog\Secu
\Eventlog\System.

6. Close Regedit or Regedt3

For additional information about mo

, see Chapter 39, “Working
 Registry.” B, i

Archiving and Clearing Log Files

To archive a log, select it in the console tree and choose Save Log File As from the
Action menu. In the dialog box that appears, be sure to choose the default file type,
Event Log (*.evt). The resulting file includes all events (ignoring the current filter,
if any) and all the recorded information (including the binary details).

To clear a log, either click the Clear Log button in the log’s properties dialog box (see
Figure 5-4) or select the log in the console tree and choose Clear All Events from the
Action menu. You must have administrative privileges to clear a log.

Displaying an Archived Log File

After you have saved a log file in the .evt format, you can redisplay its contents at
any time by using the Open Log File command on the Action menu. You need to tell
the system what kind of log file—Application, Security, or System—you're reopen-
ing when you specify the file’s name.
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A reopened archive appears as a new entry in the console tree. You can view it,
filter it, and search it, just as you would any other log file. You can also delete it—
something you can’t do to the default Application, Security, and System logs.

Exporting Log-File Information

Saving a log in its native (.evt) format creates a complete replica of the log, but you
can view that replica only in Event Viewer (or a third-party application capable of
reading native event logs). Event Viewer can also export log data to tab-delimited
and comma-delimited text files, however, and you can easily import these into
database, spreadsheet, or even word processing programs. When you save a log in
one of these formats, you get everything in the log except the binary data associated
with certain events.

To save an entire log file in a text format, select the log in the console tree, choose
Save Log File As from the Action menu, and select either Text (Tab Delimited) or
CSV (Comma Delimited) from the Save As Type list.

The Save Log File As command always exports all of the current log, regardless of
how the log might be filtered for display purposes. If you want to generate a text report
showing only particular kinds of events, first filter the log to display those events
and then use the Action menu’s Export List command. Like Save Log File As,
Export List provides tab-delimited and comma-delimited options. It also offers the

- option to save in Unicode—something that could prove handy if your local language

includes non-Latin characters. Do not, however, select the Save Only Selected Rows
check box in the Export List dialog box unless you want a report that includes only
column headers and a single event.

Backing Up Log Files
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Because the Event Log service is ordinarily running at all times, the three log files—
AppEvent.evt, SecEvent.evt, and SysEvent.evt—are, under ordinary circumstances,
open at all times. Do not try to back up these log files using Windows Explorer or the com-
mand line! Windows Explorer and the Copy command will copy your open log files
without complaint, but if you copy them back to your %SystemRoot% \System32\
Config folder (the default log-file location), Event Viewer will find them corrupted
and will be unable to display their contents.

If for some reason you must back up your logs with Windows Explorer or the Copy
command (a circumstance difficult to imagine), first disable the Event Log service
and then restart Windows 2000. Those actions will close the log files and prevent
them from being opened when Windows 2000 starts. After you've made your cop-
ies, reenable the service and restart Windows 2000. (For information about disabling/
reenabling services, see “Starting and Stopping Services,” page 332.

Part 2. Using Management Tools



Fortunately, the Windows 2000 Backup program (Ntbackup.exe) can back up and
restore log files without corrupting them in the process and without your having to
disable the log service. You can use Windows 2000 Backup to schedule regular back-
ups of your log files.

Troubleshooting G
If Event Viewer reports on startup that one or more of your log files is corrupt, you
can remedy the situation as follows: :

1. Disable the Event Log service. (For
ing and Stopping Services,” page 332)

2. Restart Windows 2000.

3. Delete the corrupt log(s)——AppEven
from %SystemRoot%\System32\

4. Reenable the Event Log service.
5. Restart Windows 2000.

o t disabling a service, see “Start-

ent. evt“and / or SysEvent evt—
vherever they may be).

Note that you cannot delete or rename

while the Event Log service is
running. S R e T S 1

Momtormg Events on Remote Computers

You can use Event Viewer to monitor events on computers other than your own. To
monitor a remote computer, start Event Viewer with the following command line:

eventvwr.msc /computer=computername

where computername is the network name of the remote computer.

You can also use Event Viewer’s Open Log File command to read log (.evt) files that
have been saved from a remote system. Be aware, however, that when you open a
log file saved from a remote system, your local copy of Event Viewer will read that
log file using your local registry settings, not those of the remote computer. If you
try to examine the details for an event whose source is registered on the remote
computer but not on your own, you'll see an error message indicating that the
description for this particular event can’t be found. You can work around this prob-
lem by adding the remote event source to your own registry.

Monitoring System and Application Activities with Event Viewer 93



94

For example, suppose the remote system generates events from an application called
MyApp, which is not registered on your local system. To modify your system so that
you can read these events in a log saved from the remote system:

1.
2.

On the remote computer, run Regedit (not Regedt32).

Navigate to the key HKLM\System\ CurrentControlSet\Services\Eventlog
\Application\MyApp.

(If the remote events in question appear in the System log, not the Applica-
tion log, substitute System for Application in this key.)

In Regedit’s right pane, look for the value EventMessageFile. The data for this
value specifies the remote system’s event message file, and you will need to
copy this file to an identical path on your own system. For example, if the data
reads %SystemRoot% \System32\Myapp.ocx, you need to copy the file to
%SystemRoot% \System32 on your own system.

With the MyApp key selected in the left pane, choose Export Registry File
from Regedit’s Registry menu. Supply a file name with the extension .reg.

Close Regedit.

On your own system, double-click the .reg file you just saved from the remote
system to merge it into your registry.

7. Copy the remote system’s event message file to your own system.

Close and restart Event Viewer. You should now be able to read the log file
saved from the remote system and have the information translated correctly.
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Chapter 6

Finding Files with the
~Indexing Service

In This Chapter
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Created for and first delivered with Microsoft Internet Information Server (IIS), the
Indexing Service is a feature originally designed to facilitate fast and flexible searches
for information stored on Web sites. Because its query technology can be applied to
ordinary disk stores as well as to Web sites, the Indexing Service has become a core
component of Microsoft Windows 2000 and is integrated with the Search Assistant,
the searching tool that appears when you choose Search from the Start menu or
display the Search Explorer bar in Windows Explorer. With the Indexing Service thus
married to the operating system, you can now use the same powerful query language
to locate files on your local and remote hard disks as Webmasters use to set up search
forms on Internet or intranet sites.

The Indexing Service extends the power of the Search Assistant in several ways. First,
it speeds up searching dramatically. How much performance gain you'll see depends
on many circumstances. But in tests for this chapter, we found that content searches
consistently ran on the order of a hundred times faster with the Indexing Service than
without it.

Second, the Indexing Service’s query language lets you find files on the basis of many
different properties in addition to the size, date, and file-type properties that the native
Search Assistant understands. With the Indexing Service, you can locate a file on the
basis of word count, most recent editor, most recent printing time, and many other
attributes. (For a list of the most useful properties available to Indexing Service queries, see
Table 6-1, page 104].)
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In addition, the query language offers Boolean and proximity operators as well as
the ability to find inflected forms of search strings. The Boolean operators allow you
to specify more than one criterion in a search (all files written by Bill containing the
words “Windows 2000,” for example). The proximity operator lets you search for
files in which one word or string appears close to another (although it did not work
reliably in our tests). And the ability to find inflected word forms means that, for
example, a search for “swim” will turn up “swimming,” “swam,” and “swum” as
well as “swim.” . ‘

Because the Indexing Service is integrated with the Search Assistant, you can enter
your queries, simple or complex, directly on the Search Assistant’s Containing Text
line. You don’t need a special query form. (As you'll see, a query form is included
in Ciadv.msc, the MMC console used for managing the Indexing Service. But you
don’t need to use this form—and, in fact, you can’t unless you're logged on as an
administrator.) You do need to ensure that the service is running and that it has had
time to build a catalog of your disks’ contents. Provided that the disks and folders
you're searching have been indexed and the service is running, the Search Assistant
lets the Indexing Service do the searching.

Security and the Indexing Service

96

The Indexing Service obeys the rules of NTFS file security. If a catalog (the collection
of files used by the Indexing Service to record the contents and properties of your
files) resides on a local NTFS volume, the access privileges of the user executing a
search determine the results of that search. The service will not return the names of
files for which the user does not have at least Read access permission. If the catalog
is stored on a network share accessed via a UNC path, the user might see the names

‘of files for which he or she lacks Read permission but will not be able to open any

such files.

By default, the Indexing Service creates its catalogs in folders to which only the
System account has access. This precaution prevents accidental deletion. More impor-
tant, it helps maintain security. As long as the default access permissions for the
catalog folder are not changed by an administrator, you can be assured that the

‘catalog files themselves are not subject to unauthorized inspection.

The Indexing Service never indexes encrypted documents. If a file is encrypted after
being indexed, the service removes it from the catalog. Because such files won't appear
in searches performed by the Indexing Service, even if those searches are carried out
by the owner of the files, it’s best to exclude folders containing encrypted files from
the catalog. (See “Changing the Folders Included in a Catalog,” page 113.) Folders excluded
from the catalog can be searched in the normal way by the Search Assistant.
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Limitations of the Indexing Service

Does using the Indexing Service have drawbacks? Not many. But here are some
things you should know:

* TheIndexing Service requires disk space. Because the Indexing Service cata-
logs your disks in the background, during periods when your computer is idle,
you don’t pay a performance penalty for having the service running. You do,
however, sacrifice some disk space. Microsoft estimates that the catalog will
consume from 15 to 30 percent of the size of the indexed files. Prudence sug-
gests assuming that the higher figure is more accurate.

* The Indexing Service catalogs the content of only certain kinds of files. By
default, the Indexing Service catalogs the content of the following document

types:

e HTML files (their textual contents)

* Text files, including files with the extensions .ini, .reg, .inf., .bat, and .txt
¢ Documents created by Microsoft Office (version 95 and later)

¢ Internet mail and news files (if IIS is installed)

* Any other document type for which a suitable filter is installed

A filter tells the Indexing Service how to separate meaningful text from file head-
ers, formatting information, and all other nontextual elements. Microsoft pro-
vides filters for HTML, text, Office, and mail and news documents. Third parties
might provide filters for their own documents. (For example, Adobe Systems
provides a filter for its popular .pdf format. You can download that filter from
www.adobe.com.) If you use a non-Microsoft office suite, you might want to check
with that product’s vendor to see whether an Indexing Service filter (an ifilter,
to use the programmer’s jargon) is available.

With an optional setting available via the Indexing Service MMC console, you
can set the service to index files with unknown extensions. (To learn how to do
this, see “Indexing Files with Unknown Extensions,” page 112.) If you index files
with unknown extensions, the service tries to extract meaningful content from
file types other than the ones it catalogs by default. For more reliable content
searching of unfiltered file types, however, we recommend the command-line
utility Findstr. You can open a Command Prompt session and type findstr [?
to obtain information about this command. (See Chapter 11, “Using the Command
Prompt.”)

¢ The Indexing Service ignores “noise” words. The list of words ignored by the
Indexing Service appears in the file %SystemRoot% \System32\Noise.xxx,
where xxx is a three-letter abbreviation for the language you use. The file is plain
text, and you can edit it with Notepad or another plain-text editor. The noise
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file for the English language, Noise.eng, includes common prepositions and
conjunctions, articles, relative pronouns, various forms of the verb fo be and
other common verbs, individual numerals (1, 2, 3, and so on), individual let-
ters (a, b, ¢), and a handful of other words that occur so frequently in text that
they’re generally not useful in search strings. '

If you include a noise word in a search string, the service treats that word as a
placeholder. For example, in the search string “age before beauty,” “before” is
a noise word. The Indexing Service will treat this string as equivalent to “age
after beauty,” “age with beauty,” and so on.

* The Indexing Service ignores case. In the native Search Assistant, searches are
case insensitive by default, but you can override that default. Indexing Service
searches, on the other hand, are always case insensitive. If you need a case-
sensitive search, simply click Advanced Options in the Search Options section
of the Search Explorer bar, and select the Case Sensitive check box. The Search
Assistant will then ignore the Indexing Service catalog.

Activating the Indexing Service
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Before you can use the Indexing Service, the service must be running. It must also
have some time to generate a catalog. To learn the current status of the service, open
the Search Assistant (Start | Search | For Files And Folders) and check the text that
appears at the bottom of the Search Options section. (If the Search Options section
is collapsed, click Search Options to expand it.)

Search Options® CEasssain- ernaage

[ Date
T3 Type
[ Size
[7] Advanced Options

Indexing Service has finished building an
index of all the files on your local hard
disks and is monitoring changes.

If the Indexing Service is not currently running, the text will indicate that the service
is disabled. To enable it, you must be logged on as a member of the Administrators
group. If you click Indexing Service without being logged on as an administrator,
you'll be taken to the Help documents for the Indexing Service, where you can read
all the many reasons you should find an administrator to start the service! If you are
logged on as an administrator, the Indexing Service Settings dialog box, shown in
Figure 6-1, appears. Here you can turn on the service by selecting Yes, Enable Index-
ing Service And Run When My Computer Is Idle.
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Indexing Service Seltings

3 ) . ]
I: When Indeying Service is enabled; the files on your computer are indexed
E and maintained so you can perform faster searches. Indexing Service also

provides greater search capabilities. For mote information, click Help. 5 Cancel o

; Status: Indexzing Service is curtently disabled. B edvahi:ed ]
‘ Do you want to enable Indexing Service? ey, U ﬂe!p - l

« { Yes, enable indexing Service and tun when my coi-nputel isidle.

’ & No, do not enable Indexing Servicel - -

Figure 6-1
Click Yes to turn on the Indexing Service. You must be logged on
as an administrator to reach this dialog box.

The Advanced button in the Indexing Service Settings dialog box provides one route
to the Indexing Service MMC console, where (if you have administrative privileges)
you can tailor the service to your needs. The options available there are described later
in this chapter. (See “Administering the Indexing Service,” page 110.) By default, the
service creates a catalog called System that incorporates all of your local hard disk
storage except for ’HomeDrive% \Documents And Settings\Default User\ Application
Data and %HomeDrive%\Documents And Settings\Default User\Local Settings
(and the subfolders of these two folders).The first time you activate the Indexing
Service, it has quite a bit of work to do to create this catalog. You will probably need
to leave your machine on and idle overnight before the catalog is complete. After
the initial work is finished, however, the Indexing Service is a low-maintenance
feature. Changes that you make to your files are quickly incorporated into the catalog.
For more details about how the Indexing Service maintains its catalog(s), see “ Administer-
ing the Indexing Service,” page 110.

Submitting Queries

To submit a query, simply open a Search Assistant window (choose Start | Search

| For Files And Folders, or click Search in Windows Explorer) and type on the Con-
taining Text line. Your query can be up to 256 characters in length. As Figure 6-2
shows, the results appear in the Search Results window, which is an ordinary Win-
dows Explorer window. You can manipulate files there exactly as you would in any
other Windows Explorer context.

Note that you can still use all the other fields in the Search Assistant to restrict your
query. For example, typing #docauthor Craig* on the Containing Text line generates
a search for all documents whose author’s name begins with Craig. To restrict the
search to Microsoft Excel documents, you could type *.xIs on the Search For Files Or
Folders Named line. To limit the search to documents last modified within the most
recent month, you could click Date, choose Files Modified, and so on. You could add
these restrictions to your query by using Boolean operators on the Containing Text
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line, but why bother? If the Search Assistant provides the parameters you need, you
might as well take advantage of them—and save your Boolean prowess for more
complex queries that require it.

Select an item to view its
description.

Search for files or folders named:
[ ]

Cortaining text

[FBochustar Gl J % 2z w2ke outine dag
Lookin: 4 @_ D:\SiegDocs\Wiiting\PCMaghSolutions
[ Locat Harddives (€0 B3 match doc ) DAASiegDocs\Wiiling\PCMaghS olutions
e 32) solutions xls D:\SiegDocs\Wiiting\PCMaghSolutions
g_ solutions1.doc D:\SiegDoes\Wiiting\PCMaghSolutions
olutions2, doc D:\SiegDocs\Wiiting\PCMaghSolutions
4 ] zmasek s D:\SiegDocs\Wiiling\PCMag\Solutions\2\Zmasek  :-
44) 2masek2 xls D:\SiegDocs\Wiiting\PCMagh\Solutions\Z\Zmasek. =
[ Date £] sionq s D:\SiegDocs\Writing\PCMaghSolutions\XXiong
I Tupe 58] williams. doc D: \SlegDocs\wvmng\Pmag\Solulnons\W\Mlliams
[ Size ) williams. s D \SlegD 9!
I3 Advanced Dptions ] wiiams2ds
¥ wesley uls

Indexing Service is currently building
anindex of files on your local drives.

Figure 6-2
To submit a query, simply type on the Containing Text line.

The Short Form and the Long Form

You can express queries in either of two “dialects,” known as the short form and the
long form. Figure 6-2 shows an example of a short-form query.

The short form is compatible with earlier versions of the query language; the long
form is the basis for all future versions. In other words, if training and preparation
for the future are important to you, you should learn and use the long form. For the
sake of maintainability, it would also be wise to focus on the long form if you're
developing applications that use the Indexing Service APIs. On the other hand, the
long form requires a lot more typing.

If extra typing is not an insurmountable burden for you, however, you might come to
prefer the long form, simply because it is more internally consistent and easier to learn.
The short form relies on mode symbols that don’t always work in an intuitive way.

In the current version of the Indexing Service, you can do everything with the short
form that you can do with the long.

The Syntax of the Short Form

Short-form queries look like this:

@|$|#property-name query-expression
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That is, they begin with a property name, prefixed by one of the following mode
symbols:

Mode Symbol  QueryType
@ Phrase query
$ Free-text query
# UNIX-style regular-expression query

If you're searching for file content (as opposed to, say, looking for files by a particular
author or files created within a particular date range), the property in question is
Contents. Thus a short-form content query might look like this:

@contents query-expression

or

$contents query-expression

In short-form queries that involve multiple properties, each properfy name must be
preceded by one of the three mode symbols. For an explanation of the difference between
free-text and phrase queries, see “Phrase and Free-Text Query Expressions,” below.

" The Syntax of the Long Form
The long-form syntax resembles that of Hypertext Markup Language (HTML):

{query-tag attributel=valuel, attributeZ=value2, ...} query-expression {closing-tag}

For example, a long-form query for documents whose subject is “taxes” might look
like this:
{prop name=docsubject} taxes {/prop}

A space character following the query tag’s closing brace is optional, as are space
characters surrounding an operator name (such as AND). Examples in this chapter
include space characters for readability and typographical convenience.

Closing tags are sometimes optional. Because they are required in many queries,
however, you might want to acquire the habit of using them. (The Indexing Service
displays an error message if you omit a required closing tag.)

Phrase and Free-Text Query Expressions

Query expressions involving text can take either of two forms, called phrase and free-
text. In a phrase expression, the service looks for exact matches. For example, given
the query

{phrase} John's debugger eats bugs {/phrase}

the service returns only those files that include exactly that four-word string.
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In a free-text expression, the service treats the text as though each word were sepa-
rated from the next by a Boolean OR—that is, it returns files that match any of the
words. It also looks for inflected forms of verbs. So the query

{freetext} John's debugger eats bugs {/freetext}

would cause the service to look for files that contain any of following words:
“John’s,” “debugger,” “eats,” “bugs,” “ate,” “eating,” “eaten.”

i iy ax

When you perform a free-text query, the Relevance column in the Search Results
window becomes relevant. The numbers there reflect the Indexing Service’s estimate
of the relative utility of the files returned. Files in which all the words in the search
string are found in immediate proximity to one another and in the order submitted
receive the highest rankings. Note, however, that Indexing Service does not perform
any natural-language processing when it carries out a free-text search. It simply looks
for word matches.

Query expressions in the current version of Indexing Service are free-text by default.
This is a change from earlier versions.

Submitting Content Queries

When you look for files containing particular words or sequences of words, you're
asking the Indexing Service to look at your documents’ Contents property. Because
Contents is the service’s default property and free-text is its default text mode, you
can perform a free-text content search simply by typing on the Search Assistant’s
Containing Text line—that is, without using either the short form or the long form
of the query language. You can also submit a phrase query directly on the Contain-
ing Text line by enclosing your phrase in quotation marks.

It’snot a particularly good idea to submit your content queries in this manner, how-
ever. If your catalog is not completely up to date, the Search Assistant might begin
a laboriously slow file-by-file, bit-by-bit search of your hard disk, rather than con-
sulting the catalog. Worse, if it launches into a phrase search in this manner, it will
look for the quotation marks right along with the words they contain.

To avoid misunderstandings, it’s better to do a little extra typing. For a free-text
query, type : »

$contents text

or

{freetext} text {/freetext}

For a phrase query, type

@contents text

or

{phrase} text {/phrase}
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If the catalog is not current when you do this, the following message appears:

Search Warning

Windows has nat finished indexing one of more of
the selected volumes.

Your search results may be incorplete.

r iin the future, do not show me this warning

To bail out, click the X in the upper right corner of the dialog box to close it. (Some-
one neglected to put a Cancel button in this dialog box.) Unless you’ve had the In-
dexing Service turned off for a long time, though, the chances are good that your
catalog is nearly complete and that going ahead with the search will produce the file
names you're looking for.

Note the following about query expressions that include text:

¢ TFree-text and phrase expressions cannot be mixed in a single query. That is, you
cannot use a Boolean or proximity operator to connect a free-text expression
to a phrase expression.

¢ Enclose your text in quotation marks if it contains any of the following char-
acters: % | " # @ $

¢ Enclose your text in quotation marks if you're using the long form and if query-
expression contains any of the following words: “and,” “or,” “not,” “near,”
“equals,” “contains.”

¢ The Indexing Service always ignores case.

* You can't use relational operators in content queries. Therefore, do not put an.
equal sign in short-form queries for text. Results for queries of the form
@contents=text are erratic. Sometimes the service displays an error message;
sometimes it returns nothing.

Working with Properties

Technically, all queries are property queries. When you look for files that contain
particular words, you're searching on the basis of the Contents property. Contents
is the Indexing Service’s default property. Table 6-1 lists the most important additional
properties that you can use in your queries. Note that not all of these properties are
available for every document type.
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Table 6-1. Useful Document Properties Available for Indexing Service Queries

roperty Name

escript

Access
All

AllocSize
Created

- Directory

DocAppName.
DocAuthor
DocByteCount
DocCategory
DocCharCount
DocComments

DocCompany
DocCreatedTm

DocEditTime
DocHiddenCount

DocKeywords
DocLastAuthor
DocLastPrinted
DocLastSavedTm
DocManager
DocNoteCount

DocPageCount
Doc_ParaCount
DocPartTitles

DocRevNumber

* DocSlideCount

DocTemplate
DocTitle

The last time the document was accesse

All properties, including Contents; works only for text queries,
not numeric queries '

The amount of disk space allocated to the document
The time the document was created

The physical path to the document, not including the document
name

The name of the application that created the document
The author of the document

The number of bytes in the document

The document type

The number of characters in the document

Comments about the document

The name of the company for which the document was written
The time the document was created

The total time spent editing the document

The number of hidden slides in a Microsoft PowerPoint
document

Key words associated with the document

The user who most recently edited the document
The time the document was last printed

The time the document was last saved

The name of the manager of the document’s author

The number of pages with notes in a PowerPoint document

The number of pages in the document
The number of paragraphs in the document

The names of document parts, such as worksheet names in a
Microsoft Excel document or slide titles in a PowerPoint
document

The current version number of the document

The number of slides in a PowerPoint document DocSubject
The subject of the document

The name of the template used by the document
The title of the document

(continued)
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Table 6-1. Useful Document Properties Available for Indexing Service Queries (cont.)

Property Name ~ Description

DocWordCount The number of words in the document

Filename The name of the document

Path The physical path to the document, including the document
name

ShortFileName The 8.3-format name of the document

Size : The size of the document, in bytes

Wirite The date and time the document was last modified

In addition to the properties listed in Table 6-1, the Indexing Service can catalog
custom properties associated with a document.

Specifying Property Names

To specify a property name using the short form, simply prefix the property name
with @ or #. Use # for pattern-matching queries (for details, see “Pattern-Matching

" Queries,” page 108), such as

f#directory #\PressReleases\#

Otherwise, use @.

To specify a property via the long form, use the {prop} tag, like this:
{prop name=directory} MyDocs\LPCO\PressReleases\00 {/prop}

If your query expression includes wildcard characters, you must also use the {regex}
tag. The long-form equivalent of the short-form query #directory *\PressReleases\*
would be

{prop name=directory} {regex} #\PressReleases\® {/regex} {/prop}

If your property name includes spaces, use quotation marks:

{prop name="Number of exasperating revisions requested"} >10 {/prop}

The EQUALS and CONTAINS Operators

In query expressions involving text, use the EQUALS operator when you require an
exact match. The short form of the EQUALS operator is = (an equal sign). For example,
the following queries

@doctitle Queen's Gambit Declined
'{pr'op name=docTitle} equals Queen's Gambit Declined {/prop}

locate all files whose DocTitle property value is exactly “Queen’s Gambit Declined.”
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. When you care only whether a particular word appears in a property value (no matter

what else may be there), use the CONTAINS operator (or no operator; CONTAINS
is the default). For example, to find documents in which the words “Queen’s Gam-
bit Declined” appear somewhere within any property (including the contents), you
could write any of the following:

@all Queen's Gambit Declined

{prop name=all} contains {phrase} Queen's Gambit Declined {/phrase} {/prop}
{prop name=all} {phrase} Queen's Gambit Declined {/phrase} {/prop}

Note that the short form does not include a CONTAINS operator.

To find documents in which any of those words (or any of the inflected forms of
“declined”) appear, express the text in free-text mode:

$all Queen's Gambit Declined
{prop name=a11}‘contains {freetext} Queen's Gambit Declined {/freetext} {/prop}

{prop name=all} {freetext} Queen's Gambit Declined {/freetext} {/prop}

The Relational Operators

The Indexing Service offers the following relational operators:

} r Descripti
= Equal to
l= Not equal to
< Less than
<= . Less than or equal to
> Greater than
>= Equal to or greater than

Both the long form and the short form use the same set of relational operators.

Date and Time Expressions

Dates and times should be expressed in one of the following formats:
yyyy/mm/dd hh:mm:ss

yyyy-mm-dd hh:mm:ss

The first two year digits are optional. If you omit them, the Indexing Service regards
all years as falling between 1930 and 2029. You can add an optional three-digit mil-
lisecond value to the time value (for example, 2000/04/12 14:54:23.456). All times
are recorded in coordinated universal time format (UTC, or Universal Time Coor-
dinate), which is essentially the same as Greenwich mean time.
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In conjunction with relational operators, you can express times as offsets relative to
the current time, using the following abbreviations:

Abbreviation 4 Meahing

Year

Quarter (three months)
Month

Week

Day

Hour

5 5 A g g

Minute
s Second

For example, the query
@Write >-1d12h

returns files last saved within the most recent 36 hours.

The Boolean Operators

The Indexing Service offers the following Boolean operators:

AND & AND

OR | OR

Binary NOT &! - AND NOT
Unary NOT ! NOT

The binary NOT operator is used between two properties. For example, in the query
@DocAuthor Carl &! @DocSubject Windows

the binary NOT operator returns documents that match @DocAuthor Carl but not
@DocSubject Windows.

The unary NOT operator is used to negate a single query expression. For example,
the query

{prop name=size} not > 1000

returns documents whose size is not greater than 1000 bytes. The only reason the dis-
tinction matters is that the unary NOT is permitted only in queries in which the query
expression is a numeric value.

Note that it’s okay to use the short-form operator symbols in long-form queries—
that is, you can substitute & for AND, | for OR, and so on. More important, be aware
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that the Indexing Service Help text (as well as some documents posted at Microsoft’s
MSDN Web site) erroneously indicates that the unary NOT operator should go
before the property name in the short form, like this:

!@Size > 1000

Unfortunately, the Indexing Service will not reject this query. Instead it will ignore
the NOT operator, returning results that are the opposite of what you intend.

The Proximity Operator

The proximity operator allegedly lets you look for files in which two text expressions
fall within 50 words of each other. In numerous tests for this chapter, however, the
service returned files in which the two expressions appeared only at significantly
larger separations. (In one file, the two expressions were more than 1000 words
apart.) Even assuming that noise words are disregarded in the calculation, we have
to conclude that the proximity operator might better be described as a Boolean AND.

In fact, we compared the effects of the AND operator and the proximity operator,
and in every test the Indexing Service returned the same set of documents with each
operator. The operators differed in terms of the relevance rankings given to the files
returned, but we found no consistent pattern to the differences in these rankings.
We suggest that you regard the proximity operator with a degree of skepticism!

The long form of the proximity operator is NEAR; you can use either NEAR or ~ in
the short form.

The Order of Operator Precedence

The Boolean and proximity operators are evaluated in the following order:

1. NOT
2. AND and NEAR
3. OR

Operators at the same precedence level are evaluated in left-to-right order. You can
use parentheses to override the default precedence.

‘Pattern-Matching Queries

The Indexing Service supports three types of pattern-matching queries:

* Queries that use MS-DOS-style wildcard characters (* and ?)
¢ UNIX-style regular-expression queries

* Queries that look for alternative word forms
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Queries That Use MS-D0OS-Style Wildcard Characters

The Indexing Service recognizes both of the standard MS-DOS wildcard characters,
*and ?. The asterisk represents any number of characters, and the question mark rep-
resents any single character.

In the short form, you can express this kind of query using either the @ or the # mode
symbol. For example, both

#filename=+.do?
and

@filename=*.do?

will deliver file names whose extensions start with the characters do and end with
at most one additional character.

Do not, however, omit the equal sign in short-form queries of this type. If you do,
the Indexing Service assumes a CONTAINS operator instead of an EQUALS opera-
tor. The query

fifilename *.do?

returns file names that include the characters do anywhere—before or after the period.
To find file names with the pattern *.do? using the long form, write this query:
{prop name=filename} {regex} *.do? {/regex} {/prop}

Do not omit the {regex} tag. If you do, the Indexing Service returns only those files
with the characters do? before the extension!

Queries That Use UNIX-Style Regular Expressions

The Indexing Service supports the UNIX regular-expression syntax. A full treatment
of the possibilities this affords is beyond the scope of this chapter. (You can read
details in the Indexing Service Help text, or at msdn.microsoft.com/library/psdk/
indexsrv/ixqlang_Inlv.htm.) Here, however, is one potentially useful example.
The query '

{prop name=filename} {regex} =.|(do?|,x1?|,mdb|) {/regex} {/prop}
returns all files with any of the following extensions: .do?, .x1?, or .mdb.
Here is the equivalent short-form query:

#filename *.|(do?],x1?]|,mdb|)

Notice that in this case, as distinguished from the simple MS-DOS-style query, you
must use the # mode symbol, and you must omit the equal sign.
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Queries That Look for Alternative Word Forms
If you want to use the short form to find words that begin with particular letters, use
the @ mode symbol, no equal sign, and a single asterisk. For example, the query

@contents dog*

returns documents with “dog,” “doghouse,” “doggerel,” “dogmatic,” “doggone,”
and so forth. Note that if you mistakenly use the # mode symbol, you get nothing!
To perform the same query using the long form, write either of the following:

{prop name=contents} dog* {/prop}
{prop name=contents} {generate method=prefix} dog {/generate}{/prop}

The {generate} tag provides finger exercise, but no more..Its method attribute cur-
rently supports only two values—prefix and inflect. As you'll see, the inflect value is
also superfluous in the current version. (Future versions of the query language pre-
sumably will support additional kinds of alternative word forms.)

To find inflected forms of verbs, use the double-asterisk wildcard. For example,

@contents swim=x

locates files containing “swim,” “swam,” and “swum”—but not “swimmer.” Short-
form users, nota bene: Use @, not #, and do not write an equal sign.

In the long form, the equivalent query is either of the following;:

{prop name=contents} {generate method=inflect} swim {/generate} {/prop}

{prop name=contents} swim+x {/prop}

Administering the Indexing Service

110

The MMC console for administering the Indexing Service is Ciadv.msc, shown in
Figure 6-3. You can get there by any of the following routes:

* Type ciadv.msc at a command prompt.

* Right-click My Computer and choose Manage. In Computer Management, open
Services And Applications. Under Services And Applications, select Indexing
Service.

* Inthe Search Assistant (or the Search Explorer bar), click the Indexing Service
link. (Click Search Options first if you don’t see the Indexing Service link.)
In the Indexing Service Settings dialog box (see Figure 6-1, page 99), click
Advanced.

You must be logged on as an administrator to use the Indexing Service console. You
can get there without administrative privileges (if you use one of the first two meth-
ods just described), but you can’t do anything useful—or even see the status of
the service. - :
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Figure 6-3
If you log on as an administrator, you can use this MMC console to administer
the Indexing Service.

If the Indexing Service console does not display the console tree (the left pane), you
might want to do the following to display it:

1. Choose View | Customize.
2. Select the Console Tree check box and click OK.

If the Console Tree check box is already selected but the console tree is not visible,
clear the check box, click OK, choose View | Customize again, and then select the
check box and click OK. (This is a bug in MMC.)

The console tree displays an entry for each catalog created by the Indexing Service.
By default, that includes a System catalog and, if IIS is installed, a Web catalog. You can
also create additional catalogs or delete existing ones in the Indexing Service console.

Opening the entry for a catalog reveals the three subentries shown in Figure 6-3:
Directories, Properties, and Query The Catalog. Directories shows which folders are
indexed by the selected catalog (and lets you make changes to that list). Properties
shows which properties are being indexed, and Query The Catalog provides a query
form that you can use as an alternative to the Search Assistant. Queries submitted
with this query form generate the same list of files as queries submitted via the Search
Assistant, but the files arrive as hyperlinks rather than as Windows Explorer entries.

When you select a catalog name in the console tree, the details pane of the Index-
ing Service provides status information about the selected catalog.

An Overview of the Indexing Process

The Indexing Service creates and maintains its catalogs through the following
processes:

1. Scanning. The service scans the disks and folders to be indexed to determine
which files have changed and thus need to be reindexed. A full scan takes place
the first time you turn on the service, whenever you add a folder to a catalog,
and whenever a serious error occurs. Incremental scans take place whenever

Finding Files with the Indexing Service 111




112

4.

the service is restarted (for example, when you restart your computer) and at
least once a day.

The creation of word lists. A word list is a small temporary index maintained
in memory. Documents in a word list are automatically reindexed whenever
the service is restarted. '

‘The creation of saved indexes. A saved index is a highly compressed tempo-

rary disk file optimized for fast response to searches. The service combines
word list data into saved indexes whenever a large enough number of word
lists have accumulated. '

Merging. Merging is the combining of data from multiple word lists and saved
indexes into a permanent master index.

Indexing Files with Unknown Extensions

To include files with unknown extensions in all your catalogs, right-click Indexing
Service On Local Machine, at the top of the console tree, and choose Properties from
the shortcut menu. The dialog box shown in Flgure 6-4 appears.

demng Seivice on anal Machine. Blopmtles

Generation ] T

Figure 6-4
Use this properties dialog box to add unknown file types to your catalog.

On the Generation tab, select the Index Files With Unknown Extensions check box.
The Indexing Service will then do its best to extract meaningful content from file
types for which it lacks a filter. After you’ve made this change, you need to stop and
restart the Indexing Service to have your change take effect.
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To index unknown file types only in a particular catalog, right-click that catalog’s
name in the console tree and then choose Properties. On the Tracking tab, clear the
Inherit Above Settings From Service check box. Then go to the Generation tab and
select Index Files With Known Extensions. (If you don’t first clear Inherit Above
Settings From Service, your catalog uses whatever setting you’ve applied to the
service as a whole.) After making this change, stop and restart the catalog to have
your change take effect.

Supplying an Alias for a Folder Name

By default, the Indexing Service identifies remote folders by their share names and
their full UNC paths. The UNC paths appear in the Alias column in the details pane
of the Indexing Service console. If this default alias is not to your liking, right-click
Indexing Service On Local Machine, choose Properties from the shortcut menu, go
to the Tracking tab, and clear the Add Network Share Alias Automatically check box.
You can then supply your own alias (if you want) by expanding the catalog entry
in the console tree, selecting Directories in the console tree, double-clicking the
directory (folder) name in the details pane, and filling out the ensuing dialog box.

You can also clear the alias default at the catalog level rather than the service level.
To do so, right-click the catalog name, choose Properties, go to the Tracking tab, clear
the Inherit Above Settings From Service check box, and then clear Add Network
Share Alias Automatically.

Stopping, Pausing, and Restarting

To stop the service, right-click Indexing Service On Local Machine and choose Stop
from the shortcut menu. To stop a particular catalog, right-click that catalog’s name,
choose All Tasks from the shortcut menu, and then choose Stop.

To pause the service or a catalog, follow the same steps, but choose Pause instead
of Stop. While the service or a catalog is paused, you can still execute queries, but
no further catalog processing occurs. To restart after a pause or a stop, retrace your
steps and choose Start.

Changing the Folders Included in a Catalog

To see which folders are included in a catalog, open the catalog’s entry in the con-
sole tree and select Directories. Figure 6-5 shows a sample of what you might see.

Folders with a Yes in the Include In Catalog column are part of that catalog—as are
all their subfolders, with the exception of subfolders explicitly excluded by entries
that have a No in the Include In Catalog column.
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Figure 6-5
The Directories list shows which folders a catalog includes.

To add a folder to the catalog, right-click Directories in the console tree, choose Add,
and then choose Directory. In the ensuing dialog box, supply the path and alias of
the folder you want to add. To delete a folder, right-click it in the details pane and
choose Delete from the shortcut menu. To change a folder’s status—from included
to excluded, or vice versa—double-click the folder in the details pane. In the ensu-
ing dialog box, select Yes or No as appropriate.

Excluding Specific NTFS Files

To explicitly include or exclude an NTFS file from your catalog(s), right-click the file
in a Windows Explorer window and choose Properties from the shortcut menu. On
the General tab of the properties dialog box, click the Advanced button to display
the Advanced Attributes dialog box, shown in Figure 6-6. Clear the For Fast Search-
ing, Allow Indexing Service To Index This File check box to exclude this file from
all catalogs.

i nced Atlsibutes

Figure 6-6
You can use this Advanced Attributes dialog box to explicitly exclude
a file from your catalog(s).
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Manually Rescanning a Folder

You can manually initiate an incremental or full scan of any folder by right-click-
ing the folder name in the details pane, choosing All Tasks, and then choosing Rescan
(Full) or Rescan (Incremental). Microsoft recommends that you do a full rescan if you
install a new filter, start or stop the indexing of unknown file types, or edit the noise
word file.

Creating and Deleting Catalogs

To create a new catalog, right-click Indexing Service On Local Machine (in the con-
sole tree), choose New from the shortcut menu, and then choose Catalog. You'll be
asked to supply a name and storage location for the new catalog.

To delete a catalog, first stop the Indexing Service. Then right-click the catalog’s name
in the console tree, choose Delete from the shortcut menu, and answer the confir-
mation prompt.

Adjusting the Indexing Service’s Performance Parameters

To adjust the Indexing Service’s performance parameters, first stop the service. Right-
click Indexing Service On Local Machine in the console tree, choose All Tasks, and
then choose Tune Performance. These steps take you to the Indexing Service Usage
dialog box, shown in Figure 6-7.

Figure 6-7 '
The Indexing Service Usage dialog box lets you choose a broad performance category.

If none of the first four options listed in this dialog box quite describes your situation,
choose Customize, and then click the Customize button. The Desired Performance
dialog box, shown in Figure 6-8, appears.
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Figure 6-8
- The Desired Performance dialog box allows further fine-tuning.

The sliders here control the processing priority that Windows 2000 will give to the
service’s catalog building (Indexing) and query processing (Querying). Moving
either slider to the right makes the service more responsive while reducing the per-
formance of whatever applications you might be running concurrently with the
Indexing Service.
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Chapter 7

The Windows 2000 Shell:
Beyond the Basics

In This Chapter
Removing Impediments ...t e 117
Using Cascading Folder Names ...........cooiiiiiiiiiniiiiiii i, 123
Using Windows Explorer's Command-Line Syntax ........................... 124
Relocating Shell folders ........ e 126
Adding or Changing Shortcut Menu Commands ............................. 128
Using Third-Party Shell Tools . ...... ... . 130

Getting Windows Explorer and the other components of the Microsoft Windows
2000 shell to'look and work in a manner congruent with your level of expertise is
critical to your satisfaction with Windows 2000. Fortunately, Microsoft made the shell
highly customizable, so with a modicum of effort you can tailor it to your comfort.
Unfortunately, the system’s default behavior is designed to serve a user whose
preferences probably differ considerably from your own. Therefore you’ll almost cer-
tainly need to mold the shell in a variety of ways to get it working the way you want.

To assist you in that effort, this chapter provides a brief power user’s tour of Win-
dows Explorer and other elements of the Windows 2000 shell.

Removing Impediments

The default design of Windows Explorer promotes simplicity at the expense of expert
users’ convenience. Ordinarily, the shell opens without the invaluable Folders bar,
providing an elementary display but making navigation among folders more diffi-
cult than it needs to be. System files and files with the hidden attribute are not nor-
mally displayed, paths are suppressed from folder address and title bars, file name
extensions are excluded, and a potentially obnoxious HTML template discourages
exploration of particular folders, such as %SystemRoot% and System32. One of the
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first things you might want to do to streamline your work in Windows
Explorer is to make the shell a little less protectively simple.

Including the Folders Bar by Default

Windows Explorer can open in either of two modes, with or without the Folders bar.
If you right-click any folder name, you'll see these two modes identified on the
shortcut menu as Open and Explore. Open, the factory default, provides a single-pane

- display, without the Folders bar. Explore generates a two-pane display, including

the Folders bar.

If you like using the Folders bar for navigation or for moving and copying items
between folders, you'll probably want to make explore mode the default action for
folders:

1. Inany Windows Explorer window, choose Folder Options from the Tools menu.

2. On the File Types tab of the Folder Options dialog box, scroll down and select
Folder (not File Folder!). Because the Folder entry has an N/A extension, the
easiest way to find it is to click the File Types heading first. Doing so sorts the
list by type rather than by extension.

3. Click the Advanced button.
4. In the Actions list, select Explore.
8. Click Set Default; then click OK and Close to get out of the dialog box.

Now, any time you open a Windows Explorer window, you'll get the Folders bar. On
those occasions when you want to see folder contents without the namespace outline,
you can simply click Folders on the Windows Explorer toolbar. Or, if you want to
navigate by history (returning to a folder or a Web site you've recently visited), you
can click the History button to replace the Folders bar with the History bar.

“De-Personalizing” the Start Menu

Like the Office Assistant—that cute little animated figure that periodically descends
upon your Microsoft Word or Microsoft Excel document—the “personalized” Start
menu introduced with Windows 2000 is more apt to provoke love or hate than feel-
ings of neutrality. Those who love it are relieved not to have to scroll their Programs
and Favorites menus. Those who feel the opposite chafe at the erratic positioning
of menu items and the d1sappearance of items they happen not to have used in a
week or two. -

If the little double-headed arrows at the bottoms of menus annoy you, don’t despair.
Simply “de-personalize”:

1. Choose Start | Settings | Taskbar & Start Menu.
2. On the General tab, clear the Use Personalized Menus check box.
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Adding Good Stuff to Your Start Menu

While you're in the Taskbar And Start Menu Properties dialog box, click over to the
Advanced tab. The list at the bottom of this dialog box includes eight check boxes,
the first seven of which you’ll almost certainly want to select. These add valuable
items to your Start menu—a cascading Control Panel submenu, for example, that saves
you the trouble of opening the entire Control Panel when all you need is one item.
(See Figure 7-1.)

&l %
éﬁ My Network Places Accessiily Options
&5 Add/Memove Hardware
f&P, Recyclo Bin E AddfRemove Pogans

__J nmwn.m:zk

Adrinistrative Tooks

Figure 7-1
A cascading Control Panel menu is a great time-saver.

The last option in this dialog box, Scroll The Programs Menu, doesn’t add anything
to the Start menu, but it does change the menu’s behavior. If your Programs menu
becomes too tall for your screen, Windows 2000 by default displays the spillover in
one or more adjacent columns. If you’d rather scroll to get the whole Programs menu,
select this check box. ‘

Revealing Hidden and System ltems

By default, Windows Explorer hides files and folders that have either the hidden
attribute or the system attribute set. Such files not only don’t show up in folder
windows; they’re also invisible to the Search command. The operating system keeps
these things out of sight, on the assumption that what you can’t see you can’t delete,
rename, or corrupt.

To make hidden files and folders visible, choose Tools | Folder Options in Windows
Explorer, click the View tab, and select Show Hidden Files And Folders. To make
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visible files and folders with system and hidden attributes (the so-called “super-
hidden” items), clear Hide Protected Operating System Files (Recommended).

If you want hidden and system files and folders to stay invisible most of the time,
but you occasionally need to search for such items, you can open a Search window,
use the Tools menu to reveal the hidden stuff, perform your search, and then use
the Tools menu again to put things back in their original state. Alternatively, if you
know the folder in which a hidden item resides, you can open a Command Prompt
window, navigate to that folder, and then use the Dir command with the /Aswitch.
Typing the command dir /ash, for example, generates a list of items with the system
and hidden attributes.

Displaying or Hiding Extensions

Windows Explorer normally displays file name extensions only for file types unknown
to the registry, leaving you to discern the type of most files by their icons or their
entries in the Type column (if you're using Details view). If you find this level of
feedback inadequate—if you long for the full filename.extension presentation of an
MS-DOS directory listing, for example—you can go to the View tab of the Folder
Options dialog box and clear Hide File Extensions For Known File Types.

If you need to see extensions only for certain registered file types, however, there’s
a better solution:

1. Choose Tools | Folder Options, and click the File Types tab.

2. Select the file type whose extension you want to see.

3. Click Advanced.

4. Select Always Show Extension.
These steps add the string value AlwaysShowExt to the class definition registry
subkey for the selected file type. You could achieve the same result by opening a
registry editor and adding this subkey by hand, but we recommend that you make

direct changes to the registry only when the Windows user interface doesn’t pro-
vide an indirect method.

You do need to modify the registry directly if you want to make extensions visible
for a file type that doesn’t appear in the Windows Explorer File Types list. Here's
the procedure:

1. Run Regedit or Regedt32.

2. Look for the subkey HKCR\ .ext, where ext is the extension of your file type.
3. If that subkey doesn't exist, create it.
4

. To the subkey HKCR\.ext, add the string value AlwaysShowExt. Do not add
any data to the value AlwaysShowExt.
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5. Log off and then log back on to have this change take effect. (This is necessary
only for file types that don’t appear in the File Types list.)

For information about using Regedit and Regedt32, see Chapter 39, “Working with the
Registry.”

Note that if you want to know a file name’s extension on an ad hoc basis, you can’t
simply right-click the file and look at its properties dialog box. You could do this in
earlier versions of Windows, but Windows 2000 doesn’t do you the courtesy of
showing the extension in the properties dialog box. What you can do is right-click
the file and choose Open With. The full file name, including extension, appears at
the top of the Open With dialog box. It's kludgy, but it works.

It's possible to achieve the opposite effect of AlwaysShowExt—to suppress the exten-
sion for a particular file type, even if you've cleared Hide File Extensions For Known
File Types in the Windows Explorer Folder Options dialog box. Presumably because
the designers of Windows considered this an unlikely request, they did not provide
a Ul switch for this purpose. So here’s another case in which a direct registry edit is
required.

To hide a file type’s extension when all other extensions are displayed:

1. Run Regedit or Regedt32.

2. Navigate to the key HKCR\.ext, where ext is the extension of the file type in
question.

In most cases, the subkey for the extension you're interested in will have, as its
default data, a plain-English program identifier. For example, if you go to
HKCR\.bmp in Regedit, you will see

(Default) REG_SZ PaintPicture

in the right pane. In Regedt32, you will see
<NoName>:REG_SZ:PaintPicture

3. Navigate to HKCR\programidentifier, where programidentifier is this plain-
English descriptor.

4. To the subkey HKCR\programidentifier, add the string value NeverShowExt.
Do not add any data to the value NeverShowExt.

5. Log off and then log back on to make this change effective.

Removing the “Nag” Screens

If you've selected Enable Web Content In Folders in the Windows Explorer Folder
Options dialog box, it’s possible you’ve encountered a screen similar to the one
shown in Figure 7-2. It's equally possible that you’ve felt vexed by the operating
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system’s presumption that you ought not to be looking at the contents of certain
folders, such as Program Files, %SystemRoot%, and System32.
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Figure 7-2
It's easy to get rid of “nag” screens like the one shown here.

Inreality, the requirement that you click the Show Files link to see the contents of
such folders is not that onerous, because you don’t have to do this every time you
visit the affected folder. After you’ve done it once, Windows Explorer remembers,
and for the duration of your session in Windows 2000 the nag screen stays out of
your way.

But if you hate being nagged even once, you can easily do away with the thing,
without giving up your preference to show Web content in folders:

1. Open the file Desktop.ini in the folder where you want to remove the nag screen.

2. Putan apostrophe at the beginning of the line that starts
WebviewTemplate.NT5=

3. Save the Desktop.ini file.

Commenting out the line that specifies the HTML template for this folder is the least
destructive and most easily reversible solution to the problem. If you change your
mind, you can simply go back into the .ini file and take out the apostrophe.
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Using Cascading Folder Menus

Earlier in this chapter, we mentioned the so-called “advanced” options available via
Start | Settings | Taskbar & Start Menu. Along with offering other valuable options,
the Advanced tab of the Taskbar And Start Menu Properties dialog box lets you add
a cascading Control Panel submenu to your Start menu.

Windows 2000 also lets you add other cascading folders to the Start menu. For
example, to create a cascading My Computer item at the top of the menu, simply
right-drag My Computer to the Start button, wait until the menu opens, drag to the
top of the menu, release the mouse button, and choose Create Shortcut(s) Here. You
can then rename the item to get rid of the “Shortcut to” verbiage. As Figure 7-3
shows, such a menu makes it easy to open just about any folder on your system. (For
amusement, you can even cascade that menu around in circles, since Start Menu is
itself a folder subordinate to My Computer.)

My Computer

“Windows Update

&Wﬂm%@ﬁﬁ

Figure 7-3
Adding My Computer to the Start menu lets you navigate easily to distant realms.

Any system folder or ordinary file folder can be added to the Start menu in this
fashion. If you regularly visit subfolders nested within My Network Places, for
example, you might find it helpful to put My Network Folders on the Start menu.
If the project you're currently working on takes you repeatedly to a particular docu-
ment folder on your server, adding that folder to the Start menu could be a step-saver
for you. When you complete the project, you can simply delete the folder shortcut
from the menu.
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As an alternative to piling onto your Start menu, consider adding a folder to your
taskbar as a toolbar. Drag the folder to an unoccupied spot on the taskbar. Windows
2000 creates a new toolbar for your folder. Then drag the toolbar as far to the right
as possible (if your taskbar is at the top or bottom of the screen) so that only the name
shows. Now you can click the chevron at the right side of the toolbar (folder) name
to create a cascading pop-up menu.

Using Windows Explorer’s Command-Line Syntax
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Cascading folder menus, whether on the Start menu or in the form of a toolbar, make
it easy to open Windows Explorer with a particular folder in view. But this might
not be the ideal way. Compare the two views of D:\Winnt shown in Figure 7-4. The
one on the left was generated by a Start menu item, subordinate to My Computer.
The one on the right was produced by a command-line string.
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Downloaded Program Filss

Figure 7-4
The view on the right, generated by a command-line string, restrlcts the Folders
bar to a particular namespace node.

The difference between the two views is all in the left pane, the Folders bar. The
command-line string in this case puts the selected folder (Winnt) at the top of the
namespace hierarchy, eliminating all of Winnt’s ancestry and letting you focus your
attention on Winnt’s subfolders.

This is one example of the potential utility of the Windows Explorer command-line
syntax. You can probably find others in your own work. You can use Windows
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Explorer command strings in shortcuts, with the Start menu’s Run command, at the
command prompt, or in batch files. The syntax is as follows:

explorer [/n|/ell./root,object][[,/select],subobject]

/N Opens without displaying the Folders bar.
/E Opens with the Folders bar displayed.
/Root,object Restricts Windows Explorer to object and all folders contained

within object.

/Select,subobject Gives the initial focus to the parent folder of subobject and ’
selects subobject. If /select is omitted, subobject specifies the
folder that gets the initial focus.

Let’s look at some examples. To begin,

explorer /e,/root,d: \winnt

opens Windows Explorer and displays the Folders bar, restricting the namespace to
D:\Winnt and its subfolders. (This is the syntax used to generate the window on the
right side of Figure 7-4.)

To open D:\Winnt\Cursors in Windows Explorer, with the Folders bar displayed
and the file Appstart.ani selected, you must include the file name and extension in
the command string, as shown here:

explorer /e, /select,d:\winnt\cursors\appstart.ani

Typing the following opens D:\Winnt without the Folders bar:

explorer d:\winnt '

The folder is loaded as the subobject focus, not as the root folder.

This simple string opens My Documents, with the Folders bar displayed:
explorer

The string

explorer /n

opens the drive on which Windows 2000 is installed without displaying the Fold-
ers bar, while-

explorer /e,.

opens the current folder in Windows Explorer. This is particularly handy if you've
used the CD command in a Command Prompt window to navigate to a folder and
you then want to use Windows Explorer to manipulate files in that folder.

You're probably wondering why typing explorer, by itself, opens My Documents,
whereas typing explorer [n opens the drive on which Windows 2000 is installed. We
wonder, too. Microsoft changed the default behavior of Windows Explorer in Win-
dows 2000. Formerly, the shell opened My Computer by default; now it opens My
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Documents. But typing the command string explorer [n opens neither My Computer
nor My Documents. Go figure.

Using GUIDs to Open Shell Folders in Windows Explorer

A GUID, or globally unique identifier, is a string of 32 hexadecimal digits enclosed
within braces, with hyphens separating the digits into groups of eight, four, four,
four, and twelve—like this:

{nnnnnnnn-nnnn-nnnn-nnnn-nnnnnnnnnnnn}

Windows 2000 uses GUIDs to identify all kinds of objects, including certain system
folders. You can open the following GUIDs in Windows Explorer:

{208D2C60-3AEA-1069—A2D7—08002830309D} My Network Places
{20D04FEQ-3AEA-1069-A2D8-08002B30309D} My Computer

{2227 A280-3AEA-1069-A2DE-08002B30309D}  Printers
{645FF040-5081-101B-9F08-00A A002F954E} Recycle Bin
{7007ACC7-3202-11D1-AAD2-00805FC1270E} Network And Dial-Up Connections
{D6277990-4C6A-11CF-8D87-00A A0060F5BF}  Scheduled Tasks

When you include a GUID in a command string, precede it with two colons, like this:
explorer ::{208D2C60-3AEA-1069-A2D7-08002B30309D}

If typing all 38 characters of the GUID, including the braces and hyphens, isn’t your
idea of fun, you can copy the string out of the registry:

1. Run Regedit.

2. Select HKCR.

3. Press Ctrl+F and search for the name of the folder you want.

4

. When Regedit finds your folder, make sure that the key name displayed on the
Status bar ends with the GUID listed in this book. (Use the View menu to make
the Status bar visible if it isn’t already.) If the GUID doesn’t match, press F3 to
find the next occurrence of your search string.

9. InRegedit’s left pane, right-click the subkey marked by the open folder (which
should be near the bottom of the pane) and choose Copy Key Name.

6. Paste the key name into your command string, and then delete everything up
to the opening brace.

Relocating Shell Folders
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Certain shell folders—for example, My Network Places and Printers—are constructs
of Windows 2000 that do not correspond to traditional disk directories. You can
display them as folders in Windows Explorer, but you can’t display them with a Dir
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command at the command prompt. You also can’t change their locations, because
they’re not located anywhere!

Others, such as your Start Menu folder, are ordmary disk folders. These you can
relocate if the need arises. Both you and a colleague, for example, might want to move
your Favorites folder to a network share so that you can enjoy each other’s latest Web
discoveries. Or you might want to move one or more such folders to a different
partition if the one where they’re currently located is running out of space.

To change the location of a shell folder, you need to edit the registry key HKCU
\Software \Microsoft \Windows\CurrentVersion\Explorer\Shell Folders. Figure
7-5 shows what this key looks like on a typical system. To make the change, simply
double-click the appropriate value in the right pane of Regedit or Regedt32 and
supply the new path and folder name.
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Figure 7-5
You can move any of these shell folders to a new location by modifying
this and one other registry key.

After changing HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
\Shell Folders, move on down to HKCU\Software \Microsoft \Windows\Current
Version\Explorer\User Shell Folders. If the shell folder you're relocating also appears
in this key, make the same change here as well.

You'll notice that your My Documents folder appears in both registry keys under
the name Personal. You can relocate My Documents by changing these keys, but it’s
not necessary or advisable. Rather, to store your documents somewhere new—on
a network share, for example—right-click My Documents on the desktop and choose
Properties from the shortcut menu. Then fill out a new path on the Target line. (The
advantages of changing My Documents this way are that you don’t have to open the
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registry—something you should avoid doing when safer methods are available— -
and that Windows 2000 will give you the option of moving your current documents
to the new location.)

When moving shell folders, be careful that you don’t assign two folders to the same
disk location. '

Adding or ’changing Shortcut Menu Commands
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When you right-click a file or folder in Windows Explorer, you get the familiar short-
cut menu of commands available for that object. The commands that appear on this
menu are derived from the following registry locations:

¢ HKCR\class\Shell (where class is a class definition for a file type)
¢ HKCR\*\Shell

¢ HKCR\Unknown\Shell

¢ HKCR\class\Shellex\ContextMenuHandlers

¢ HKCR\*\Shellex\ContextMenuHandlers

e Shell32.dll

Those that appear under HKCR \class \shell are file-type specific. You can easily add
new commands here or delete or edit existing ones. Those that appear under
HKCR\*\Shell and HKCR\Unknown\Shell work just like the ones under
HKCR\class\Shell except that they apply to all file types (*) or to unregistered file
types (Unknown). You can change these, too.

Those that appear under HKCR\class\Shellex\ ContextMenuHandlers or HKCR\*
\ContextMenu Handlers are shell extensions provided by .exe or .dll files. Don’t
mess with these.

The ones that come from Shell32.dll are the so-called canonical verbs—Cut, Copy,
Paste, Delete, Rename, and Properties. A few class definitions include ShellFolder
subkeys with Attributes values that disable particular canonical verbs. The Attributes
value is an eight-digit hexadecimal number that, when converted to binary, produces
a bit field that specifies which canonical verbs should appear, according to the fol-
lowing scheme:

16 Paste

24 Copy

25 Cut

28 Rename
29 Delete

30 Properties
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You can disable a command by changing its bit from 1 to 0 or reenable it by chang-
ing it back to 1. It's probably not worth the bother.

An example of how the HKCR\class\Shell commands work is shown in Figure 7-
6. Batfile is the class definition for files with the extension .bat. Three commands are
defined under HKCR\Batfile\Shell: Edit, Open, and Print. Each has its own subkey,
and each subkey has a subkey called Command. The default value of Command pro-
vides the string that executes the command. The %1 at the end of the command string
is a placeholder for the name of the file that you right-click.
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Figure 7-6
This registry subkey defines the Edit command that appears on the shortcut menu for .bat files.

To create your own shell command:

1. Run Regedit or Regedt32.

2. Navigate to the key HKCR\.ext, where ext is the extension of the file type in
question.

3. Navigate to HKCR\programiden tifier\shéll, where programidentifier is the plain-
English descriptor that appears as the default value for HKCR\ .ext.

4. Create a subkey for the command you want to create.

5. Under this subkey, create the subkey Command.

6. As the default value for Command, type the command string you want to
execute.
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It’sa good idea to enclose the %1 placeholder in quotation marks. Doing this ensures
that if the file name to which you apply your command includes spaces, the com-
mand string won’t mistake the file name for two or more separate arguments.

Using Third-Party Shell Tools

130

The following tools, which are available from other vendors, offer some additional
flexibility, convenience, and capabilities. For more information about these programs
and links to the vendors, see the companion CD.

TweakUI

TweakUl is not exactly a third-party item, becaus. it comes from Microsoft. But it’s
not part of Windows 2000 and is no longer inclu ed with the Windovis Resource
Kits. When added to Control Panel, TweakUl lets you modify your environment in
a large number of ways. You can change the behavior of your mouse, modify the
appearance of shortcut icons, change the animation assnciated with menus and dia-
log boxes, and do a great dea! more. As this book weni co press, the download site
for the Windows 2000 version o. TweakUI had not yet been determiied. Search for
it within www.micrcsoft.com, and be sure to get the Windows 2C00 “rersion.

Tweaki for Power Users

JerMar Software’s Tweaki for Power Users provides a busy dialog box full of cus-
tomizing options, including items for Windows 2000, W indows 9%, and Microsoft
Office. Tweaki is shareware. You can download it from www.jermar.com.
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Chapter 8

Running Programs

In This Chapter
Using Command Lines, Paths,and MRUS ... 133
Controlling Programs and Services that StartatLogon ........................ 135
SCheduling TasKs ...t e e 137
Running a Program Under a Different User Account .......................... 142
‘Downloading Compatibility Updates e, 143
Using Apcompat to Solve Compatibility Problems ............................ 143

Probably nothing in Microsoft Windows is more self-evident than running pro-
grams. Thanks to the Start menu, most recently used (MRU) lists, file-type associations,
the Documents menu, and the Favorites menu, even the greenest beginner is unlikely
to have difficulty getting his or her favorite application or document aloft. But a few
fine points need to be considered, and this chapter considers them. In particular, we
discuss scheduled (and startup) program execution, ways to run a program under
a different user account, and applications that present compatibility issues with
Microsoft Windows 2000. We also take a brief look at command-line execution of
Windows-based programs (saving non-GUI programs for Chapter 10).

Using Command Lines, Paths, and MRUs

You can execute command strings in a variety of places: on the Run command line
(the command line that appears when you choose Run from the Start menu), on the
Target line of a shortcut’s properties dialog box, in a Command Prompt window,
on the Address toolbar, on the Address bar in Internet Explorer, and even on the
Address bar in Windows Explorer. Several of these venues maintain lists of your
most recently executed command strings.

Command strings can specify the name of an .exe file, a .Ink file (a shortcut), a batch
file or script, or a document whose file type is associated with a program (for example,
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a .bmp file). If any file name in the string includes spaces, you should enclose that
file name within quotation marks.

Like MS-DOS, Windows 2000 uses the Path environment variable to find executables.
To inspect your Path variable, choose Run from the Start menu and type msinfo32. That
launches the System Information console in MMC. Expand Software Environment in
the console tree, click Environment Variables in the console tree, click Path in the details
pane, and then rest your mouse on the part of the variable text that appears to the right
of the variable name. The full text then becomes visible as a ScreenTip.

To edit the Path variable, choose Settings | Control Panel | System. On the Advanced
tab, click Environment Variables. Under System Variables, select Path and click Edit.
You must be logged on as an administrator to edit any system variable. (You can also
use the System Properties dialog box to simply inspect the Path variable, of course,
but the dialog box is severely scrunched, and you can’t read the entire contents of
the variable unless you scroll horizontally.)

Some executables that don’t reside along the path can nevertheless be executed from
command strings without a full path specification. That’s because their registry
data includes path information. The simplest way to find out whether the program
you're interested in can be run that way is to try invoking it without the path and see
what happens.

‘Windows facilitates command reexecution by maintaining separate MRU lists for

command strings entered via the Run command, the Address toolbar, and the Address
bar in Internet Explorer. The MS-DOS subsystem also records an MRU list, good only
for the life of a Command Prompt session. (To reexecute a command in a Command
Prompt window, press F7 and select from the menu.)

In addition to these MRU lists, Windows helps you reenter commands in a variety of
other ways. The History bar in Windows Explorer and Internet Explorer, for example,
keeps a record of your activities that covers the most recent three weeks. The Documents
menu maintains a list of your 15 most recently used documents (shortcuts to many more
than 15 are kept in your Recent folder), and the common dialog boxes (the File Open
dialog box in Microsoft Word, for example) have their own built-in historians.

All this convenience might occasionally prove inconvenient—particularly if you're
reluctant to have your colleagues know about every Web site you happen to visit.
You can hide your tracks from casual onlookers by locking your workstation when-
ever you leave your desk. (Press Ctrl+Alt+Delete and choose Lock Computer.) Under
ordinary circumstances you can make your history invisible to other user accounts
by putting the sensitive data on an NTFS volume and using file and folder permis-
sions settings to ward off intruders. For good measure, you can also apply NTFS file
encryption to folders you're concerned about. Encrypting and restricting access to
your %UserProfile% folder and all its subfolders will keep casual snoopers out of
your History, Temporary Internet Files, and Recent folders—provided, of course,
that you haven’t moved those folders from their default locations.
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Note If you choose Start | Settings | Taskbar & Start Menu and then click the
Advanced tab, you will find a Clear button that promises to “remove records
of recently accessed documents, programs, and Web sites.” Although
clicking this button erases your Documents menu and three MRU lists—
those of the Start menu, the Address toolbar, and Internet Explorer—it
does not affect the contents of the History bar.

You should be aware, however, that it is possible for someone with administrative
privileges for your computer to run a background process on your system that can
monitor every keystroke and mouse click you make. Make it invisible to Windows
2000 Task Manager, so the target user has no way to know that he or she is being
watched. It is also possible for an administrator to take ownership of your NTFS files
and even—with a bit of effort—to decrypt them. All of Windows 2000’s security fea-
tures notwithstanding, a user with administrative privileges for your system is po-
tentially omniscient! For more about the NTFS file system and file encryption, see Chapter
32, “Using the NTFS File System,” and Chapter 33, “Using Encryption.” :

Controlling Programs and Services that Start at Logon

After Windows 2000 starts, it can automatically launch any number of programs and
services. You can find—and add or delete, if desired—the programs that start in any
of the following places:

* Startup folder on the Start menu (current user). To remove any of these pro-
grams, you can edit the Start menu directly, or you can use Windows Explorer
to navigate to %UserProfile% \Start Menu\Programs\Startup.

e Startup folder on the Start menu (all users). Unlike the situation in Windows
NT, the content of the Start menu for all users is merged with the one for a
particular user, so it's not possible to tell by looking at the Start menu which
profile a particular entry belongs to. You can modify these entries in Windows
Explorer by navigating to % AllUsersProfile% \Start Menu\ Programs\Startup.

* Run key in the registry (current user). The HKCU\Software\Microsoft
\Windows\CurrentVersion\Run key contains a value for each program to be
run whenever you log on. The name of each REG_SZ value in the Run key
represents the “friendly” name of the program, and the data specifies the name
of the executable and any command-line options.

* Run key in the registry (all users). The HKLM\Software\Microsoft
\Windows\CurrentVersion\Run key contains a value for each program to be
run whenever anyone logs on. The format of the values is the same as for the

comparable HKCU key.
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¢ RunOnce key (all users). The HKLM\Software\Microsoft\Windows\
CurrentVersion\RunOnce key contains the names of programs that will run
at startup the next time anyone logs on. When the programs run, their values
are automatically deleted from the RunOnce key so that they don’t run again.
The format of the values is the same as for the Run key.

¢ RunOnce key (current user). The HKCU\ Software\Microsoft \Windows\
CurrentVersion\RunOnce key is structured just like its counterpart under
HKLM, and it works the same way except that it affects only the current user.

* Your Scheduled Tasks folder. You can use Scheduled Tasks to specify per-user
startup tasks (as well as tasks that occur on other kinds of schedules).

¢ An administrator’s Scheduled Tasks folder. A user who has administrative
privileges for your computer can use Scheduled Tasks to set up a startup task
for your user account. By default, that task will not be listed in your own Sched-
uled Tasks folder.

¢ Another user’s Scheduled Tasks folder. Strange as it might seem, users who
do not have administrative privileges for your computer can still schedule tasks
that will run when you log on. Such tasks run as background processes only.

* Group Policy. Group Policy contains two policies (both called Run These Pro-
grams At User Logon) that contain a list of programs to be run whenever any-
one logs on. You can find these lists in the Group Policy console (Gpedit.msc)
by navigating to Computer Configuration\ Administrative Templates\System
or User Configuration\ Administrative Templates\System\Logon/Logoff. To
review or edit either list, select Enabled and click Show. See Figure 8-1.
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Figure 8-1
You can use Group Policy to specify the names of programs or documents that
should be run. You must include the path if the file is not stored in %SystemRoot%.
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Note

A program that launches at startup can be located in any of these places. If you're
trying to determine why a particular program starts, you'll need to check each place
until you find it. Note that the Scheduled Tasks folder displays only those tasks that
your own user account has established. If an administrator uses Scheduled Tasks to
create a startup task for your account, you will not see that task listed in your own
Scheduled Tasks folder.

If you want to add a program to the startup routine, the place where you choose to
add it depends on whether you want the program to run only when you log on or
when anyone logs on; how familiar you are with registry editing; whether you're
concerned about hiding menu items from users; and whether you’re concerned about
forcing users to run certain programs. As with so many tasks in Windows, you'll find
many ways to achieve the same result.

You're probably familiar with the trick of holding down a Shift key while
Windows starts (that is, beginning when you press Enter or click OK in
the Log On To Windows dialog box) to prevent startup programs from
running. That trick works in Windows 2000, but it affects only the pro-
grams in the Startup folders. Programs in the reglstry s Run keys run
regardless.

To review and change the services that start during startup, you can use the Serv1ces
console. For more information, see Chapter 20, “Managing Services.”

Scheduling Tasks

Windows 2000 includes a flexible, easy-to-use scheduling tool that allows you to
automate chores that need to be performed at regular intervals. To set up a sched-
uled task on your own system, choose Start | Settings | Control Panel | Scheduled
Tasks | Add Scheduled Task. If you have appropriate privileges, you can schedule
tasks for a remote system by opening that system’s ADMINS share and navigating
to its %SystemRoot% \Tasks folder.

The Scheduled Tasks Wizard that appears when you choose Add Scheduled Task
is mostly, but not entirely, self-evident. Here are some points to note:

* Youcanschedule any application, script, batch file, shortcut, or linked document—
anything that you could execute on a command line. You can also specify com-
mand-line arguments, but doing so requires a visit to the task’s properties
dialog box after you have created the task.

e If youschedule a task to run “when my computer starts,” that task will run as
a noninteractive process when the computer starts and will continue to run,
regardless of who is logged on, until the system is shut down or you terminate
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the task. (Because you are the task’s owner, only you can terminate it. To ter-
minate a noninteractive process, press Ctrl+Alt+Delete, choose Task Manager,
click the Processes tab, select the process, and then click End Process.)

¢ If you schedule a task to run “when I'log on,” the task will actually run when
anyone logs on. If you log on, the task runs interactively (provided, of course,
that it was designed to run that way). If someone else logs on, the task runs as
a noninteractive process. Note the following peculiarity: if you set up a logon
task for your own use, expecting it to run interactively, and someone else logs
on before you, that task will run noninteractively when you log on. Windows
2000 leaves the task running when the other user logs off (because you own it)
and declines to start a second, interactive, instance when you log on.

¢ The screen shown in Figure 8-2 prompts you for a user account name and a
password. If you're logged on as a member of the Administrators group, you
can specify a user account and password other than your own here, thereby
creating an interactive task for another user. Even if you're merely scheduling
a task for your own account, however, you must supply your account name and
password (the latter twice) in this dialog box—notwithstanding the fact that
you've already given your password at logon. '

* If you schedule a recurring task or one that will run at some distant point in
the future, be aware that the password you specify must be valid at the time
the task runs. If you change your password periodically, or if you set up a task
for a user account that changes its password periodically, you might need to
reenter the password down the line. You can do that by right-clicking the task
in the Scheduled Tasks folder and choosing Properties from the shortcut menu.

* The wizard’s last page includes a check box that gives you the opportunity to
open the new task’s Advanced Properties dialog box when you click Finish.
This dialog box provides some important additional scheduling options, but
you can always come back to it later by right-clicking the task in the Scheduled
Tasks folder and choosing Properties from the shortcut menu.

The behavmr of the Wmdows 2000 Scheduled asks fac1hty pomts u ﬂ'fafct that

esecurlty to restrlct others access

A Note Abnut Securlty
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i Scheduled Task Wizaid

Enter the name and password of a user, The task will
tun as if it were started by that user,

Enter the user name: l 1EGMUND \Administrator
Enter the password: I o B
Confirm password: I

<Eack I " Mest> ! Cancel ‘

Figure 8-2
If you're an administrator, you can use this screen to schedule interactive
tasks for other accounts.

Working with Scheduled Task Objects

A scheduled task becomes a task object (a .job file). In the Scheduled Tasks folder,
such an object is denoted by an icon with a little clock in its lower left corner. You
can copy and move task objects, as you can any other kind of file objects. So, for
example, you can copy a task object to another system or even e-mail one to another
user. Outside someone’s Scheduled Tasks folder, you can modify the object’s prop-
erties (including its schedule), but the task will not run unless the object is returned
to a Scheduled Tasks folder.

Be aware that the user credentials associated with a task object do not travel with
the object. If you relocate a task object to another system, you will need to reenter
the user credentials (account name and password) on that system.

Monitoring Scheduled Tasks

You can get useful information about the status of a scheduled task by displaying
the Scheduled Tasks folder in Details view. Among other things, you can learn when
the task last ran (or was scheduled to run), when it’s scheduled to run again, and
who created the task.

If a task fails to run, Details view will tell you so but won't tell you why. To get diag-
nostic information, choose View Log from the Scheduled Tasks folder's Advanced
menu. The log appears as a plain-text file in Notepad.

Tasks that fail to run because the computer is off at the appointed hour, or because
the computer is on battery power and you’ve stipulated that the task shouldn’t run
in that condition, are recorded as missed tasks. You can get notification of missed
tasks by choosing Notify Me Of Missed Tasks from the Scheduled Tasks folder’s

Running Programs 139




140

Advanced menu. If you miss a task because your computer is off, a message to that
effect appears at your next logon.

Advanced Scheduling Options

Visiting the properties dialog box for a task lets you modify the task’s schedule,
change the password or user name associated with the task, add command-line
arguments for'the task, or even change the application that is scheduled to run. The
properties dialog box also provides some useful advanced scheduling options.

The Show Multiple Schedules check box, on the Schedule tab, lets you assign more
than one schedule to the same task. You could, for example, arrange to have your
task run every Friday at 5 P.M. and also at 5 P.M. on the 30th day of every month.
When you select this check box, a New button appears. Click New to enter a second
or subsequent schedule.

Figure 8-3 shows the dialog box that is displayed when you click Advanced on the
Schedule tab. Here you can specify an end date for a recurrent task or specify a repeat
interval for a recurrent task. If you select Repeat Task, you can use the Time or Duration
option to tell the system when to quit repeating. To repeat every two hours until 11 P.M.,
for example, you could select Repeat Task, set the Every fields to 2 and Hours, select
Time, and specify 11 P.M. To run at 30-minute intervals for four hours, you could set the
Every fields to 30 and Minutes, select Duration, and then specify 4 hours and 0 minutes.

Figure 8-3
Click Advanced on the Schedule tab to produce this dialog box, where
you can set up end dates and recurrence parameters.

On the Settings tab, shown in Figure 8-4, you can provide a termination order for a
task that has run too long, stipulate that a task not run if the computer is in use at
the scheduled time (or stop running if someone begins using the computer), and tell
the system not to run a task if the computer is running on battery power. You can
also select a check box that will remove the task object from the Scheduled Tasks
folder if, on the current schedule, it’s never going to run again. .,
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Figure 8-4
The Settings tab of a task’s properties dialog box provides power-management
control and other useful options.

On the Security tab, you can control who's allowed to do what with your scheduled
tasks. Task objects use standard NTFS file-system security descriptors: Full Control,
Modify, Read & Execute, Read, and Write. Note that the security descriptors that
appear in the task object’s properties dialog box apply only to the task object. The
programs and documents specified by the task object have their own separate se-
curity descriptors. You can use Windows Explorer to modify those. For information
about using NTFS security descriptors, see “Securing Folders and Files,” page 544.

Scheduling Tasks with the At Command

The Scheduled Tasks facility is a friendly and versatile extension of the At command
that was included with previous versions of the Windows NT platform. You can
continue to enter At commands at the command prompt or in batch files; tasks that
you set up this way appear in the Scheduled Tasks folder, identified as Atn, where
n is a task ID supplied by the system. If you edit an At task in Scheduled Tasks,
however, the task is upgraded to a “normal” scheduled task. At that point, you can
no longer delete the task from the command prompt, and you must supply user
credentials (account name and password) before the task can run.

The At command has two alternative syntaxes:

at [\\computername] time [/interactive] [/every:date[,..] | /next:date[,..]]
"command"

and
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at [\\computername] [id] [/delete] | /delete [/yesl]

Use the first to create a task or the second to delete a task you’ve already created.
When you create a task, the system responds with the task number. You can use that
number as the ID argument to delete the task.

Note that At tasks run as background tasks by default; to run an interactive appli-
cation, use the /interactive switch.

Here are some examples of using the At command. For instance,

at 15:45 "myapp.exe"

" runs Myapp as a background task on the local computer, at 3:45 P.M., either on the

current day or the next day (if it’s already past 3:45 P.M.).

You could use this command to run Yourapp interactively on the local computer at
8:00 A.M. next Tuesday:

at 8:00 /interactive /next:tuesday "yourapp.exe"

To run Thisapp in the background on Fafner at 5:00 P.M. every Monday, Wednes-
day, and Friday, use the following: :

at \\fafner 17:00 /every:monday,wednesday,friday "thisapp.exe"

Enter the command
at 1234 /delete /yes

to delete At task number 1234 without requiring user confirmation. (Omitting /yes
would generate a confirmation prompt.)

Tasks scheduled via the At command run under the System account by default.
To make them run under a different user account, choose AT Service Account from
the Advanced menu in the Scheduled Tasks folder. Then supply an account name
and password. You must be logged on as a member of the Administrators group
to do this.

Running a Program Under a Different User Account

142

There may be times when a program you want to run is not accessible to the account
under which you're currently logged on. If your program is accessible to another
account and you're able to log on to that account, you could log off the current account,
log back on to the other account, and then run the program. But Windows 2000 offers
a simpler solution: the Run As command.

The Run As command is particularly valuable for administrators who want to do
their nonadministrative work on nonadministrative accounts. Microsoft strongly rec-
ommends that you avoid logging on as an administrator, because a system running
with full administrative permissions is vulnerable to Trojan horses and other forms
of mischief. To be safe, log on as a member of the Power Users group and use Run
As to perform administrative chores.
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To run a program under a different account, hold down the Shift key while you right-
click the item or a shortcut to it (on the Start menu, for example) and then choose
Run As from the shortcut menu. (MMC applications and Control Panel items—files
with the extension .msc or .cpl—have Run As on their normal shortcut menus. But
you can always make Run As appear by holding down Shift while you right-click.)
In the dialog box that appears, specify a user account and password.

You can create a shortcut that always runs a program or opens a document via Run
As. Simply create a normal shortcut and then open the shortcut’s properties dialog
box. On the Shortcut tab, select the Run As Different User check box.

Using RunAs at the Command Prompt

You can use the RunAs command in a Command Prompt window or in a batch file.
The syntax is as follows:

runas [/profilell/env][/netonly] /user:useraccountname program

in which /profile specifies the name of the user’s profile, if it needs to be loaded;
/Env stipulates that the current network environment rather than the user’s local
environment should be used; /Netonly indicates that the user information specified
is for remote access only; and /User:useraccountname supplies the name of a user ac-
count, in the format user@domain.

Downloadmg compatlblllty Updates

From time to time, Microsoft publishes updates to Windows 2000 that provide
compatibility with additional applications. You can download these updates
from the Windows Update site. Choose Start | Windows Update, or navigate to
windowsupdate.microsoft.com. After you click Product Updates, you'll find the com-
patibility updates patch listed under Recommended Updates.

The first compatibility update appeared in February 2000, at the time the operat-
ing system itself was shipped. This update addressed minor issues affecting 48
game programs.

If a program you need doesn’t run under Windows 2000, be sure to check this Web
site to see whether a compatibility patch is available. If no patch is available, try using
Apcompat, described next.

‘Using Apcompat to Solve Compatibility Problems

Apcompat, shown in Figure 8-5, is a tool designed to overcome certain compatibil-
ity issues that might prevent some older programs from running under Windows
2000. Apcompat works either by persuading an older application that it’s about to
run under an earlier version of Windows or by circumventing some aspect of Win-
dows 2000 that might prevent the older program from running. The utility is one of ||
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several support tools included on your Windows 2000 Professional CD. To install
it (and the other support tools), navigate to d:\Support\Tools (where d is your CD-
ROM drive) and run Setup. You must run it with an administrative account. If you're
not logged on as a member of the Administrators group, right-click Setup, choose
RunAs, and provide the name and password of an administrative account.

Figure 8-5
Apcompat can solve some compatibility problems by convincing older
applications that they’re not really running under Windows 2000.

On the line at the top of the dialog box, name the program you're trying to run—
or click Browse and find it. In the Operating System section, try selecting the earlier
operating system under which the program ran successfully. If that doesn’t solve the
problem, one of the following options might:

¢ Disable Heap Manager On Windows 2000. Some older programs use memory
in ways that conflict with Windows 2000. Disabling the Windows 2000 heap
manager might enable the older program to run, although it will use memory
less efficiently.

¢ Use Pre-Windows 2000 Temp Path. If the path specified by the Windows 2000
%Temp% or %Tmp% variable exceeds a length limit imposed by the older
application, selecting this check box might solve the problem. The program will
then use \Temp as its temporary file folder.

¢ Correct Disk Space Detection For 2-GB+ Drives. Some older applications do
not use the same data type as Windows 2000 for determining the amount of free
space available on hard disks. If your program reports inadequate disk space
(when enough space is actually available), try selecting this check box.

If you get your program running successfully with Apcompat, return to this dialog
box and select Make The Above Check Box Settings Permanent. Thereafter, you'll
be able to run your program without going through Apcompat.
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Chapter 9 .
Installing and Removing
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The process of installing and removing programs and system components is both
simpler and safer in Microsoft Windows 2000 than in any previous version of the
operating system. Three factors account for these improvements: the Windows
Installer, Windows file protection, and the improved functionality of Add/Remove
Programs in Control Panel.

The Benefits Of. the Windows Instalier

If you've installed Microsoft Office 2000 or the Windows 2000 Support Tools that
come with Windows 2000 Professional, you've already encountered the Windows
Installer. (If you haven’t installed the Support Tools, run \Support\Tools\Setup on
your Windows 2000 Professional distribution media.) One component of the Win-
dows Installer is the new Setup application shown in Figure 9-1. This Setup appli-
cation lets you specify which program features you want installed on your hard disk,
which you want installed at first use (installed “on demand”), which you want to
run from the CD, and which you never want to be bothered with. New versions of
major applications from Microsoft will all use this Setup tool, as will many future
third-party programs.
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Microsoft Dffice 2000: Update Features’

SE

Maintenance Mode

Selecting Features

Instaling Office

Figure 9-1
With the new Windows Installer Setup tool, you can stipulate that
program features be installed “on demand.”

Another aspect of the Windows Installer makes applications that use it “self-repair-
ing.” The Installer maintains a record of all DLLs and other critical components used
by an application. If a required DLL becomes damaged, is overwritten by an unau-
thorized alternative version, or is deleted, the Installer detects the change and repairs
the component when you try to run the application—prompting you for installation
media if necessary.

A third aspect of the Installer assists administrators in Active Directory environments
in deploying applications and maintaining corporate use policies. Using the Group
Policy console on a server version of Windows 2000, an administrator can publish or
assign applications to users or computers.

An application published to a user is made available to that user via Add/Remove
Programs in Control Panel. If the administrator chooses an auto-install option, docu-
ments associated with the published application are recorded in the registry in
advance; then, if the user opens an associated document, the published software is
automatically installed from the network server.

An application assigned to a user appears on the user’s Start menu or as a shortcut
on the user’s desktop, and the application’s documents are pre-associated. As soon
as the user chooses the menu item, activates the shortcut, or opens an associated
document, the application is installed. An application assigned to a specific user is
available to that user wherever he or she might log on. An application can also be
assigned to a computer, in which case the application is automatically installed when
anyone logs on to that computer. (And if someone uninstalls the assigned applica-
tion, it is automatically reinstalled at the next logon.)

The Windows Installer is implemented as an operating-system service in Windows 2000
and is available via service pack for Windows 95, Windows 98, and Windows NT 4.
To use the Windows Installer, an application must describe itself in an .msi file. On
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the .msi file’s shortcut menu, you'll find Install, Repair, and Uninstall options. Thus
you can use the shortcut menu to go directly to an aspect of the program’s setup
functionality, if you prefer not to use Control Panel’s Add/Remove Programs.

The Windows Installer also has a command-line executable, Msiexec.exe. Msiexec’s
elaborate syntax is beyond the scope of this book. You can read about it by choos-
ing Help from the Start menu, clicking the Search tab, and searching for msiexec.

Windows File Protection

As mentioned, one of the benefits of the Windows Installer is run-time resiliency—
the ability to repair damaged applications on the fly. Windows file protection provides
comparable resiliency to the operating system itself. Copies of critical DLLs are
maintained in the super-hidden folder %SystemRoot% \System32\Dllcache. If any
of these protected DLLs is deleted or changed by an unauthorized agent, a change
notification event occurs. If the DLL was deleted, Windows 2000 supplies a fresh copy
from the cache. If the DLL was overwritten, Windows 2000 checks to see whether the
new copy has a valid digital signature. If it doesn’t, the new copy is overwritten from
the cache.

Windows file protection prevents applications (including Microsoft’s) from changing
system DLLs. Only service packs and new versions of the operating system can
change critical files.

The System File Checker application (Sfc.exe) that was included with Windows 98
is still present (for compatibility purposes) in Windows 2000, but you don’t need to
use it, because the operating system looks after the health of your system files auto-
matically. Nevertheless, if you're curious—or mistrustful of the system’s automatic
checking—you can run System File Checker by typing sfc in a Command Prompt
window. Sfc will respond with a list of available command-line arguments.

Using Add/Remove Programs

Control Panel’s Add/Remove Programs was once widely regarded as a tool for
novices. Many expert users didn’t bother with it, preferring to execute Setup or
Uninstall programs directly from CDs or other media. But Add /Remove Programs
is so improved that you might want to consider creating a shortcut to it on your
Quick Launch toolbar. Figure 9-2 shows the refurbished Add/Remove Programs.

As the button bar on the left makes clear, Add/Remove Programs divides its function-
ality into a maintenance section (Change Or Remove Programs) and an installation
section (Add New Programs), with a third section devoted to the installation and
removal of Windows components. This arrangement is not quite as logical as it might
first appear, because, as you'll see, the installation section includes a link to the
Windows Update Web site, which is an important maintenance resource.
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| 52 Add/Remove Programs

Currently installed programs:

[E] Adobe Acrobat 4.0
1% aladdins - Envelopes & Labels
[ Famly Trea Maker 7.0
Finale 98
23 HyperSnap-D¥
Y Micro Eye ZpOut®
83 Microsoft Money 99
# Microsoft Office 2000 Premium
Click here for support information:
To change this program or remove it from your computer, click
Change or Remove.
£ Microsoft Techiet
£ Microsoft Windows 2000 Professional Resource Kit
¥ Tweakur
) Windows 2000 Support Tools

€3 winZip

w7 Yahoo! Messenger

Figure 9-2
Add/Remove Programs is considerably more useful now than it was in earlier versions.

Changing or Removing Programs

Figure 9-2 shows the Change Or Remove Programs section, with installed programs
sorted by name. The displayed list provides information about disk space and usage
for the selected program. Usage is characterized as “frequently,” “occasionally,” or
“rarely” and reflects your activity over the most recent 30 days. For example, if you
use a program every day, but you've been on safari the last two months, Add/Remove
Programs reports your use of that program as “rarely” until you reestablish your
normal work habits.

Below the usage characterization, you'll find the date on which you last opened the
selected program. If you want to uninstall the programs you use least, you might find
this data point more relevant than the usage category. You can use the Sort By list in
the upper right corner to sort your programs by date of most recent use (with the oldest
date at the top). Alternatively, if you want to unload the item that’s consuming most
of your disk space, you can sort by size, with hogs on top and piglets below.

In addition to Change and Remove buttons, some applications display a Support
Information link when you select them. When you click this link, you might see an
additional link to the vendor’s Web site and the name and location of a readme file.
Some Microsoft applications also display a Repair button when you click the sup-
port link. (See Figure 9-3.) The Repair button allows you to reinstall an application
that has stopped working correctly (although the Windows Installer’s run-time resil-
iency makes that less likely).
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¥ Microsoft Maney 99 Size  29.0MB
[E] Finale 98 Size 2438
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U Windows 2000 § s R L
adobe acrobat | Microsoft Office 2000 Premium 8.72M8 -
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o TweakLr ] Suppcvt Information: 9hnnw [sznmoﬂ microsoft,com/support 1658
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\ may reinstall it by clicking Repair. i

|
i
]

" "Repar

Figure 9-3
Clicking Support Information provides a Web link, directions to a readme file,
and a Repair button that the Windows Installer promises you’ll never need.

Installing New Programs

When you click Add New Programs in the button bar, Add/Remove Programs dis-
plays two or three additional buttons, depending on your circumstances. The first
of these lets you install a program from local media—CD or floppy. The second takes
you to the Windows Update site. The third, if present, displays a list of applications
published by your network administrator.

The options for installing from local or network media are self-explanatory. For
information about the Windows Update option, which relates to system maintenance, see
“Using Windows Update to Maintain Driver and System Files,” page 676.

Adding and Removing Windows Components

Clicking Add/Remove Windows Components on the button bar lets you install
pieces of Windows that you neglected to install earlier or unload ones that you don’t
need. You need to be logged on as a member of the Administrators group to use this
part of Add/Remove Programs.

If you've used earlier versions of Windows, you’ll almost certainly notice on your
first visit to Add/Remove Windows Components that the list of items that can be
Jinstalled and/or uninstalled (shown in Figure 9-4) is considerably shorter than it
used to be. For reasons quite unclear, Microsoft has made it difficult to uninstall the
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accessory programs, games, and multimedia clips that come with Windows. Fortu-
nately, there’s a way around the difficulty.

; Windows Components
| You can add of remave components of Windows 2000.

P
ks e
1 % Intemet Information Services (IIS)
[ E3Management and Monitoring Tools
{1 =@ Message Queving Services

Figure 9-4 ;
The initial list of removable Windows components no longer includes accessories
or games, although you can remedy that difficulty.

To add items to the list of removable Windows components:

1. Make a backup copy of the hidden file %SystemRoot% \Inf\Sysoc.inf.

2. Open the original copy of the file for editing in Notepad or WordPad, as shown
here.

[Tversion]
Signature = "$windows NTS
oriverver=11/14/1999, 5.00.2183.1

{Components]

NtComponents=ntoc.dl11, NtOcSetupProc, ,4

Display=desk.cpl, D‘lsp'layocset upProg, ,6

Fax=faxoem. d11, FaxoamSetupProc, faxsetup. inf, hide, 7

NetoC=netoc. dﬁ, NetocSetupProc,netoc. inf,,7

11s=11s.d11,0cEntry, iis.1nf,,7

ijcom=comsetup.dl1,0CEntry, comntS. inf, hide, 7 ; temp fix for 64-bits
dtc=comsetup.dl1,0cEntry, dtentS. inf, hide, 7 ; temp fix for 64-bits

ilIndexsrv_system = setupqry.dll, Indexsrv, setupgry.inf,,7

Is msmg=msmgocm. d11,Msmqocm, msmgocm. inf, , 6 ; temp fix for 64-bits

ims=imsinsnt.d11,0centry, ims.inf,,

fp_extensions=f| Oext.d¥i,FruntPagedExtensions,fpf#Oext.'Inf.,7 3 temp fix for 64-bits

1i1sdbg=1isdbg.d 1,Scrpt0b?,1‘isdbg.1nf,.7 ; temp fix for 64-bits

imagevue=ockodak.d11, Imagingocentry, imagevue, inf,hide,7 ; temp fix for 64-bits

; old base components

|Games=ocgen. d11,0cEntry, games. 1nf, HIDE, 7
[Accessut 11=0cgen. d11,0cENtry, accessor. inf, HIDE, 7
[CommApps =ocgen. d11,0¢ceEntry, communic. inf,HIDE, 7
media_cl1 'Ips-ocg|;en. d11,0centry, mmopt. inf, HIDE, 7
Multim=ocgen.dl1,0centry, multimed. inf, HICE, 7
accessopt=0cgen. d11, 0cEntry, optional. inf, HIDE, 7
Pinball=ocgen.d11,0cEntry, pinball.inf,HIDE, 7
MSwordPad=0cgen. d11,0cEntry, wordpad. inf,HIDE,?
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3. Remove the word HIDE from each line below the “_; old base components”
comment. (For each item you edit, be sure to remove both the word HIDE and
the comma that follows it.)

4. Save the file and reopen Add/Remove Programs. The edited items now appear
on the list.

5. Ifanything goes awry (though it won't, unless you've made a mistake in your
editing), restore your backup of Sysoc.inf.

Installing Programs Under a Different User Account

If installing the application you need requires administrative privileges and you're
not currently logged on as an administrator, the simplest approach is to skip Add/
Remove Programs and go straight to the application’s Setup.exe, using RunAs:

1. Hold down the Shift key while you right-click Setup.exe.

2. Choose RunAs from the shortcut menu, and supply the necessary credentials.

For more information about the RunAs command, see “Running a Program Under a Dif-
ferent User Account,” page 142.

Creating MSI Files for Legacy Applications

As mentioned at the beginning of this chapter, applications must describe their setup
functionality in an .msi file to take advantage of the Windows Installer. On the Win-
dows 2000 Professional CD, in the folder \Valueadd \3rdParty \Mgmt\Winstle,
you'll find a product called WinINSTALL LE, which you can use to create .msi files
for legacy applications. If you’re an administrator who needs to create consistent and
robust setup procedures for all your applications, you might find WinINSTALL LE
invaluable. WinINSTALL LE (the LE stands for Limited Edition) is supplied by
Veritas Software and is based on the same vendor’s WinINSTALL product. You can
read about both WinINSTALL and WinINSTALL LE at www.veritas.com/productsfwile.

To install WinINSTALL LE, right-click the file Swiadmle.msi in your Windows 2000
CD’s Winstle folder, and choose Install. WinINSTALL LE consists of two components:
a Discover program and a Software Console program. You use the first to
create an .msi file and the second to edit or customize one. You'll find shortcuts for
both programs under Start | Programs | VERITAS Software. You should read the
extensive Help files that come with each of these components before diving in to cre-
ate your first .msi file.
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Chapter 10

Using Programs Written for
Other Operating Systems

In This Chapter
Running Windows 3.x-Based Programs .............coeiiiiiiiinnnneennnn. 154
Running MS-D0S-Based Applications ............ ... ... it 157
Running POSIX-Based Applications ........... ... 169

With Microsoft Windows 2000, you can run programs written for certain other operat-
ing systems as easily as you can run programs written for Windows 2000. Because
Windows 2000 runs these programs seamlessly, you generally don’t need to know a
program’s origin or type to run it. Specifically, you can run applications written for:

Windows 9x. Except for programs that can violate Windows 2000 security (by
directly accessing the disk, for example), programs written for Windows 95 or
Windows 98 work exactly the same in Windows 2000. Therefore, they are not
discussed in any detail in this chapter.

Windows 3.x. On the surface, programs written for Windows 3.x act much like
Windows 2000-based programs, but you'll find a few differences under the
hood. This chapter explains those differences.

MS-DOS. You can run most MS-DOS-based programs inside windows that
make them look and behave much like Windows-based applications. This
chapter explains how to do that, and more, with M5-DOS-based programs.

065/2.1In a tip of the hat to Microsoft’s role in the development of early versions
of OS/2, Windows 2000 runs 16-bit character-based programs written for OS/2
versions 1.x and 2.x.

POSIX. Windows 2000 supports character-based POSIX applications, which are
typically UNIX-based applications that are recompiled to the POSIX standard
using Windows NT or Windows 2000. '
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In this chapter, we survey the ins and outs of running programs written for these
other operating systems, with particular emphasis on the two most widely used
classes: programs for Windows 3.x and programs for MS-DOS.

Running Windows 3.x-Based Programs

Because Windows 3.x is a 16-bit operating system and Windows 2000 is a 32-bit operating
system, programs for the two systems are written and compiled differently. To bridge
the gap, Windows 2000 includes a subsystem for running Windows 3.x-based appli-
cations. The environment presented by this Win16 subsystem to applications written
for Windows 3.x is comparable to “enhanced mode” in Windows 3.x.
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Although Windows 2000 allows you to run older Windows 3.x-based programs,
using these 16-bit applications under Windows 2000 has some drawbacks:

Most 16-bit programs do not support long file names. (Windows 2000 does pro-
vide long file name information to all applications that understand it, however,
allowing these particular 16-bit applications to use the names.)

In general, 16-bit applications do not run as fast as comparable 32-bit applica-
tions. The 16-bit programs are restricted to using a single thread, even on a
multithreaded operating system such as Windows 2000. And calls made by a
16-bit application must be translated for the 32-bit operating system. This trans-

lation process, called thunking, adds to execution time.

Some 16-bit applications require 16-bit device drivers, which are not supported
in Windows 2000. Applications that directly access hardware must supply a
Windows 2000 virtual device driver and a Windows 2000 32-bit device driver,
or they won’t run.

DLLs written for 16-bit applications cannot be used by 32-bit applications, and
vice versa. Because the setup program for most applications installs all the DLLs
needed by the application, you won’t be aware of this distinction most of the
time. But if, for example, you have a macro written for Microsoft Word 6 (a 16-
bit application) that accesses one or more DLLs, it won’t work with Word 2000
(a 32-bit application).
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Compatibility with Win.ini and System.ini

Windows 3.x uses two text files, Win.ini and System.inj, to store configuration informa-
tion for Windows itself and for applications you run. In later versions of the operating
system, this configuration information is stored in the registry (some programs use
their own private .ini files, in addition to the registry), and Win.ini and System.ini
are no longer required. Some Windows 3.x-based applications depend on the exist-
ence of those files, however, so Windows 2000 retains copies of Win.ini and
System.ini. You'll find them in your %SystemRoot% folder. Don’t delete them!

Avoiding Crashes

By default, Windows 2000 treats each running 16-bit application as a thread within
Ntvdm.exe, a process that establishes a virtual DOS machine (an environment that
mimics in every detail a 640-KB computer that has access to extended memory). After
you’ve started one or more 16-bit applications, if you open Windows Task Manager
(press Ctrl+Shift+Esc) and click the Processes tab, you'll find an entry there for
Ntvdm.exe, with indented subentries for your 16-bit programs. (See Figure 10-1.)
You'll also find a subentry for Wowexec.exe, the Windows 2000 16-bit subsystem.
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Figure 10-1
By default, each running 16-bit program appears as a subentry (a thread) under Ntvdm.exe.

In this default scheme of things, all 16-bit applications share a common memory
space. Sharing memory is efficient and works fine for most 16-bit applications.
However, if one Windows 3.x-based program in a shared memory space hangs or
crashes, it’s likely to bring down all the others with it—and you'll lose any unsaved
information in all the applications.
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If you have an application that occasionally hangs or crashes, you should run it in a
separate memory space. To set up a Windows 3.x-based application to run in a separate
memory space:

1. On the Start menu, right-click the application and choose Properties.

2. Click the Shortcut tab.

3. Select the Run In Separate Memory Space check box. (See Figure 10-2.)

Figure 10-2
Select Run In Separate Memory Space if your Windows 3.x-based program is

" prone to hanging or crashing.

If you launch your program from a shortcut outside the Start menu, make this change
in that shortcut. If you launch it directly from its .exe file and don’t have a shortcut,
you need to create one. Select Run In Separate Memory Space, and then launch from
the new shortcut.

Alternatively, you can start a 16-bit application in a separate memory space from the
command prompt, using the syntax

start /separate filespec

From the Start menu’s Run command line, the equivalent syntax would be

cmd /k start /separate fflespeé

In addition to preventing an application from disrupting others, running Windows
3.x-based programs in separate memory spaces confers other benefits:
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* You get preemptive multitasking of Windows 3.x-based programs. When two
or more programs sharea virtual DOS machine, they multitask cooperatively
(which means that programs are dependent on each other’s good behavior for
equitable time-sharing). When they run in separate spaces, they multitask
preemptively, as native Windows 2000-based programs do.

* Applications in separate memory spaces are more responsive, because each appli-
cation has its own input queue.

* You can run multiple instances of applications that normally do not allow you
to do so.

* If youhave an SMP (symmetric multiprocessor) computer, Windows 2000 can
allocate processes in separate memory spaces among multiple processors.

The only apparent downside to running 16-bit applications in separate memory
spaces is that this approach uses additional memory. If you have plenty of memory,
you might consider running all your 16-bit programs in separate spaces.

Running MS-D0S-Based Applications

You can run any character-based program written for MS-DOS either in full-screen
mode or in a window. (Graphics-based programs run only in full-screen mode.) If
you run a program in full-screen mode, it looks exactly like it does when you run it
under MS-DOS. If you run it in a window, it has a title bar, a Control menu, and all
the other standard window paraphernalia.

One advantage of running in full-screen mode is that the program gets the maximum
amount of screen real estate—the same amount of display space it would have if you
were running it in MS-DOS. If you run the application in a window, you can maxi-
mize the window, but the presence of the window title bar means that you'll still have
something less than the full screen to work with. A second advantage of full-screen
mode is that it gives you faster video performance.

You might find that some programs’ features work only in full-screen mode. For
example, WordPerfect for DOS has a graphics display mode that providesa WYSIWYG
view of your document. If you choose that view while WordPerfect is running in a
window, the application is frozen until you switch to full-screen mode.

Provided your MS-DOS-based program is not one of the few that run only in full-
screen display, and provided you have not disabled the Alt+Enter shortcut key, you
can switch from full-screen display to windowed display by pressing Alt+Enter.

If you want to switch from full-screen to windowed display, but you've disabled the
Alt+Enter shortcut key (because it’s used for another purpose by your application),
press Alt+Tab or Ctrl+Esc to switch to another program. Then right-click the taskbar
button for the program you switched away from. Choose Properties from the shortcut
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menu, click the Options tab in the properties dialog box, and then select the Win-
dow option button.

Mouse Options

If your MS-DOS-based program supports a mouse, and you run the program in full-
screen mode, the MS-DOS-based program “owns” the mouse. That is, you can choose
commands, make selections, or do anything else with the mouse that you could do
if you were running the program in MS-DOS.

If you run the program in a window, you have a choice about mouse ownership. You
can let the MS-DOS-based program own the mouse as in full-screen mode, or you
can let Windows own it. If the program owns the mouse, you need to use the Mark
command on the Control menu to copy anything to the clipboard. If you let Win-
dows own your mouse, you can use the mouse to select information and copy it to
the clipboard, exactly as you can in a Windows-based program. But you won’t be
able to use the mouse for choosing commands in the MS-DOS-based program.

Whichever mouse mode you choose, you can use the mouse to change the window’s
size or position or to choose commands from the Control menu. In other words, the
issue of who owns the mouse arises only when the mouse pointer lies within the
client area of the program’s window. On the borders or the title bar, Windows always
retains control of the mouse.

Two settings control mouse ownership—and neither one is available through an
application’s properties dialog box (as they are in Windows 9x). The QuickEdit set-
ting determines whether the mouse performs its usual program functions (such as
selecting commands) or selects text for copying to the clipboard. The Hide Mouse
Pointer command resolves a conflict that causes certain applications to display two
mouse pointers—one for Windows and one for the application itself.

QuickEdit Mode

QuickEdit mode, when selected, causes Windows to take ownership of the mouse
so that you can use it to easily select, copy, and paste text. Because it prevents the
MS-DQOS-based program from using the mouse for any other purpose, it’s most
useful in programs that don’t use a mouse. To select QuickEdit mode:

1. Run your MS5-DOS-based program.

2. Press Alt+Spacebar or click the program’s Control menu icon to open the
Control menu, and then choose Properties.

3. Click the Options tab.
4. Select QuickEdit Mode and click OK.

5. Select whether you want your change to affect only the current session or the
current session and all future sessions of this program.
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Hide Mouse Pointer Command

‘With most MS-DOS-based applications that support a mouse, the mouse functions
the same way in both full-screen and windowed display mode. The only difference
is the shape of the mouse pointer: in full-screen mode it’s a rectangular block, and
in a window it’s an arrow.

However, some applications—WordPerfect for DOS is an example—display two
mouse pointers when you run the application in a window. Moving the mouse
moves the arrow-shaped Windows mouse pointer, but clicking and dragging has |.
" no effect on your application. Meanwhile, the application’s block-shaped mouse |
pointer sits motionless, anxious but unable to help. The solution for such applica- |
tions is to open the Control menu and choose Hide Mouse Pointer. When you do so,
the Windows arrow pointer disappears, and the block pointer leaps around the
window at your every mouse movement, enjoying its newfound freedom.

Freedom has its limits, of course, and you'll quickly find that your mouse pointer
is constrained to its application window, unable to cross the window border to select
another application—or even to open the active application’s Control menu. When
you're ready to escape this mousetrap, do one of the following:

* Press Alt+Tab to switch to another application.

* Press Ctrl+Esc to open the Start menu.

* Press Alt+Spacebar to open your application’s Control menu, and then
choose Display Mouse Pointer.

* Quit your application.

Using Copy and Paste

Windows 2000 provides basic copy-and-paste services for MS-DOS-based applica-
tions, just as it does for Windows-based programs. The procedures for copying and
pasting are nearly the same in both kinds of applications.

Copying from an MS-DOS-Based Application
To copy a block of data from a windowed MS-DOS-based application:

1. Right-click the title bar, choose Edit from the Control menu, and then choose
Mark on the submenu that appears.
‘2. Drag the mouse to select the data you want to copy.

3. Press Enter or right-click anywhere in the window.

Once you've copied your data to the clipboard, you can paste in the normal way.

If you've turned on the QuickEdit option for your MS-DOS-based application, you
can omit step 1. How do you know whether the QuickEdit option is on? Simply drag
with the mouse and see what happens. If QuickEdit is on, the word Select appears
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- in the program’s title bar as soon as you start dragging. If the word doesn’t appear,

you are not in QuickEdit mode, and you need to choose the Mark command before
making your selection.

Note one important difference between selecting text in an MS-DOS-based applica-
tion and selecting text in a Windows-based application: in an MS-DOS-based pro-
gram, your selection is always rectangular, even if that means that lines of text are
truncated on the left, the right, or both. Figure 10-3 shows an example of a text se-
lection in an MS-DOS window. In contrast, when you select text in a Windows-based
application, your selection follows the flow of your text, whether or not that produces
a rectangular block.

gin: OC_PREINITIA
d: 0C_PREINITIA
:
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Figure 10-3
When you select text in an MS-D0S-based application, your selection is rectangular,
even if that means that lines are truncated.

Selecting Text with the Keyboard

You can also select data in an MS-DOS-based application using the keyboard. Open
the Control menu by pressing Alt+Spacebar. Press the E key to open the Edit sub-
menu, and then press K to choose the Mark command. A rectangular cursor appears
in the upper left corner of the application’s window. This is your (unexpanded) selec-
tion. Use the Up, Down, Left, and Right Arrow keys to position this cursor in one
corner of the area you want to select. Then hold down the Shift key while you use
arrow keys to expand the selection. When you have made your selection, press Enter
to copy it to the clipboard.

Pasting into an MS-DOS-Based Application

To paste data into an MS-DOS-based application, simply position the cursor where
you want the pasted data to appear. Then open the Control menu, choose Edit, and
choose Paste. If you have QuickEdit turned on, you can right-click anywhere in the
window to paste at the cursor location.

" Note that the Paste command in an MS-DOS-based application is always active, even

if the clipboard is empty or contains data in a format that’s not appropriate for your
application. If you try to paste graphics data into a text-based application, you get
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an error message when you paste. A different error message appears if the clipboard
is empty when you try to paste.

Also be aware that when you paste text into an MS-DOS-based application, Windows
feeds characters to the application exactly as if you had typed them yourself at the
keyboard. That is, the program itself cannot tell that the characters aren’t coming
directly from the keyboard. If you paste into a program that performs some kind of
validation—for example, a spreadsheet that checks cell entries for correct formula-
tion, or a program editor that verifies correct programming code—your paste might
be interrupted by error messages from the application.

If you experience other kinds of problems with pasting into an MS-DOS-based pro-
gram, try disabling the Fast Pasting option. With this option on (as it normally is),
Windows feeds character data to your program as fast as it can. Most, but not all, -
programs can accept this fast transfer. If yours cannot, open the Misc tab of your
program’s properties dialog box and clear the Fast Pasting check box.

Setting the MS-DOS Configuration

The files Autoexec.nt and Config.nt set the configuration used by MS-DOS-based
. programs. These two files serve a purpose similar to that of Autoexec.bat and
Config.sys in MS-DOS, but they also have important differences:

* Autoexec.bat and Config.sys must be located in the root directory of your boot
drive. Autoexec.nt and Config.nt must be located in the %SystemRoot%\
System32 folder.

. Autoexec.bat and Config.sys are the only configuration files needed or avail-
able under MS-DOS. In Windows 2000, Autoexec.nt and Config.nt are the default
configuration files, but you also have the option of specifying different files with
settings tailored for the application you're planning to run. In other words, you
can have default Config.nt and Autoexec.nt files that are applied to all your
normal MS-DOS-based programs and different versions for certain programs
with special requirements.

Don’t confuse MS-DOS configuration files with command prompt initialization or
logon initialization files. Autoexec.nt and Config.nt affect only MS-DOS-based pro-
grams. The command interpreter, Cmd.exe, is a Windows 2000-based program and
is not affected by anything in these configuration files.

To specify custom Config and Autoexec files to be used by a particular application,
click the Advanced button on the Program tab of the application’s properties dia-
log box. In the resulting dialog box, like the one shown here, you can specify the
.custom files.
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Note that this dialog box includes a Compatible Timer Hardware Emulation check
box. This option imposes a performance penalty, so you should select it only if your
application won’t run with the box cleared.

If you create custom Config and Autoexec files, you should base them on the default
Config.nt and Autoexec.nt files. That way, you’ll be sure to include the basic infor-
mation required to configure an MS-DOS session.

Using Config

In MS-DOS, the Config.sys file contains commands to load device drivers and set
configuration parameters. In order to be compatible with all versions of MS-DOS,
Windows 2000 does not validate commands in Config.nt. It executes the commands
that it recognizes in Config.nt and ignores anything it doesn’t understand.

You probably won'’t need to modify Config.nt unless you acquire new programs for
MS-DOS. If the manual for your MS-DOS-based program recommends a particular
setting for Config.sys, put it in Config.nt. The setting might not be used by Windows
2000, but usually it won’t do any harm.

Device drivers are the exception. If your Config.sys loads a device driver with a
Device= or DeviceHigh= statement, you might not be able to load the same driver
in Config.nt. Table 10-1 suggests how you should handle device drivers commonly
used with MS-DOS.

You can usually experiment safely with Config.nt settings. Windows 2000 protects
the rest of the operating system from your MS-DOS-based programs, so failures
won’t harm the system. Naturally, you don’t want to do much experimenting with
valuable data in your MS-DOS-based programs, but usually the questionable device
drivers you test will fail when loading—before the program even starts.

To see output from device drivers in Config.nt and from programs in Autoexec.nt,
put the EchoConfig statement at the start of Config.nt. Use the Rem statement to add
comments or to comment out statements during testing. Comment out the EchoConfig
statement when you finish testing.
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Table 10-1. MS-DOS Device Drivers
Device Driver ~ Comments
Himem.sys Use the Windows 2000 version if you have

programs that require it or if you use it in MS-DOS.
Windows 2000 installs this in Config.nt by default.

Ansi.sys Use the Windows 2000 version if you have
MS-DOS-based programs that require it. The
Windows 2000 command interpreter is not an MS-
DOS-based program and does not recognize ANSI
escape sequences. Therefore, you can’t use them
with the Prompt or Echo commands.

Country.sys and Setver.exe Use the Windows 2000 versions as you would the
MS-DOS versions if you have MS-DOS-based
programs that need them.

Emm386.exe Don’t use it. Windows 2000 automatically provides
equivalent functionality and more.

Smartdrv.sys Don’t use it. Windows 2000 has built-in disk
caching.

Ramdrive.sys Don’t use it. Windows 2000 doesn’t support (and

generally doesn’t need) RAM drives.

Dblspace.sys and Drvspace.sys ~ Don’t use them. Windows 2000 can’t recognize or
set up DoubleSpace or DriveSpace drives on a local
hard drive, although it can use compressed drives
shared from a networked MS-DOS computer.

Network drivers Don’t use them. Windows 2000 has built-in
networking.
Drivers for hardware devices You generally won’t be able to use the MS-DOS

versions. Some vendors might provide Windows
2000 versions of device drives.

Using Autoexec

In your Autoexec file, you should load any programs that your MS-DOS-based
applications need. The default Autoexec.nt file loads Mscdexnt.exe, Redir.exe, and
Dosx.exe. These programs enable CD-ROM extensions, network services, and extended
MS-DOS services needed by some MS-DOS-based programs.

Your Autoexec.bat file, if you have one, is used by Windows 2000 for only one pur-
pose: when you start your system, Windows 2000 scans Autoexec.bat for any
environment variables set by Set or Path commands and adds them to the system
environment variables. All other statements in Autoexec.bat are ignored. For more
information, see “Using Environment Variables,” page 185.

Don't use the standard Autoexec.nt to start a memory-resident program. If you do,
another instance of the program gets launched with each MS-DOS-based program,
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which wastes memory. If you must use a memory-resident program with a certain
application, create a custom Autoexec file and specify that Autoexec in the application’s
properties dialog box.

Working with Your Programs’ Properties

Each of your MS-DOS-based programs has a properties dialog box that spells out
everything Windows 2000 needs to know to run the program. Windows 2000 records
the property settings in a Program Information File, or PIF. (If you never modify the
properties for an MS-DOS-based program, Windows 2000 uses the settings recorded
in %SystemRoot%\ _default.pif. As soon as you make any property changes for a
program, Windows 2000 creates a PIF for that program. The PIF that's created becomes
a shortcut for the application.) You can use the properties dialog box to adjust the
amount of memory allocated to a program, the program’s initial display mode (full-
screen or windowed), the icon associated with the program, and so on. To make
changes to Windows 2000’s defaults, modify _default.pif.

To get to a program’s properties dialog box, right-click its entry in Windows
Explorer. Then choose Properties from the shortcut menu. As you’ll see, some
of the settings in your programs’ PIFs are present only for the sake of compat-
ibility with Windows 9x.

When you choose Properties from a running application’s Control menu, you see
the program’s console properties dialog box. Console properties dialog boxes provide
a similar group of settings, but changes you make there are not saved as part of the
program’s PIF. For information about console properties, see “Customizing Command
Prompt Windows,” page 174.

The General tab of the properties dialog box includes information about the size of
the program, its creation and most-recent-access dates, and so on. The Security tab,
which appears only for PIFs stored on NTFS volumes, lets you view and set permis-
sions and monitor use of the PIF. ‘

Options on the Program Tab

The Program tab of an MS-DOS-based program’s properties dialog box, shown in
Figure 10-4, includes basic information about a program. Most of this tab is self-
explanatory, but here are a few points to note:

* The top line on the tab specifies the text that appears on the program’s title bar
when the program runs in a window. The default is the program’s file name.

* You can add command-line parameters in the Cmd Line field. If you specify
a question mark as a command-line parameter, Windows 2000 prompts for
parameters at run time.
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* The Working field lets you specify a default data folder for your program. If
you leave this blank, Windows 2000 uses the folder in which the program resides.

e The Batch File and Run fields are provided for compatibility with Windows 9x.
They have no effect in Windows 2000.

¢ Inthe Shortcut Key field, you can specify a keyboard shortcut for switching to
this program. The shortcut key you assign must include the Ctrl key and/or
the Alt key plus one character key (a letter, number, or symbol). If the short-
cut key you assign is one that’s used by a Windows-based application, it won’t
work in that application while the MS-DOS-based application is running. Note
that this shortcut does not launch the program; it’s useful only for switching
from another program to this program.

| Eenotc

Figure 10-4
Use the Program tab to specify your program’s title, working directory,
keyboard shortcut, and other parameters.

The Program tab includes an Advanced button, which lets you select Config and
Autoexec files that set up your MS-DOS configuration before the program runs. For
information about using the Advanced button, see “Setting the MS-DOS Configuration,”
page 161. :

Options on the Font Tab

The Font tab looks as though it allows you to choose alternative display fonts to be
used when an MS-DOS-based program is running in a window. Unfortunately, it
does not. Selecting a font here is effective only when you run the program under
Windows 9x, not while you're running Windows 2000.

To select a different font for use with Windows 2000, visit the console properties
dialog box instead. For details, see “Selecting a Font,” page 176.
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Options on the Memory Tab
The Memory tab, shown in Figure 10-5, allows you to allocate memory to your applica-
tions in particular amounts and in various categories. Those categories are as follows:

Conventional Memory in the range 0-640 KB

Expanded (EMS) Physical memory above 1024 KB that is mapped into ranges
between 640 KB and 1024 KB

Extended (XMS) Memory above 1024 KB

Figure 10-5
Use the Memory tab to allocate memory, in various categories, to your MS-DOS-based application.

In all three cases, the default setting, Auto, should work for most programs. For
conventional memory, Auto means that Windows supplies your application with
as much memory as it can. Unless you're running a particularly small-scale MS-DOS-
based application and you need to conserve memory for other programs, you probably
won'’t find a good reason to change the Auto setting.

Auto also means “as much as possible” in the EMS and XMS drop-down lists. In rare
cases, an MS-DOS-based program might have trouble handling an unlimited amount
of EMS or XMS memory. If your program is one of the exceptional few, use these
drop-down lists to reduce the available EMS or XMS memory.

The Initial Environment and MS-DOS Protected-Mode (DPMI) Memory settings on
this tab have no effect in Windows 2000. They are effective only when you run the
PIF under Windows 9x.

Options on the Screen Tab

The Screen tab of an MS-DOS-based program’s properties dialog box, shown in
Figure 10-6, lets you choose between full-screen and windowed display mode and
also allows you to override two performance defaults found in Windows. The Initial
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Size, Display Toolbar, and Restore Settings At Startup settings are presént for com-
patibility purposes and have no effect in Windows 2000.
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Figure 10-6
Use the Screen tab to specify windowed or full-screen display.

To achieve faster screen performance, Windows normally uses volatile memory
(RAM) to emulate video routines that are stored in read-only memory (ROM). If you
experience any abnormal screen behavior in an MS-DOS-based program, try turn-
ing off this emulation by clearing the Fast ROM Emulation check box on the Screen
tab.

Programs use considerably less video memory when displaying text than when display-
ing graphics. When an MS-DOS-based program switches from a graphics display to a
text display, Windows normally takes advantage of the “memory dividend” so that
more memory is available for other programs. When an MS-DOS-based program
switches back to a graphics display, Windows reallocates memory to the MS-DOS
session. If you experience any problems switching from text mode to graphics mode
in an MS5-DOS-based program, try turning off this “dynamic memory allocation” by
clearing the Dynamic Memory Allocation check box on the Screen tab.

For fastest video performance, it's best to select Full-Screen in the Usage section of
this tab. While your program is running, you can press Alt+Enter to toggle between
full-screen and windowed display.

Options on the Misc Tab

Options on the Misc tab of an MS-DOS-based program’s properties dialog box,
shown in Figure 10-7, provide control over shortcut keys and other matters. Settings
in the Foreground, Mouse, Background, and Termination boxes have no effect in
Windows 2000; they appear here for compatibility with Windows 9x.
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Figure 10-7
Use the Misc tab to make Windows keystroke combinations, such as Alt+Tab,
available to your MS-D0S-based program.

When an MS-DOS-based program running in the foreground sits idle—for example,
while it’s waiting for your next keystroke—Windows makes some of the resources
it normally allocates to that program available to other running programs. The Idle
Sensitivity slider on the Misc tab gives you some control over how much idle time
Windows tolerates before reallocating resources. If your program seems less respon-
sive than you want it to be, or if it appears to pause periodically, move the slider to
the left. If you want other programs to run more quickly while your MS-DOS-based
program has the focus, move the slider to the right.

If Windows doesn’t correctly paste data from the clipboard into an MS-DOS-based
program, try clearing the Fast Pasting check box on the Misc tab. This slows the rate
at which Windows feeds clipboard data to the program.

Windows normally reserves certain keystroke combinations for itself, even while an
MS-DOS-based program has the focus. For example, if you press Alt+Enter while
working in an MS-DOS-based program, Windows assumes that the keystroke com-
bination is intended for it rather than for the MS-DOS-based program. The normal
effects of the reserved keystroke combinations that appear on this tab are listed here:

Alt+Tab Lets you switch to a different program

Ctrl+Esc Displays the Start menu

Alt+PrtSc Copies the current window to the clipboard as a bitmap
Alt+Space Displays the current program’s Control menu

Alt+Esc Switches the focus to another program

PrtSc Copies the desktop to the clipboard as a bitmap
Alt+Enter Switches between full-screen and windowed display
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To make any of these keyboard shortcuts available to an MS-DOS-based application,
clear the appropriate check box in the Windows Shortcut Keys section of the Misc tab.

Printing from an MS-D0S-Based Application

If you plan to print from your MS-DOS-based application, it’s best to configure it
to print to LPTn (where 7 is the number of your parallel printer port) rather than to
PRN. When you print to LPTn, your application most likely uses calls to Interrupt
17. If you configure it to print to PRN, it prints directly to the printer port. The lat-
ter approach is considerably slower in Windows 2000.

Running POSIX-Based Applications

For full compliance with the POSIX standard, you should save any files created by
POSIX-based applications on an NTFS volume. NTFS supports POSIX with the fol-
lowing features:

o Case-sensitive file names. NTFS preserves the case with which file names are
saved, so that POSIX-based applications can distinguish between, say, Myfile.doc
and MygFile.doc.

e Hard links. A POSIX file can be given more than one name, allowing two dif-
ferent file names (in different folders, for example) to point to the same data.

‘o Additional time stamps. POSIX-based applications can recognize such time
stamps as time of last access or modification.

Note that even if you don’t use POSIX-based applications yourself, if you upload
files to a UNIX-based Web server, you need to be aware of case distinctions. Your
server will treat variants such as Calendar.htm and calendar.htm as distinct files.
Because NTFS preserves case, even though Windows 2000-based applications are
case insensitive, you should store files that are to be uploaded to a UNIX-based Web
server on NTFS volumes.
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Chapter 11

Using the Gommand Prompt
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Microsoft Windows 2000 allows you to enter commands, run batch programs, and
run applications by typing commands at the command prompt. If you're accus-
tomed to performing file management and disk management operations at the com-
mand line, you don’t need to change your ways in Windows 2000. In Windows 2000,
you can open multiple command prompts, each in its own separate session, pro-
tected from any failures that might occur in other sessions.

You can run any supported command or application at the command prompt, regard-
less of which operating system it was designed for—Windows 2000, Windows 9,
Windows 3.x, MS-DOS, OS/2 1.x, or POSIX. In addition to starting programs, you
can use the command prompt to

¢ Issue Windows 2000 commands, which include almost all commands from
MS-DOS 5 plus many new commands
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. Copy and paste information between applications

¢ Administer or use network resources

¢ Communicate on a TCP/IP-based network, such as the Internet

¢ Pipe or redirect data between subsystems
You can customize your Command Prompt sessions in various ways, and Windows
2000 includes tools such as Doskey and batch programs that make using Command
Prompt sessions easier. For information about using Doskey, see Chapter 36, “Using

Doskey Macros.” For information about automating tasks with batch files, see Chapter 37,
“Using Batch Programs.”

Starting and Ending a Command Prompt Session

172

To get to the command prompt, do any of the following;:

e Choose Start | Programs | Accessories | Command Prompt.

¢ Choose Start | Run and type cmd, with or without any optional command-line
arguments. (For more about Command Prompt’s command-line syntax, see “Using
Cmd’s Command-Line Syntax,” page 190.)

¢ Double-click the Cmd icon in your %SystemRoot% \ System32 folder.

* Double-click any shortcut for Cmd.exe.
You can open as many Command Prompt windows as you like. With each additional
window, you start another Command Prompt session. For example, you might want
to open two Command Prompt windows to see two directories in side-by-side win-
dows. To open another Command Prompt window, type start or start cmd at the

command prompt. (These commands produce the same result. If you don’t type a
program name after start, Windows 2000 assumes that you want to start Cmd.exe.)

When the Command Prompt window is active, you can end a Command Prompt
session in any of the following ways:
* Type exit at the command prompt.
¢ Click the Close button.
* Click the Control-menu icon and choose Close from the Control menu.
~* Double-click the Control-menu icon.
If you are running a character-based program in the Command Prompt window, you

should use the program’s normal exit command to terminate the program before
attempting to close the window and end the Command Prompt session. However,
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if you are sure that the program doesn’t have any unsaved files, you can safely and
quickly close it using one of the last three methods in the preceding list. A dialog
box appears asking whether you really want to terminate the program.

Starting Command Prompt at a Particular Folder

You can add a nifty shortcut-menu command to the folder file type that will allow
you to right-click any folder in Windows Explorer and start a Command Prompt
session with that folder as the current folder:

1. In Notepad or another plain-text editor, create a file with the following data:

Windows Registry Editor Version 5.00
[HKEY_CLASSES_ROOT\Folder\shel1\Cmd Here]
@="Command &Prompt Here" )
[HKEY_CLASSES_ROOT\Folder\shel1\Cmd Here\command]
@="cmd.exe /k pushd %L"

2. Save the file as Cmdhere.reg.
3. Double-click Cmdhere.reg and answer the confirmation prompt.

These steps create the new registry values shown in Figure 11-1. For more informa-
tion about editing the registry, see Chapter 39, “Working with the Registry.”
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Figure 11-1
These new subkeys of HKCR\Folder\Shell create a shortcut-menu command that
starts Command Prompt at the current folder.
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Customizing Command Prompt Windows

You can customize the appear’amce of a Command Prompt window in several ways:
you can change its size, select a font, and even use eye-pleasing colors. And you can
save these settings independently for each shortcut that launches a Command
Prompt session, so you can make appropriate settings for different tasks.

To customize a Command Prompt window, you make settings in a properties dia-
log box that you can reach in any of three ways:

e Right-click a shortcut that opens a Command Prompt window and choose
Properties from the shortcut menu. Changes you make here affect all future
Command Prompt sessions launched from this shortcut.

¢ Click the Control-menu icon on a Command Prompt window and choose Prop-
erties from the Control menu. (If Command Prompt is running in full-screen
mode, press Alt+Enter to switch to windowed display.) Changes you make here
affect the current session. When you leave the properties dialog box, you'll be
given the option of propagating your changes to the shortcut from which this
session was launched. If you accept, all future sessions launched from that
shortcut will have the new properties.

¢ C(lick the Control-menu icon on a Command Prompt window and choose
Defaults from the Control menu. (If Command Prompt is running in full-screen
mode, press Alt+Enter to switch to windowed display.) Changes here do not
affect the current session. They affect all future Command Prompt sessions
except those launched from a shortcut whose properties you have modified.
They also affect future sessions in character-mode, MS-DOS-based applications
that do not have a PIF and that do not store their own settings. (For more infor-
mation about running MS-DOS-based applications, see Chapter 10, “Using Programs
Written for Other Operating Systems.”)
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Setting the Window Size and Position

To change the screen position where a newly launched Command Prompt window
appears, open the window’s properties dialog box (using any of the methods
described previously) and click the Layout tab (see Figure 11-2).
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Figure 11-2
Settings on the Layout tab control the number of lines and characters
per line that a Command Prompt window can display. '

The dialog box maintains two different sizes—the screen buffer size and the win-
dow size. The width for both sizes is specified in columns (characters); the height
is specified in rows (text lines).

The screen buffer settings control the size of the “virtual screen,” which is the maxi-
mum extent of the screen. Standard screen sizes are 80x25, 80x43, or 80x50, but you
can set your Command Prompt screen to any size you want. (Some programs that
you launch from a Command Prompt session, however, might work correctly only
with standard screen sizes. In such cases, Windows 2000 automatically adjusts the
screen buffer size to the closest size that the program understands.)

The window size settings control the size of the Command Prompt window on your
screen. In most cases, you’ll want it the same size as the screen buffer. But if your
screen is crowded, you can reduce the window size. If you do, scroll bars are added
so that you can scroll to different parts of the virtual screen. The window size set-
tings can never be larger than the screen buffer size settings.

Because you specify a window size as a number of columns and rows of characters,
the size of those characters also affects the amount of space a console occupies on
your display. For information about changing the character size, see “Selecting a Font,”
page 176.
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Setting the Window Size and Position Visually
Rather than guess at the settings for window size and window position, you can use
the following procedure:

1. Opeh a Command Prompt window.

2. Drag the window’s borders to adjust its size and drag its title bar to adjust its
position.

3. Click the Control-menu icon and choose Properties from its menu.

4. Click the Layout tab and you'll see the settings that reflect the window’s cur-
rent condition.

5. Click OK to apply the settings.

6. Select Save Properties For Future Windows With Same Title to retain the set-
tings for future sessions.

Selecting a Font

Unlike most Windows-based applications, applications in a Command Prompt window
can display only one font at a time. Compared to what’s available in most Windows-
based applications, your choice of fonts is limited, as you'll see if you click the Font
tab in the Command Prompt window’s properties dialog box (see Figure 11-3).

\WINBOWS> dir
TEM <BIR>

$¥
SYSTEM32 <BIB>

Figure 11-3

The small window at the bottom of this dialog box shows an actual-size sample of the selected font;
the window at the top shows the relative size and shape of the Command Prompt window if you use
the selected font.
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You should make a selection in the Font list first because your choice here deter-
mines the contents of the Size list. If you select Lucida Console, you'll find point sizes
to choose from in the Size list. If you select Raster Fonts, you'll find character widths
and heights (in pixels, or screen dots) in the Size list, as shown in Figure 11-3.

Setting Colors

You can set the color of the text and the background of the Command Prompt win-
dow. You can also set the color of the text and the background of pop-up windows
that originate from the command prompt, such as the command history.

To set colors, click the Colors tab in the Command Prompt window’s properties dia-
log box. The dialog box is shown in Figure 11-4.
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Figure 11-4
You can set separate foreground and background colors for the Command Prompt window and
pop-up windows, such as the command history that appears when you press F7.

Setting Other Options

The Options tab in the Command Prompt window’s properties dialog box, shown
in Figure 11-5, offers a grab bag of options that affect how your Command Prompt
window operates.

¢ The Cursor Size option buttons control the size of the blinking cursor in a Com-
mand Prompt window.

¢ The Display Options setting determines whether your Command Prompt ses-
sion appears in a window or occupies the entire screen.

¢ The Command History options control the buffer used by Doskey.
¢ Buffer Size specifies the number of commands to save in each command history.
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Figure 11-5
You can set cursor size, the size of your command-history buffer, and
other specifications on the Options tab.

¢ Number Of Buffers specifies the number of command history buffers to use.
(Certain character-based programs other than Cmd.exe use Doskey’s com-
mand history. Doskey maintains a separate history for each such program
that you start.)

* Selecting Discard Old Duplicates uses the history buffers more efficiently
by not saving duplicate commands.

* QuickEdit Mode provides a fast, easy way to copy text from (and paste text into)
Command Prompt windows with a mouse. (If you don’t select QuickEdit
Mode, you can use commands on the Control menu for copying and pasting
text.) For details, see “Using Copy and Paste,” page 159.

- Starting Programs w

You can start all kinds of programs at the command prompt—programs for Win-
dows 2000, Windows 9x, Windows NT, Windows 3.x, MS-DOS, OS/2 1.x, or
POSIX—so you don’t need to know a program’s origin or type to run it. If it’s on your
disk, simply type its name (and path, if needed) followed by any parameters. It
should run with no questions asked.

If you're starting a character-based program, it runs in the Command Prompt win-
dow. When you terminate the application, the command prompt returns. If you start
a Windows-based program, it appears in its own window.

In early versions of Windows NT, if you ran a Windows-based program from Command
Prompt, the Command Prompt session remained inaccessible until the Windows-based
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program ended. To continue using Command Prompt after launching a Windows-based
program, you had to launch that program with the Start command. That behavior
has changed in Windows 2000; the Command Prompt session now remains acces-
sible by default. If you want the old behavior, launch your program with the Start
command, using the /Wait switch, like this:

start /wait myprog.exe

The /Wait switch is probably not useful unless you need the old behavior for some
reason. The Start command has other options that are useful, however. For Windows-
based programs, you can use /Min or /Max to make the program open in a minimized
or maximized window. For character-based programs, you can enter (in quotation
marks) the title that you want to appear on the program window. Place any parameters
or switches that you use with the Start command before the name of the program or
command you want to start. Anything after the program name is passed to the pro-
gram as a command-line parameter and is ignored by Start.

For more information about the Start command, type start /? at the command prompt.

Using Commands

In most respects, entering commands or running programs at the Windows 2000
command prompt is the same as using the command prompt of any other operat-
ing system. MS-DOS, OS/2, UNIX—if you’ve used one command prompt, you've
used them all. Every operating system has a command to delete files, another to
display lists of files, another to copy files, and so on. The names and details may be
different, but it’s the same cast of characters.

The commands and features available at the Windows 2000 command prompt most
closely resemble those of MS-DOS 5—with some important enhancements and
additions. |

Getting Help

The first thing you need to know about using the command prompt is how to get
help. You can get help on any command-line program or internal command supplied
with Windows 2000 in two ways. You can

* Type the name of the command followed by /?. For example,
dir /?
e Type help followed by the name of the command. For example,
help dir
For help with network-related commands, precede your help request with net. For
example, type net view /? or net help view for information about the Net View com-

mand. (With the Net commands, “net help command” provides more detailed help
than “net command /?”)
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You can also type help with no arguments to get a list of the internal commands and
system utilities provided with Windows 2000. '

Editing the Command Line

When working at a command prompt, you often enter the same command several
times, or enter several similar commands. If you make a mistake when typing a
command line, you don’t want to retype the whole thing—you just need to fix the
part that was wrong. Windows 2000 includes a feature that recalls previous com-
mands and lets you edit them on the current command line. Table 11-1 shows the
editing keys and what they do. '

Table 11-1. Command-Line Editi

Up Arrow Recalls the previous command in the command history
Down Arrow Recalls the next command in the command history
PgUp Recalls the earliest command used in this session
PgDn Recalls the most recent command used

Left Arrow Moves left one character

Right Arrow Moves right one character

Ctrl+Left Arrow Moves left one word

Ctrl+Right Arrow  Moves right one word

Home . Moves to the beginning of the line

End | Moves to the end of the line

Esc » Clears the current command

F7 Displays the command history in a scrollable pop-up box

F8 Displays commands that start with characters currently on the

command line

Alt+F7 Clears the command history

The command-line recall feature works by keeping a history of the commands
entered during the Command Prompt session. To display this history, press the F7
key. A window pops up that shows the commands you have recently entered. Scroll
through the history with the arrow keys to select the command you want. Then press
Enter to reuse the selected command, or press the Left Arrow key to place the se-
lected text on the command line without executing the command. (This lets you edit
the command before executing it.)-

Displaying the pop-up window is not necessary to use the command history. You
can scroll through the history with the Up Arrow and Down Arrow keys.
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The F8 key provides a useful alternative to the Up Arrow key. The Up Arrow key
moves you through the commands to the top of the command buffer and then stops.
The F8 key does the same, except that when you get to the top of the buffer, it cycles
back to the bottom. Furthermore, F8 displays only commands in the buffer that begin
with whatever you type before you press F8. Type d at the command prompt (don't
press Enter) and then press F8 a few times. You'll cycle through recently entered com-
mands that start with d, such as Dir and Del. Now type e (after the d) and press F8
a few more times. You'll cycle through Del commands along with any others that
start with de. You can save a lot of keystrokes with F8 if you know the first letters
of the command you’re looking for. -

Using Wildcards

Windows 2000, like MS-DOS, recognizes two wildcard characters: ? and *. The ques-
tion mark represents any single character in a file name. The asterisk matches any
number of characters.

In MS-DOS, the asterisk works only at the end of the file name or extension. Win-
dows 2000 handles the asterisk much more flexibly, allowing multiple asterisks in
a command string and allowing you to use the asterisk character wherever you want.

Using Command Symbols

Old-fashioned programs that take all their input from a command line and then run
unaided can be useful in a multitasking system because you can turn them loose to
do complicated processing in the background while you continue to work with other
programs in the foreground. Windows 2000 includes features that make command-
line programs easier to run and more powerful and that let you chain programs
together so that later ones use the output of their predecessors as input.

To work together better, many command-line programs follow a set of conventions
that control their interaction.

¢ By default, programs take all their input as lines of text typed at the keyboard.
But input in the same format also can be redirected from a file or any device
capable of sending lines of text.

* By default, programs send all their output to the screen as lines of text. But out-
put in the same format also can be redirected to a file or another line-oriented
device such as a printer.

e Programs are written to set a number called a return value when they termi-
nate, to indicate the results of the program.

When programs are written according to these rules, you can use the symbols in
Table 11-2 to control a program’s input and output and to connect or chain programs
together. '
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Table 11-2. Command Symbols

Sym
< Redirects input
> Redirects output
>> Appends redirected output to existing data
[ Pipes output
& Separates multiple commands in a command line
&& Runs the command after && only if the command before && is
successful
Il Runs the command after | | only if the command before | | fails
A Treats the next symbol as a character
(and) Groups commands

The Redirection Symbols

As in MS-DOS and UNIX, Command Prompt sessions in Windows 2000 allow you
to override the default source for input (the keyboard) or the default destination for
output (the screen).

Redirecting Input

To redirect input from a file, type the command followed by a less-than sign (<) and
the name of the file. The Sort and More commands are examples of commands that
can accept input from a file. The following example uses Sort to filter the file created
with the Dir command shown previously:

sort < batch.lst

Theinput file, Batch.lst, contains a list of .bat files followed by a list of .cd files (assum-
ing that you have some of each in the current folder). The output to the screen has

‘the same list of files sorted alphabetically by file name.

Redirecting Output

To redirect output to a file, type the command followed by a greater-than sign (>)
and the name of the file. For example, to send the output of the Dir command to a
file rather than the screen, type the following:

dir /b *.bat > batch.lst

This command line creates a file called Batch.Ist that contains the names of all the
.bat files in the current folder.

Using two greater-than signs (>>) redirects the output and appends it to an exist-
ing file. For example:

dir /b *.cmd >> batch.lst
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This command line appends a list of .cmd files to the previously created file contain-
ing .bat files. (If you use >> to append to a file that doesn’t exist, Windows 2000
creates the file.)

Redirecting Input and Output

You can redirect both input and output in a command line. For example, to use
Batch.Ist as input to the Sort command and send its output to a file named Sorted.lst,
you can type the following:

sort < batch.1st > sorted.lst

Standard Output and Standard Error

Programs can be written to send their output to either the standard output device
or the standard error device. Sometimes programs are written to send different types
of output to each device. You can’t always tell which is which because, by default,
both devices are the screen.

The Windows 2000 Type command illustrates the difference. When used with wildcards
(something you can’t do with the Type command in MS-DOS or Windows 9x), Type
sends the name of each matching file to standard error and sends the contents of the
file to standard output. Because they both go to the screen, you see a nice display
with each file name followed by its contents.

However, if you try to redirect output to a file like this:
type #*.bat > std.out

the file names still appear on your screen because standard error is still directed to
the screen. Only the file contents are redirected to Std.out.

Windows 2000 allows you to qualify the redirection symbol by preceding it with a
number. Use 1> (or simply >) for standard output and 2> for standard error. For
example:

type *.bat 2> err.out

This time the file contents go to the screen and the names are redirected to Err.out.
You can redirect both to separate files with this command line:

type *.bat 2> err.out 1> std.out

The Pipe Symbol

The pipe symbol (1) is used to send, or pipe, the output of one program to a second
program as the second program’s input. Piping is commonly used with the More
utility, which displays multiple screens of output one screenful at a time. For example:

help dir | more

This command line uses the output of Help as the input for More. The More com-
mand filters out the first screenful of Help output, sends it to the screen as its own
output, and then waits for a keypress before sending more filtered output.

Using the Command Prompt 183 |




184

The Command Combination Symbols

Unlike MS-DOS, Windows 2000 allows you to enter multiple commands on a single
command line. Furthermore, you can make later commands depend on the results
of earlier commands. This feature can be particularly useful in batch programs and
Doskey macros, but you might also find it convenient at the command prompt.

For information about batch programs, see Chapter 37, “Using Batch Programs.” For infor-
mation about Doskey macros, see Chapter 36, “Using Doskey Macros.”

To simply combine commands without regard to their results, use the & symbol,
like this:
copy a:file.dat & edit file.dat

But what if there is no File.dat on drive A? Then it can’t be copied to the current drive,
and the Edit command will fail when it can’t find the file. Your screen will be littered
with error messages. Windows 2000 provides two command symbols for better con-
trol over situations like this:

¢ The && symbol causes the second command to run only if the first command
succeeds.

* The | | symbol causes the second command to run only if the first command
fails.
Consider this modified version of the earlier example:

copy a:file.dat && edit file.dat

With this command line, if the Copy command fails, the Edit command is ignored.

Sometimes you want the opposite effect: execute the second command only if the
first fails. You can do this with the | | symbol:

copy a:file.dat || copy b:file.dat

This command line tries to copy the file from drive A. If that doesn’t work, it tries
to copy the file from drive B.

- The Escape Symbol

Some command symbols are legal characters in file names. This leads to ambiguities.
You can resolve such ambiguities by using the caret (*) as an escape to indicate that
whatever follows it is a character rather than a command symbol.

Consider the following command line:

copy f:\cartoons\Tom&Jerry

This copies the file F:\Cartoons\Tom to the current folder and then executes the Jerry
command—probably not what you wanted. You might think that because no space
comes before or after the & symbol, the system will know that you are referring to
the file name Tomé&Jerry. Not true. When a command symbol (such as the amper-
sand) appears on the command line, whatever follows it is assumed to be a command,
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space or no space. Use the caret as follows to indicate that you are referring to a
file name:

copy f:\cartoohs\Tom"&Jer‘r‘y

Alternatively, rather than using the * symbol, you can enclose a file specification that
includes command symbols (or other troublesome characters, such as spaces) within
quotation marks to achieve the same effect. For example:

copy "f:\cartoons\Tom&Jerry"

Pausing or Canceling Commands

You can pause or cancel a command that you enter at the command prompt. (Keep
this in mind if you accidentally request a directory of all the files—or worse, enter
a command to delete all the files—on a huge network server drive!)

To pause the output of a command, press Ctrl+S or the Pause key. To resume out-
put, press any alphanumeric key.

If you have QuickEdit mode enabled for your Command Prompt window, simply
click in the window to pause command output. To resume output, right-click in the
window. For information about QuickEdit, see “QuickEdit Mode,” page 158.

To cancel a command, press Ctrl+C or Ctrl+Break. With either key, your command
is canceled and the command prompt returns. Be aware, though, that any action
(such as deleting files) that occurs before you cancel the command is done—and
cannot be undone.

Using Environment Variables

Command-prompt operating systems traditionally use environment variables as a
means for programs to share information and read global settings. (Windows 2000—
and applications written for Windows 2000—uses the registry for the same purpose.)

Viewing Environment Variables

The Set command allows you to examine as well as set environment variables. To
examine the current environment variables, open a Command Prompt window and
type set (without any arguments). Windows 2000 displays a listing of all the current
environment variables and their values, as the following typical example shows:

ALLUSERSPROFILE=D:\Documents and Settings\All Users
APPDATA=D:\Documents and Settings\Craig\Application Data
CommonProgramFiles=D:\Program Files\Common Files
COMPUTERNAME=FAFNER

ComSpec=D:\WINNT\system32\cmd.exe

HOMEDRIVE=D: \

HOMEPATH=\

LOGONSERVER=\\FAFNER
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NUMBER_OF_PROCESSORS=1

0S=Windows_NT

O0s2LibPath=D:\WINNT\system32\os2\d11;

Path=D:\WINNT\system32;D:\WINNT;D:\WINNT\System32\Wbem;D: \Program Files\
Support Tools\;;C:\PROGRA~I\NETWOR~1\MCAFEE~1

PATHEXT=.COM; .EXE; .BAT; .CMD; .VBS;.VBE;.JS;.JSE; .WSF; .WSH
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 6 Model 6 Stepping 10, Genuinelntel
PROCESSOR_LEVEL=6

PROCESSOR_REVISION=060a

ProgramFiles=D:\Program Files

PROMPT=$P$G

SystemDrive=D:

SystemRoot=D:\WINNT

TEMP=D:\DOCUME~1\Craig\LOCALS~I\Temp

TMP=D:\DOCUME~1\Craig\LOCALS~1\Temp

USERDOMAIN=FAFNER

USERNAME=Craig

USERPROFILE=D:\Documents and Sett1ngs\Cra1g

windir=D:\WINNT

186 Part 3: Managing Programs



Modifying Environment Variables

Command Prompt gets its environment variables from three sources:

¢ Any variables set in your Autoexec.bat file

* System variables, as recorded in HKLM \CurrentControlSet\Control\Session
Manager\Environment

e User variables, as recorded in HKCU\Environment

Whenyou log on, Windows 2000 scans the Autoexec.bat file in the root folder of your
boot drive. At logon, the system does not actually execute Autoexec.bat; it merely
scans it for environment variables initialized with Set statements. If you don’t want
Windows 2000 to scan your Autoexec.bat file for Set statements, open a registry
editor and navigate to HKCU\Software\Microsoft \Windows NT\CurrentVersion\
Winlogon. Then change the data associated with the ParseAutoexec value from 1 to 0.

System and user variables are both stored in the registry, but you don’t need to
launch a registry editor to change them. Open Control Panel | System instead. Click
the Advanced tab and then the Environment button. To change system variables, you
must be logged on as a member of the Administrators group.

Environment changes made via Control Panel affect your next and subsequent

Command Prompt sessions (not the current ones, of course). Changes made via

Autoexec.bat are not effective until your next logon. In case of conflicting assign-

ments, user variables take precedence over system variables, which take precedence

over variables declared in Autoexec.bat. The Path and OS2LibPath variables, how-

ever, are cumulative. That is, changes made in any venue are appended to any"
changes made in other venues. (But changes made via Autoexec.bat or HKCU\

Environment are not effective until your next logon.)

Within a given Command Prompt session, you can change environment variables
by means of Set statements. Such statements affect only the current session and any
applications (including additional Command Prompt sessions) spawned from the
current session.

Note that the Autoexec.nt file has no effect on the Command Prompt environment.
Autoexec.nt affects MS-DOS-based applications only. Command Prompt, although
it is the MS-DOS command interpreter, is itself a Windows 2000-based application.

Starting Command Prompt and Running a Command

The /C and /K command-line arguments allow you to start a Command Prompt ses-
sion and run a command—an MS-DOS command or a batch file, for example. The
difference between the two is that Cmd /C commandstring terminates the Command
Prompt session as soon as commandstring has finished executing, whereas Cmd
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/K commandstring keeps the Command Prompt session going after commandstring
has finished. Note the following:

* You must include either /C or /K if you want to specify a command string as
an argument to Cmd. If you type cmd commandstring, the command processor
simply ignores commandstring.

* While commandstring is executing, you can’t interact with the command pro-
cessor. To run a command and keep the Command Prompt window interac-
tive, use the Start command. For example, to run Mybatch.bat and continue
issuing MS-DOS commands while the batch file is running, type cmd /k start
mybatch.bat. .

¢ If youinclude other command-line arguments along with /C or /K, the /C or
/K must be the last argument before commandstring.

For more information about using Command Prompt’s command-line syntax, see “Using
Cmd'’s Command-Line Syntax,” page 190.

Using AutoRun to Execute .
Commands When Command Prompt Starts

Command Prompt’s equivalent to the old MS-DOS Autoexec batch mechanism is a
feature called AutoRun. By default, Command Prompt executes on startup what-
ever it finds in the following two registry values:

e The AutoRun value in HKLM\Software\Microsoft\Command Processor
¢ The AutoRun value in HKCU\Software\Microsoft\Command Processor
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The AutoRun value in HKLM affects all user accounts at the current machine. The
AutoRun value in HKCU affects only the current user account. If both values are
present, both are executed—HKLM before HKCU.

Both AutoRun values are of data type REG_SZ, which means they can contain a
single string. (You can enter a REG_MULTI_SZ value, but Windows 2000 ignores
all but the first string.) To execute a sequence of separate Command Prompt state-
ments, therefore, you must use command symbols or store the sequence as a batch
program and then use AutoRun to call the batch program. (For information about com-
mand symbols, see “Using Command Symbols,” page 181. For information about batch pro-
grams, see Chapter 37, “Using Batch Programs.”)

To specify an AutoRun value, open a registry editor and navigate to the Command
Processor key in either HKLM or HKCU. Create a new REG_SZ value there and
name it AutoRun. Then specify your command string as the data for AutoRun,
exactly as you would type it at the command prompt.

To disable AutoRun commands for a particular Command Prompt session, start
Command Prompt with /D. (For more about Command Prompt’s command-line syntax,
see “Using Cmd’s Command-Line Syntax,” page 190.)

Using File and Folder Name Completion

Command Prompt offers an invaluable file and folder name completion feature that,
remarkably, is not enabled by default. If you enable this feature, you can save your-
self the trouble of typing long paths or file names. If you start a command string and
then press the completion character, Command Prompt proposes the next file or
folder name that’s consistent with what you've typed so far. For example,
to switch to a folder that starts with the letter Q, you can type cd q and press the
folder-name completion character as many times as necessary until the folder you
want appears.

You can turn on file and folder name completion for a particular Command Prompt
session by starting Command Prompt with /F:on. (For more about Command Prompt’s
command-line syntax, see “Using Cmd’s Command-Line Syntax,” page 190.) If you do that,
Command Prompt uses Ctrl+D for folder-name completion and Ctri+F for file-
name completion.

Alternatively, you can turn this feature on permanently—for either the current user
account or all accounts at the current computer—by editing the registry. The
REG_DWORD values CompletionChar and PathCompletionChar in HKLM \Software
\Microsoft\Command Processor specify the file and folder completion characters,
respectively, for all user accounts at the current computer. The corresponding
values in HKCU\Software\Microsoft\Command Processor do the same for the
current account. In all cases, the character should be specified as a hexadecimal

Using the Command Prompt 189



value—for example, 0x4 for Ctrl+D, 0x6 for Ctrl+F, 0x9 for Tab, 0xC for Ctrl+L, and
so on. To disable a completion character, specify a value of 0x20 (the space character)
or 0x0.

If completion characters are specified in both HKLM and HKCU, the HKCU settings
take precedence. If you start Cmd with /F:on, Command Prompt uses Ctrl+D and
Ctrl+F as completion characters, regardless of your registry settings. If you start Cmd
with /F:off, completion characters are disabled, regardless of your registry settings.

Using Wildcards for File and Folder Name Completion

Command Prompt recognizes wildcards in file and path specifications. Typing cd
pro*, for example, might take you to your Program Files folder (depending, of course,
on where you are when you type it). Because you can include multiple wildcards
in a string, you can even create formulations such as cd pro*\com*\mic* to get to
Program Files\Common Files\Microsoft Shared.

Using Command Extensions

Command extensions are changes or additions to the following internal commands:
Del, Erase, Color, Cd, Chdir, Md, Mkdir, Prompt, Pushd, Popd, Set, Setlocal,
Endlocal, If, For, Call, Shift, Goto, Start, Assoc, and Ftype. For example, with com-
mand extensions enabled, you can use Cd or Chdir to switch to a folder whose name
includes space characters, without enclosing the path specification in quotation
marks. For details about a particular command’s extensions, type the command
name followed by /?. (Alternatively, type help, followed by the command name. For
a complete reference to all MS-DOS commands, choose Start | Help. On the Con-
tents tab, select Reference\MS-DOS Commands.)

Command extensions are available only in Cmd.exe, not in Command.com, and are
enabled by default. Set the REG_DWORD value EnableExtensions in HKLM
\Software\Microsoft \Command Processor to 0 to disable them for all user accounts
at the current machine. Set EnableExtensions in HKCU\Software\Microsoft\
Command Processor to 0 to disable them for the current user account. Start Com-
mand Prompt with /E:off or /E:on to disable or enable them for the current session,
regardless of the registry settings.

Using Cmd’s Command-Line Syntax

190

The complete command-line syntax for Cmd.exe is

cmd [/al/ul [/q] [/d] [/e:on|/e:off] [/f:on|/f:off] [/v:on|/v:off]l [[/s]
[/c|/k] commandstring]

All arguments are optional.
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/A 1/U. This argument lets you specify the encoding system used for text that’s piped
to a file or other device. Use /A for ANSI or /U for. Unicode. The default is ANSI.

/Q. The /Q argument starts Command Prompt with echo off. (With echo off, you
don’t need to include an @echo off line to suppress screen output in a batch program.
To turn echo back on after starting Command Prompt with /Q, enter echo on at the
command prompt.)

/D. The /D argument disables execution of any AutoRun commands specified in the
registry. (See “Using AutoRun to Execute Commands When Command Prompt Starts,”
page 188.)

/E:on | /E:off. The /E argument lets you override the current registry settings
regarding command extensions. (See “Using Command Extensions,” page 190.)

/E:on | /F:off. The /F argument lets you override the current registry settings regard-
ing file and folder name completion. (See “Using File and Folder Name Completion,”
page 189.) :

/V:on|/V:off. The /V argument lets you enable or disable delayed variable expan-
sion. With /V:on, for example, the variable !var! is expanded only when executed.
The default is /V:off. To turn on delayed variable expansion as a default, add the
REG_DWORD value DelayedExpansion to HKLM \Software\Microsoft\Command
Processor (for all users at the current machine) or HKCU\Software\Microsoft
\Command Processor (for the current user account only) and set DelayedExpansion
to 1. (Delayed variable expansion is useful in conditional statements and loop con-
structs in batch programs. For more information, type help set at the command prompt.)

/S ICI|/K commandstring. As discussed earlier in this chapter (see “Starting Command
Prompt and Running a Command,” page 187), the alternative /C and /K arguments al-
low you to run a command when Command Prompt starts—with /C terminating
the session at the command’s completion and /K keeping it open. Including /S before
/C or /K affects the processing of quotation marks in commandstring.

If you do not include /S, and there are exactly two quotation marks in commandstring,
and there are no “special” characters (&, <, >, (,), @, ", or |) in commandstring, and
there are one or more white-space characters (spaces, tabs, or linefeeds) between the
two quotation marks, and commandstring is the name of an executable file, then
Command Prompt preserves the two quotation characters.

If the foregoing conditions are not met and if the first character in commandstring is
a quotation mark, Command Prompt strips the first and last quotation marks from
commandstring.

Using Network Commands

This section describes some of the common commands for working with a network
via the command prompt. Using the command prompt for these network functions
is completely optional; most operations described here can also be done through
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Windows Explorer. You'll find, however, that using the command prompt is some-
times easier and faster. '

You might simply be working in a Command Prompt window and not want to go
to the trouble of switching to another window. But a more compelling reason to learn
and use network commands is that you can execute a series of network commands
in a batch program and thus automate repetitive network tasks in a way that can’t
be done through the graphical interface.

Connecting to Shared Resources

You can connect to a shared resource by specifying a device name and a network
name as part of the Net Use command, like this:

net use x: \\zion\document

This command maps a shared folder called \ \Zion\Document as drive X. If the com-
mand succeeds, you can use drive X exactly as you would any drive on your local
computer—subject to any restrictions imposed by the owner. For example, the owner
might allow anyone to read files but allow only selected users to write, modify, or
delete them.

The Chdir and Cd commands do not accept UNC path specifications. However, you
can supply a UNC path as an argument for Pushd, the command that switches
folders and saves the current folder on a stack (allowing you to return to the cur-
rent folder with Popd). When you connect to (and switch to) a network share in this
manner, Command Prompt assigns the share the first available drive letter, starting
at the end of the alphabet and moving toward the beginning.

So, for example, the command

pushd \\Zion\Document

if entered at D:\ would connect with and switch to \\Zion\Document, assigning
that share the drive letter Z (if Z were not already in use), and save D:\ on a stack.
You could subsequently use Popd to return to D:\.

You can use Net Use to connect to network printers the same way you can use it to
connect to other shares. For example, after you issue the command

net use 1ptl \\yellowstonellaserjet4d

anything you print to LPT1 will go to this shared printer.

If you map a network folder to a drive letter using Windows Explorer, you can use
that drive letter at the command prompt. Similarly, if you connect to a shared folder
with the Net Use command, you can use that drive letter in your Windows-based
applications.
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You can access a shared resource directly without first mapping it to a drive letter.
Simply use the network name in place of the drive name. For example, to copy
Work.bat from the \Bat folder of \\Zion\Public to your C drive, use the network
name rather than a drive letter, as follows:

copy \\zion\public\bat\work.bat c:

Connecting to Password-Protected Resources

Some operating systems, such as Windows 9x (using share-level access control),
control access to shared resources by requiring you to enter a password for the
resource. (Windows 2000, by contrast, maintains a list of users and groups that are
permitted to access each shared resource. Passwords are assigned to users, not shared
resources.) If you are connecting to a password- protected resource, you can append
an asterisk to the Net Use command, 11ke th1s ' i

net use x: \\acadialoptrarx =

The asterisk tells Windows 2000 to prompt you for the password This way, the
password is not displayed as you type it. You can type the password on the com-
mand line rather than use an asterisk, but anyone lookmg at your screen can see the
password. In batch programs, you can use the asterisk or include the password with

the batch command line, as your security needs dictate.

When you are finished using a resource, you can disconnect from it with the Net Use
command’s /Delete switch (usually abbreviated as /D), like this:

net use x: /d

Browsing Network Resources

The Net View command browses the network for the servers and shared resources
you might be interested in. First you browse domains or workgroups to see which
servers are available; then you browse the servers to see which shared resources
are available. (For purposes of this discussion, workgroups function exactly like
domains.)

You can browse the servers in your domain by typing net view, which displays a list
of servers similar to the following:

Server Name Remark

\\ACADIA CD server
\\BADLANDS Chris' Pentium
\\DENALI Tommy Boy
\\KATMAI Fax server
\\VOYAGEURS Blake Whittington
\\YELLOWSTONE Paula Berg

The command completed successfully.
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The following command checks to see which other domains are available for browsing:

net view /domain

To view the servers in a domain other than your own, specify the domain name,
like this: '

net view /domain:boston

After you've found the name of a server, you can browse its shared resources. For

‘example, typing net view \\acadia might display information similar to this:

Shared resources at \\acadia

CD server

Share name Type Used as  Comment

CD-ROM 1 Disk . Windows 98

CD-ROM 2 Disk Bookshelf '97
CD-ROM 3 Disk W:

CD-ROM 4 Disk Corel DRAW!

CD-ROM 5 Disk T: Microsoft TechNet
CD-ROM 6 Disk Microsoft drivers
OPTRARX Disk Drivers for Lexmark
ROOT - Disk Root directory

The command completed successfully.

When you find a resource you're interested in, you can use the Dir or Tree command
to examine its contents (as long as you have been granted appropriate permissions),
like this:

tree /f \\acadia\root | more

~ Browsing through lists of computers and shared resources should raise some

concerns about how you want your own computer to appear. Remember that every-
one on the network can see your computer name and the shared resources you
have. Be sure to keep sensitive data in folders that are not shared, or set the permis-
sions appropriately. If you do want to share a resource, be sure to add comments
so that browsers will know what you are offering. Comments are optional when you
set up your own shares, but they can save a lot of frustration for people searching
for information.
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Chapter 12

Managing Disks |

In This Chapter
Using Disk Management .......... ..ot 197
Understanding Disk Terminology ...t 201
Working with Basic Disks ......... ..o 205
Working with Dynamic Disks ............cc i 211
Performing Other Tasks ..................... PR 213

Without disks, you have no way to save, recall, or archive your work. Disks,
especially hard disks, are as essential to computer use as paper is to a library or book-
store. This chapter has little to do with saving data but everything to do with giv-
ing that data a congenial and well-designed home. It is about Disk Management, a
tool that allows you to manage the space on your hard disks.

Using Disk Management

Disk Management is a Microsoft Management Console (MMC) snap-in that
replaces the Disk Administrator program from Windows NT and the antediluvian
Fdisk program from MS-DOS and Windows 9x. For more information about MMC, see
Chapter 4, “Using and Customizing Microsoft Management Console.” The purpose of Disk
‘Management is to manage your hard disks, removable disks, and, to a lesser extent,
your CD-ROM drives. You can use Disk Management to

¢ Create partitions, logical drives, and volumes

* Create spanned volumes and striped volumes—volumes that comprise disk
regions from two or more disks

e Extend volumes to increase their size

¢ Format volumes
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¢ Delete partitions, logical drives, and volumes
¢ Convert basic disks to dynamic disks, and vice versa

e Assign drive letters to hard disk volumes, removable disk drives, and
CD-ROM drives

* (Create mounted drives

¢ Check the size, format, status, and other properties of disks and volumes

One major improvement of Disk Management over its predecessors is that you no
longer need to restart your computer after you make disk configuration changes.
(And you don’t need to fastidiously save your disk configuration, as you did with
Windows NT; Disk Management does this automatically.) Of course, Disk Manage-
ment still warns you if you ask it to do something destructive such as delete a
partition or format a drive. But after you give your assent, Disk Management makes
the changes immediately.

To use Disk Management, you must be logged on as a member of the Administra-
tors group.

Starting Disk Management

The Disk Management snap-in is included in the Computer Management console,
which you open by right-clicking My Computer and choosing Manage. (Alterna-
tively, choose Start | Settings | Control Panel | Administrative Tools | Computer
Management.) In Computer Management, navigate to Storage\Disk Management.
Figure 12-1 shows an example.

i Partition

5 Event Viewer £ 0SPROCDO! ... Partition Basic COFS
System Information .

Performance Logs and Alerts

7 4] Shared Folders

% Device Manager

Local Users and Groups

§is 3 4 4
5 3 Removable Storage e I |
1 583 Services and Applications . z 566 GB NTFS [
“HH

0SPROCDO1 (E:)
361 MB CDFS
Heatthy

Figure 12-1
The Disk Management snap-in is included in the Computer Management console.

Part 4: Managing Hardware



Note

Wondering about the other items under Storage in Computer Manage-
ment? You'll find information elsewhere in this book. For information about
Disk Defragmenter, see Chapter 40, “Performing Routine Maintenance.” For in-
formation about Removable Storage, see Chapter 14, “Using Removable Storage.”
Logical Drives merely shows your drive mappings—information that can
just as easily be gleaned from Windows Explorer or Disk Management.

If you prefer to see Disk Management without the distractions imposed by the Com-
puter Management console, you can open it in its own window. Choose Start | Run,
type diskmgmt.msc, and click OK. Throughout the rest of this chapter, we show this
more focused form of the Disk Management console.

Using Disk Management to Manage Remote Computers

Starting Disk Management by using either of the preceding methods opens a win-
dow on your local computer’s disk drives. You can also use Disk Management to
view or modify the disks on any other computer on your network, as long as you
log on as a member of that computer’s Administrators group. You can open a Disk
Management console on another computer in any of the following ways:

¢ InComputer Management, right-click Computer Management (Local)—the top
item in the console tree—and choose Connect To Another Computer.

* Open Disk Management in author mode (choose Start | Run and type
diskmgmt.msc /a) and click the Show/Hide Console Tree/Favorites toolbar
button to display the console tree. Choose the Console | Add/Remove Snap-
In command, click Add, select Disk Management, click Add, and select Another
Computer. Specify the name of the computer you want. Using this method, you
can add all your computers to a single console if you like.

Customizing the Display

You can modify the Disk Management display to suit your needs. First, decide what
information you want to display. You can choose among three different display pan-
els to include in the top portion and bottom portion of the details pane:

e Disk List. A detailed view of each physical disk driveina computer, as shown
at the top of Figure 12-2.

e Volume List. A detailed view of each volume (generally the same as lettered
drives; see “Volumes,” page 203, for a more precise definition) in a computer, as
shown at the top of Figure 12-1.
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¢ Graphical View. A view that shows each disk on one row, with the disk’s
volumes and unallocated space displayed graphically, as shown at the bottom
of Figures 12-1 and 12-2.

Disk Management

@ik 0 Basic 101G OMB Orline  SCSI
&IDisk1  Basic 403G8 OMB Online  SCSI
£)CDRom0 CDRom(G:) OMB  OMB Orine  SCSI
«CORom1 CDRom(H) OMB  OMB Orline  SCS!
“JCDRom2 CORom(i) E48MB  OMB Online SCSI

INDOWS 98 (D:]
4 MB FAT

W2000_Server (F:) 11w2000_Pro (J:)
1{1.43GB NTFS

Figure 12-2 _
This console displays Disk List view at the top and Graphical View at the bottom.

To select one of these views, open the View menu and choose Top or Bottom; then
choose the view name. The Bottom submenu also includes a Hidden command,
which allows the top view to fill the entire details pane. Drag the border between
the top and bottom if you want to reallocate the space allotted to each.

You can further customize the appearance of the Graphical View by choosing the
View | Settings command. On the Appearance tab of the View Settings dialog box,
for each type of disk region you specify a color and a pattern for the band across the
top of its display.

On the Scaling tab of the View Settings dialog box, you specify the size of the boxes
that represent disk regions. Your choice in the Disks box determines the relative
overall display widths of each physical disk. Your choice in the Disk Regions box
determines the relative display width of partitions, volumes, and other regions
within the display space occupied by the disk. For each of these settings, you can
opt to make all items equal in width, scale the items proportionally to their actual
relative size (linear scaling), or use logarithmic scaling. The scaling that’s most read-
able for you depends on the variance in disk and volume sizes on your computer.
Figure 12-3 shows the effects of scaling settings on a system that has two disks: an
8.5-GB disk and an ancient 234-MB disk. As you can see, with this much size dispar-
ity, linear scaling is nearly useless.
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In each of these views, the Disks and Disks Regions scaling are set the same.

Understanding Disk Terminology

What appears in My Computer to be a hard disk drive might or might not correlate
to a single physical device. A single physical device can be subdivided into parti-
tions, volumes, or logical drives—each appearing in My Computer as a separate
drive letter. Conversely, several physical devices (or portions thereof) can be com-
bined to appear as a single drive letter. These configurations are described by the
terms explained in this section. With support for dynamic disks, Windows 2000 adds
some new terms to the lexicon and redefines others.

Let’s start at the beginning: disk (or hard disk) refers to the physical hard disk drive
installed in your computer. Your computer’s first hard disk drive is identified in Disk
Management as Disk 0. If you have additional hard disk drives installed, they're
identified as Disk 1, Disk 2, and so on.

Basic Disks and Dynamic Disks

Windows 2000 now supports two types of disk structures, called basic disks and
dynamic disks.

A basic disk is a physical disk that contains one or more partitions. The basic disk
structure has been used by all versions of MS-DOS, Windows, and Windows NT; it
is, therefore, the only disk type that is compatible with all these operating systems
and with Windows 2000.

Similarly, a dynamic disk is a physical disk that contains one or more dynamic
volumes. Dynamic disks are a new feature of Windows 2000, and they can’t be
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accessed by earlier Microsoft operating systems. The advantage to dynamic disks
is their flexibility:

¢ You can create an unlimited number of volumes on a disk. (With an extended
partition on a basic disk, you can create an unlimited number of logical drives,
but logical drives have limited capability. For example, you can’t use a logical
drive as a boot partition or system partition and you can’t extend a logical drive.)

* Disk Management can modify the disk configuration in ways that it can’t do
with basic disks.

¢ Dynamic disks allow you to make disk configuration changes without rebooting
your computer.

¢ Disk configuration information for dynamic disks is stored in a disk manage-
ment database in a reserved area on the disk—not in the registry. This can make
moving disks between computers and recovering data from corrupted disks
easier.

Although these advantages—particularly the ability to make configuration changes
without rebooting—are useful in servers for large enterprises, you must decide
whether the benefits outweigh the need for compatibility with other operating sys-
tems. (By the way, just as Windows 9x computers on a network can access a shared
NTFS volume, any type of computer can access across a network shared volumes
on a dynamic disk.)

Your computer can have both types of disk, and the volumes on each disk can be
formatted with any combination of NTFS and FAT file systems. Determining which
kind you have is easy: in Disk Management, the Disk List view shows either Basic
or Dynamic in the Type column, and the Graphical View shows the disk type just
below the disk name.

Partitions and Logical Drives

A basic disk can be divided into one or more partitions. A section of the disk with
its own starting and ending sector numbers, a partition is essentially a drive within
a drive. Depending on the function it performs, a partition can be primary or extended;
and it can be an active, system, or boot partition.

You can have up to four partitions per hard disk: four primary partitions, or three
primary partitions and one extended partition.

A primary partition is one that can be used for starting Windows 2000 (and other
operating systems). A primary partition cannot be further subdivided.

An extended partition can be further divided into one or more logical drives. This
allows you to have more than four volumes on a basic disk. (From an end user’s per-
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spective, a logical drive is the same as a partition. At the Disk Management level,
however, there is a difference: a logical drive can’t span multiple disks.) You can"
create an extended partition on a disk that doesn’t have any primary partitions, but
you can’t start Windows 2000 from such a disk.

Whereas primary and extended partitions refer to partition structure, active parti-
tion, system partition, and boot partition refer to content and functionality.

The active partition is the partition from which the computer starts up; to run Windows
2000 or other Microsoft operating systems, the active partition must be a system par-
tition. A disk can have multiple system partitions, but only one can be marked active
at any time. For more information, see “Marking the Active Partition,” page 208.

The system partition contains the files needed to load Windows 2000 or another
operating system. It must always be a primary partition, and it must be marked active
if you want to start Windows 2000 or another operating system on the Windows 2000
boot menu. For mformatlon about dual booting, see Chapter 3, “Working with Multiple
Operating Systems.”

The boot partition, which sounds as though it ought to be the one you boot from, is
actually the partition that contains the Windows 2000 system and support files—the
files in the %SystemRoot% folder. If you run Windows 2000 from a single partition,
the boot partition is, indeed, the same as the system partition. But you can install
Windows 2000 to a partition other than the system partition.

Volumes

When a partition or logical drive is formatted for a particular file system (FAT or
NTFS) and assigned a drive letter, it’s called a volume. A volume appears in My Com-
puter as a local disk.

A basic volume is a volume on a basic disk. Basic volumes include formatted primary
partitions and formatted logical drives on extended partitions. (If you upgraded from
Windows NT, you might also have volume sets or stripe sets—now called spanned
volumes and striped volumes, respectively—on a basic disk. You can’t create these
types of volumes with Windows 2000, but you can continue to use them.)

A dynamic volume is a volume on a dynamic disk. On a computer running Windows
2000 Professional, Disk Management works with three types of dynamic volumes:
simple volumes, spanned volumes, and striped volumes.

A simple volume is made up of space on a single disk. It can be a single region on a
disk or several regions on the same disk that are linked together by a process called
extending a volume.

A spanned volume is made up of space on two or more disks, which are linked togethef
to appear as a single volume. A spanned volume is the dynamic-disk equivalent of
a Windows NT volume set.
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Similarly, a striped volume is made up of space on two or more disks (32 disks maxi-
mum). The difference is that data in a striped volume is allocated alternately to the
equally sized regions on each disk in the striped volume. Striped volumes offer
improved system performance by spreading the job of disk access across multiple
read/write heads. Striped volumes are not quite as flexible as spanned volumes: the
regions on each disk must be approximately the same size (therefore, the size of a
striped volume is limited to the size of the unallocated space on the disk with the
least unallocated space times the number of disks), and they can’t be extended.

P

Fault- Tolerant Disk Storage with Wmdows 2000 Server
Mlcrosoft Wmdows 2000 Ser‘{er supports two addltlonal Volume types that allo

dows 2000 Serverf

Moiinted Drives

A mounted drive is a volume that is linked to a folder on an NTFS volume. In Win-

- dows Explorer and elsewhere, you navigate to it via the drive and folder to which

it’s linked instead of addressing it by a drive letter. (A mounted drive can also have
a drive letter and can be mounted to more than one folder.)

With mounted drives, which are a new feature of Windows 2000, you're no longer
limited to 26 drive letters.

You might see other terms in a discussion of mounted drives: mount point, reparse
point, and junction point are all used to describe the file system object that links to
another volume. In this book, we stick to mounted drive.
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Adding a New Disk to Your Computer
You'll use Disk Management when you add a new disk ir computer—whether

it’s an additional disk for data or a disk you've moved from another computer. After
you install the disk, you should open Disk Management and choose Rescan Disks
from the Action menu.

New disks are added as basic disks. If you're adding a new disk for storage of data
files (that is, it won't be used for an operating system), you should consider convert-
ing it to a dynamic disk before you create any partitions or volumes. By doing so,
you can extend it later when you need even more storage space.

If you're installing a dynamic disk that you’ve moved from another computer, check
the disk’s status (in Disk List view or Graphical View); it should be Foreign. Right-
click the disk and choose Import Foreign Disks. Wlndows 2000 then incorporates the
disk’s configuration information (which is stored at th of each dynamlc dlsk) '
into your computer’s disk management database, thereby ‘
ing volumes visible and accessible.

Working with Basic Disks

On basic disks, you can perform the following disk management tasks:

* Create primary and extended partitions

* Create logical drives in an extended partition
* Mark a partition as active

* Convert to a dynamic disk

* Other tasks that are described later in this chapter, including formatting a par-
tition or logical drive; deleting a partition or logical drive, or volume sets and
striped sets created with Windows NT; and assigning a drive letter or drive path
(for details, see “Performing Other Tasks,” page 213.)

Creating a Partition

To create a new partition, you need free—that is, unallocated—space on your hard
disk. This space can belong to a portion of a new hard disk that you have not assigned
to either a primary or an extended partition, or it can be space you make available
by deleting an existing partition.
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To create a primary partition (one that cannot be divided into multiple logical drives):

1. In Graphical View, right-click an unallocated portion of a disk and choose
Create Partition. '

2, In the Create Partition Wizard that appears, click Next.

3. On the Select Partition Type page, select Primary Partition and click Next.

4. On the Specify Partition Size page, specify how much of the unallocated space
you want to use.

5. On the Assign Drive Letter Or Path page, you have three choices:

You can specify a drive letter for the partition. The list includes only drive
letters that are not currently being used for local disks or for mapped
network drives.

You can create a mounted drive, which appears as a subfolder of another
drive. For more information, see “Assigning a Drive Letter or Drive Path,”
page 215.

You can choose not to specify a drive letter or path. If you choose this
option, you won't be able to access the partition except in Disk Manage-
ment. Before you can actually use the partition for storing and retrieving
data, you need to assign a drive letter or create a mounted drive.

6. On the Format Partition page, make the following settings:

Choose a file system: NTFS, FAT, or FAT32. For more information, see
“Selecting a File System,” page 539.

Choose an allocation unit size, or cluster size. The allocation unit size is
the smallest space that can be allocated to a file. Smaller sizes result in less
wasted disk space (because on average, every file has slack space equal
to half a cluster) but can result in more fragmentation. Unless the parti-

 tion is dedicated to a special purpose (such as storage of a large database),

using the Default selection, in which Windows 2000 selects a cluster size
based on volume size, is best. .

Specify a volume label. The volume label appears in Windows Explorer,
and the novelty of the default label, New Volume, quickly wears off.

Select Perform A Quick Format if you merely want Disk Management to
set up the volume structure but not scan the data area of the volume.

Select Enable File And Folder Compression if you want to squeeze more
data on a volume (available only if you select the NTES file system).
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Create Partition Wizard: "% %’ 5 s N N X

Format Partition ;-
‘You can customize the formatting of the partition. A

Specify whether you want to farmat this partition.

Do rot format this partition
% Fomat this partition with the following settings:

i Formatting s - -
 Fila systera to use: IHTFS e "l

Default

Allocation unit size:

Volume label: ‘ NewVome =

17 Perform a Quick Format~ T~ | Enable file and folder compression

. <Bak [ Nets | cae |

7. Click Next, confirm your séttings, and click Finish.

Many of the settings you make in the Create Partition Wizard can be
changed at any time later, as described elsewhere in this book. Specifi-
cally, you can

* Assign a different drive letter or create a mounted drive
 Convert a FAT- or FAT32-formatted volume to NTFS
* Change the volume label

* Enable file and folder compression J

If your hard disk contains no more than three primary partitions, you can create an
extended partition in the remaining space. The main benefit of an extended parti-
tion is its ability to support more than one logical drive.

To create an extended partition:
1. In Graphical View, right-click an unallocated portion of a disk and choose
Create Partition.
2. In the Create Partition Wizard that appears, click Next.

3. On the Select Partition Type page, select Extended Partition and click Next.
(This option is available only if the disk doesn’t already have an extended
partition.)

4. On the Specify Partition Size page, specify how much of the unallocated space
you want to use.

5. Click Next, confirm your settings, and click Finish.
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After you create an extended partition, you must define one or more logical drives
within it, as explained in the following section.

Creatying a Logical Drive

A logical drive is a part of an extended partition that you “wall off” and format so
that you can use it as if it were a truly separate disk drive. Creating a logical drive
is very similar to creating a new partition.

To create a logical drive:

1. In Graphical View, right-click the free space within an extended partition and
choose Create Logical Drive. '

2. In the Create Partition Wizard that appears, click Next two times. (Why the
wizard doesn’t skip the Select Partition Type page, nobody knows.)

3. On the remaining wizard pages, specify the size, drive letter or path, and
format—just as you would for a primary partition, as described in the previ-
ous section.

Marking the Active Partition

The active partition on a basic disk is the one from which an x86-based computer
boots. On these machines, one primary partition—the one containing the files needed
for startup—must be marked active for the computer to start itself and an operat-
ing system. The active partition must always be on the first hard disk attached to the
system (Disk 0).

If you use Windows 2000 exclusively, or if you use Windows 2000 and Windows NT,
Windows 9x, or MS-DOS, you do not have to change the active partition. In fact, Disk
Management won't let you. However, if you use another operating system, such as
0S/2, you must mark its system partition as active and reboot in order to use the
alternate operating system.

To mark the active partition and start a different operating system:
1. In the Volume List view or Graphical View, right-click the partition you want
to mark active and choose Mark Partition Active.

2. Reboot the computer.

Converting a Basic Disk to a Dynamic Disk

On a basic disk, the partition table—information about the partitions on the disk—
is located in a 64-byte section of the MBR (master boot record), the first sector on the
disk. A dynamic disk keeps additional information about the disk’s layout in a disk
management database that is stored in the last 1 MB of the disk. You might have
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noticed (if you created one or more partitions during setup) that the Windows 2000
setup program refuses to use the entire unallocated space on the disk. Instead, it
reserves space for the disk management database, which is needed if you convert
the basic disk to a dynamic disk.

Disk Management makes converting a basic disk to a dynamic disk easy. You should
do that if you run only Windows 2000, you have more than one dlSk and one or more
of the following is true:

* You want to use more than four volumes on a disk.

* You want to extend a volume onto unused space on the same disk or another
disk.

* You want to create a striped volume.

Although Windows 2000 supports the continued use of volume sets and
stripe sets that were created with Windows NT, you can’t create them.
If you want this functionality in Windows 2000 (and your basic disk isn’t
already configured that way), you must use spanned volumes or striped
volumes, which can be created only on dynamic disks.

On the other hand, you should use basic disks if your computer also runs another
operating system. Only Windows 2000 can access dynamic volumes.

Before you convert, you should be aware of these additional limitations of dynamic
volumes:

* You can’tuse dynamic disks on a portable computer. (For more information, see
Microsoft Knowledge Base [KB] article Q232463. KB articles are available at
support.microsoft.com.)

¢ If you create a dynamic volume from unallocated space on a dynamic disk, you
can’t install Windows 2000 to that volume. (Of course, to get this far, you must
already have Windows 2000 installed, so this limitation comes into play only
if you're reinstalling Windows 2000 or moving the disk to another computer.)

* Youcan'textend a dynamic volume that was a basic volume before the dynamic
disk upgrade.

Taken together, these last two limitations mean that you can’t extend the system
volume or boot volume. For that reason—and for compatibility purposes—we rec-
ommend the following;:

¢ Install Windows 2000 on your first hard disk and leave it as a basic disk. If you
plan to dual boot with another operating system, partition the first disk so that
each operating system is on a separate partition. (For more explanation, see Chap-
ter 3, “Working with Multiple Operating Systems.”)
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* Use additional disks for data. But before you partition them or store anything
on them, convert them to dynamic disks. That way, you can easily extend your
data volumes, which might come in handy when your collection of MP3 files
(or whatever) fills your first data disk.

To convert a basic disk to a dynamic disk:
1. Close any programs (other than Disk Management) that are using the disk
you're converting.

2, In Disk List view or Graphical View, right-click the disk you want to convert
and choose Upgrade To Dynamic Disk.

3. If you have more than one disk, select which one(s) you want to upgrade and
click OK. :

4. In the Disks To Upgrade dialog box, click Upgrade.

§

Disks to Upglae

Disk1  Boot Partiton,
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Troubleshooting
You can’t convert a basic disk to a dynamic disk unless at least 1 MB of unallocated
space exists at the end of the disk. If you use Windows 2000 to create partitions (ei-
ther during setup or with Disk Management), it automatically reserves that space.
But if you're using a disk that was partitioned with an earlier operating system, you

might see an error message like the one shown in the following illustration:

5 e ol
! jumiRiBea ]
Volume [ Layout 1 Type { File System ] Status { Capscity { Free Spa.. [ % Fi¢
£ (C) . Pautitinn Rasir FATR i Hoatha IS0 . 9RIGR. 11468 40%
=308 | RS O ’ Xl 3ues 5%
D E) 85 MB ®%

This list indicates which di;ks vl be upgraded, -

; Dick Corderds ] vl Upgrads [§
Disk 1 Active Pattition, No free space in..  No

Working with Dynamic Disks

On dynamic disks, you can perform the following disk managemeﬁt tasks:

Create a simple volume, spanned volume, or striped volume

Extend a simple volume or spanned volume

Convert to a basic disk

Other tasks that are described later in this chapter, including formatting a vol-
ume, deleting a volume, and assigning a drive letter or drive path for a volume

(For details, see “Performing Other Tasks,” page 213.)
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Creating a Volume

The process of creating a volume on a dynamic disk is quite similar to that of creat-
ing a partition on a basic disk. As in that procedure, a wizard guides you through
the process. ' '

To create a volume:

1.

In Graphical View, right-click an unallocated portion of a disk and choose
Create Volume.

In the Create Volume Wizard that appears, click Next.

On the Select Volume Type page, select a type: Simple Volume, Spanned
Volume, or Striped Volume. (If you have only one dynamic disk, Simple Vol
ume is your only choice.) For information about these types, see “Volumes,”
page 203. Consider your needs: simple and spanned volumes can be extended
(onto the same disk or other disks) in the future; striped volumes offer better
performance. ' ‘

On the Select Disks page, select which disks you want to use ‘by placing them in the

Selected Dynamic Disks list. (If you're creating a simple volume, you can select only
one disk.) Then specify how much of the unallocated space you want to use.

i Create Volume Wizard

Select Disks -
You can select the disks and set the disk size for this volume. —
k‘.:‘;‘

On the remaining wizard pages, specify the drive letter or path and format—just
as you would for a primary partition. For details, see “Creating a Partition,” page 205.

Extending a Volume

If you have additional unallocated space on a dynamic disk—either the same disk
or another disk—you can extend an existing volume to increase its size. You can do
so, that is, subject to the following limitations:
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* You can extend only simple volumes and spanned volumes on dynamic disks;
you can’t extend striped volumes or volumes on basic disks.

* You can extend a volume only if it’s formatted with NTES or it's unformatted;
you can’t extend FAT or FAT32 volumes.

* You can extend a volume only if it was originally created on a dynamic disk;
you can’t extend volumes that have been upgraded from basic to dynamic.

* You can't extend a system volume or boot volume.
Still with us? To extend a volume:

1. In Volume List view or Graphical View, right-click the volume you want to
extend and choose Extend Volume.

2. In the Extend Volume Wizard that appears, click Next.

3. On the Select Disks page, select which disks you want to use by placing them
in the Selected Dynamic Disks list. You can extend a simple volume to use
unallocated space on the same disk or on another disk. (In the latter case, it
becomes a spanned volume.) Then specify how much of the unallocated space
you want to use.

4. Click Next and then click Finish.

After a volume is extended, you can’t reduce its size—except by deleting the entire
volume.

Converting a Dynamic Disk to a Basic Disk

Remember how easy it was to convert a basic disk to a dynamic disk? Disk Manage-
ment left all your existing data in place. Unfortunately, the conversion back to
basic is not so pleasant. To convert a dynamic disk to basic, you must first delete all
volumes on the dynamic disk, destroying all your data in the process. For details, see
“Deleting a Partition, Logical Drive, or Volume,” page 214.

After you've deleted the volumes (presumably after backing up your data to another
medium or copying it to a drive available through a network), the conversion pro-
cess is simple. In Disk List view or Graphical View, right-click the disk you want to
convert and choose Revert To Basic Disk. '

Performing Other Tasks

This section describes tasks that you can perform on basic disks and dynamic disks:

¢ Formatting a partition, logical drive, or volume
* Deleting a partition, logical drive, or volume

* Assigning or changing a volume label
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e Assigning a drive letter or drive path

* Checking properties and status for a disk or volume

Some of these disk management tasks also apply to removable disks (such as Zip disks
and CDs). For example, you can use Disk Management to format a Zip disk (although
there’s no particular reason to, because you can also format from other programs that
you're more likely to have open: Windows Explorer or a command prompt). More
important, you use Disk Management to assign drive letters (or drive paths for
mounted drives, if you prefer) for all types of drives—and you can’t do that elsewhere.

Formatting a Partition, Logical Drive, or Volume

Formatting a partition, logical drive, or volume deletes any existing files and pre-
pares the volume for use. You can let the Create Partition Wizard or Create Volume
Wizard format a partition, logical drive, or volume when you create it, or you can
format it any time later by right-clicking the volume and choosing Format. You'll see
a dialog box that offers the same choices as the wizard, as shown in Figure 12-4.

Figure 12-4
Formatting without the wizard offers the same choices.

Windows 2000 will not let you format the system volume or boot volume.

Of course, you don’t need to visit Disk Management to format an existing volume.
You can do that from Windows Explorer, where you’ll see yet another dialog box
that offers the same options and performs the same task. Or if you're a command-
prompt fan, use the Format command.

Deleting a Partition, Logical Drive, or Volume

The most important thing to know about deleting a partition, logical drive, or vol-
ume is this: All information in the partition, drive, or volume will be irrevocably lost. The
only time you should consider deleting a partition, drive, or volume is when you
want to reorga}lize a disk and are certain that all important programs and data have
been backed up to another medium. Deleting means starting over.
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Deleting a spanned volume (known as a volume set in Windows NT) or striped
volume (stripe set) deletes the entire volume. That is, all disk regions on all dlSkS that
are part of the volume become unallocated space.

Windows 2000 will not allow you to delete the system partition, the boot partition,
or an extended partition that contains logical drives. (You must delete the logical
drives first and then delete the partition.)

To delete a partition, logical drive, or volume:

1. Verify that all needed files have been backed up.

2, In Graphical View, right-click the item you want to delete and choose Delete
Partition, Delete Logical Drive, or Delete Volume.

3. Afterreassuring yourself that the item you selected contains no data you'll need
again, click Yes in the confirmation dialog box.

Don’t delete a volume if all you want to do is change its file system. If you
want to change from FAT to NTFS, you can use the Convert command
at a command prompt. This command converts the volume without
destroying its contents. For details, see “Converting a Volume to NTFS,” page 542.

If you want to change from NTFES to FAT, you must use a third-party
program such as Partition Magic (www.powerquest.com) or System Com-
mander (www.v-com.com).

Assigning or Changing a Volume Label

If you choose not to assign a volume label when you create or format a volume, or
if you later decide to change a volume label to a more descriptive one, you can do
so by right-clicking a volume and choosing Properties. (You can also do this in
Windows Explorer.) Use the Label box on the General tab.

The volume label on a FAT (or FAT32) volume can be up to 11 characters long and

“can include spaces. Whether you type uppercase or lowercase letters, the volume la-

bel is stored in uppercase letters only. A FAT volume label cannot include the fol-
lowing characters:

/AN o+ =[]<>"

Only one restriction applies when you assign a volume label for an NTFS volume:
the maximum length is 32 characters. You can use any symbols you want, and upper-
case and lowercase letters are retained (and displayed) exactly as you type them.

Assigning a Drive Letter or Drive Path

Drive letter assignments in Windows 2000 are persistent, which means that, once
assigned, the assignments remain the same every time you start Windows 2000. But
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how does Windows 2000 initially parcel out the letters? The algorithm is rather
complex, and it depends on how you initially installed Windows 2000 (upgrade or
clean install; if upgrade, from which operating system; and so on), the types of disks,
partitions, and volumes you have; and other factors. (For details, see KB article
Q234048.) : _

You can change the assigned drive letters, which you might want to do if, for
example, a system-assigned drive letter interferes with a mapped network drive.

A volume can have only one drive letter (or no drive letter at all), but you can also
assign one or more drive paths to create one or more mounted drives. A mounted
drive appears as a folder within another volume, which allows you to access a vol-
ume without reserving a drive letter for it—thereby getting past the limit of 26 drive
letters. For example, you might remove the drive letter assignment for your CD-ROM
drive and instead mount it to a folder on drive C called CD. You would then find a
CD'’s contents in C:\CD rather than in D:\ (or whatever the previous drive letter
assignment was).

- To assign a drive letter:

1. In Volume List view or Graphical View, right-click the volume you want to
“change and choose Change Drive Letter And Path.

{ Change Drive Letter and Paths for

. |&3Data3 (F:) \Music

2. To change an existing drive letter, select it and click Edit. To assign a drive letter
if one isn’t currently assigned, click Add.

o

I E dit Drive Letter 61 Path!

'3. Select a drive letter, click OK, and click Close.
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You can’t change the drive letter of the system volume with Disk Man-
agement. If you really need to do this—which is unlikely—KB article
223188 explains the procedure.

To create a mounted drive:

1. In Volume List view or Graphical View, right-click the volume you want to
change and choose Change Drive Letter And Path.

2. Click Add. (You can’t edit an existing drive path. If you want to change one,
you must delete it—select it and click Remove—and then create a new one.)

3. Select Mount In This NTFS Folder and then type the path to an empty folder
on an NTFES volume. Easier yet, click Browse. (Browsing is not available on
remote volumes.) The Browse For Drive Path dialog box that appears shows
only your NTFS volumes, and the OK button is enabled only if you select an
empty folder. Select an empty folder or click New Folder to create one.

Browse for. Drive Path:

&1 ADOBEAPP
C] Beatnik Player Download Data

f

The folder you specify appears in Windows Explorer as a drive icon, not a folder icon.
Opening that icon displays the root folder of the mounted drive.

Although the folder in which you mount a drive must be an empty folder
on an NTFS volume, the volume you're mounting can be formatted with
any file system. '

Be careful to avoid creating a loop in the namespace (for example, by
mounting a volume to a folder on a second volume and then mounting
the second volume to a folder on the first volume). Windows lets you do
this, but it’s usually a bad idea because an application that opens
subfolders (such as a search) will go into an endless loop.

To see a list of all the mounted drives on your system, open the View menu and
choose All Drive Paths. A dialog box like the one shown in Figure 12-5 appears.
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ie“"’ R

€ (D:) \Rhythms Simple Volume 183 MB
&3 (D:) \Music Eaton Canyon
&3 (D:) \Archives CHRYSALIS (C)

Figure 12-5
This dialog box lists all the mounted drives on a system and shows the volume label,

if any, of the mounted drive.

Checking Properties and Status

Like most objects in Windows 2000, disks and volumes have a properties dialog box
that provides details about the object. To view it, right-click the object and choose
Properties. The properties dialog box for a volume is the same as the one you would
see by viewing the same volume’s properties dialog box in Windows Explorer.

But you needn’t visit the properties dialog box to learn a lot about your disks and
volumes. Most of the key information—disk type, volume type, file system, capac-
ity, and status—is visible in both the list and graphical views. Of particular interest
is the status, which is helpful if you have problems with a disk or volume. Figure
12-6 shows where you can find status information. Table 12-1 describes the possible
status conditions for disks, and Table 12-2 describes volume status conditions,

4 Disk Management

T3 e 7 : %k

Basic FAT32 Healthy (S: 283GB 14GB 40%
159 Dy Partition Basic NTFS Healthy (Bo... 5.66GB 314GB 55%
{]SR0LD STUFF [E2) Simple Dynamic FAT32 Healthy (At... 93MB 9IMB 100:

i
|
i
i

Disk status Volume status

Figure 12-6
Volume List view (shown here) and Disk List view both include a Status
column, and Graphical View also indicates status.
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Tahle 12-1. Disk Status

Status Description Action Required
Online This is the normal status, None

and it means that the disk has

no known problems.
Online (Errors) This status, which can appear Right-click the disk and

Offline This status, which can appear only Check to see that the
on dynamic disks, indicates that the  disk is not powered
disk was once available
but is not down or disconnected.
currently accessible. The disk might
be corrupt.

Foreign This status, which can appear Right-click the disk and
only on dynamic disks, indicates choose Import Foreign
that the disk has been moved to Disks.
your computer from another
computer and it hasn’t yet been set
up for use on your computer.

Unreadable The disk is inaccessible and might Right-click the disk and
be corrupt or have I/O errors. The choose Rescan Disks,
disk management database may be or reboot the computer.
corrupt. If the status is still

unreadable, the disk is
probably unrecoverable.

Unrecognized The disk has a signature that Nothing you can do.
prevents Disk Management from
using the disk; disks from UNIX
systems display this status.

No Media This status, which appears only Insert a disk in the drive.

only on dynamic disks, indicates
that I/0O errors have occurred.

for CD-ROM drives or removable

choose Reactivate Disk.

media drives (for example, Zip drives),
indicates that no disk is in the drive.
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Tahle 12-2. Volume Status

Healthy

Healthy (At Risk)

Initializing

Failed

This is the normal status
and means that the volume
has no known problems.

This status, which can appear
only on dynamic volumes,
indicates that I/O errors have
occurred on the underlying disk.
If an I/O error occurs anywhere
on the disk, all the disk’s volumes
are marked Healthy (At Risk).
This status, which can appear
only on dynamic volumes,
indicates that the disk is
initializing.

This status indicates that the
volume can’t be initialized.

None.

Right-click the disk
and choose Reactivate
Disk.

Relax! Wait a few
seconds.

To repair a failed
dynamic volume,
checkto see
whether the disk

is Online. (If not,
right-click the disk
and choose
Reactivate Disk.)
Then right-click the
volume and choose
Reactivate Volume.

If the failed volume
is on a basic disk, be
sure that the disk is
properly connected.

Other volume status conditions—Resynching, Regenerating, Failed
Redundancy, and Failed Redundancy (At Risk)—can appear only on
fault-tolerant volumes, which are not supported in Windows 2000 Pro-
fessional (and are therefore not described in this book). If you're manag-
ing mirrored volumes or RAID-5 volumes on a remote computer running

Windows 2000 Server, check the online help for more information.
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Chapter 13

Managing a Print Server

In This Chapter
Sharing a Printer . ... e 221
Setting Printer Permissions . ... i e 223
Setting Advanced Printer Properties ............co i 224
Using Separator Pages ...t e 227
Setting Up a Printer That’s Connected Directly to the Network .................. 228
Setting Up a Printer for Non-Windows 2000 Clients ...............cccoiiunn.. 229
Setting Server Properties ... ..ot e 232

Witn Plug and Play, an improved and more powerful Print dialog box, and better
printer drivers, Microsoft Windows 2000 has greatly simplified the tasks of install-
ing, configuring, and using a local printer. So much so, in fact, that we don’t cover
those topics in this book at all. You'll find information on those topics in our other
book, Running Microsoft Windows 2000 Professional (Microsoft Press, 2000).

Instead, this chapter focuses on setting up a print server—a computer that manages
the printers on a network. In the same way that you can share folders on a computer
running Windows 2000 Professional to create a file server, you can share printers
to create a print server. You don’t need Windows 2000 Server to share and manage
printers so that everyone on the network has access to them. This chapter discusses
the printer configuration options that you're more likely to use with shared printers.

Sharing a Printer

You configure all options for a printer—whether you plan to share it or not—using
the printer’s properties dialog box. To display it, open the Printers folder (Start | Set-
tings | Printers), right-click the printer you're interested in, and choose Properties.
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To make a printer available to other network users, simply click the Sharing tab,
select Shared As, and provide a share name. Windows 2000 permits spaces and other
characters in printer names, but if you're going to share with users of other operat—
ing systems, you should observe the following restrictions:

¢ Useonly letters and numbers; don’t use spaces, punctuation, or special characters.

¢ The entire universal naming convention (UNC) name, including the requisite
backslashes and your computer name, should be 31 or fewer characters. For
example, assume that your computer name is YELLOWSTONE (11 characters).
When you add slashes, the length becomes 14 characters, meaning that the
share name should be 17 characters or less. This results in a UNC name some-
thing like \\YELLOWSTONE\HPLASERJET4000.

o If émy MS-DOS users will connect to the printer; the share name must be no
longer than 8 characters.

If your computer is part of a Windows 2000 domain that uses Active Directory, select
List In The Directory (see Figure 13-1) to publish the printer in the directory, which
makes finding your printer easier for others.

olor LasetJet 5§ Propesties

inthe Drectory

is pmt-u i thared with usets vumm
't then you will reed &

Figure 13-1
On the Sharing tab, specify a share name and, if you're on a Windows 2000
Server domain, decide whether you want the printer included in the Active Directory.

T roubleshootli 0
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Troubleshooting
- If you have problems installing a driver for a shared printer that’s connected to a
different print server (this sometimes happens with Windows NT-based print serv-
ers), install the printer as a local printer rather than as a network printer. “Connect”
it to an unused port on your system, such as LPT3. Then, at a command prompt, type
net use Ipt3 \\server\share [persistent:yes (replace server with the computer name of
- the print server and replace share with the name of the shared printer) to redirect
- output to the network printer. It's messy, but it works.

Setting Printer Permissions

When you set up a printer, initially all users in the Everyone group have Print per-
mission for documents they create, which provides access to the printer and the
ability to manage their own documents in the print queue. And by default, mem-
bers of the Administrators and Power Users groups also have Manage Printers and
Manage Documents permission. Table 13-1 shows the basic permissions and their
associated privileges that Windows 2000 provides for printers.

Table 13-1. Basic Printer Permissions and Privileges
Permission
Print Print documents

Control properties of owned documents
Pause, restart, and remove owned documents
Manage Printers Share printer

Change printer properties
Remove printer

Change printer permissions
Pause and restart the printer

Manage Documents Pause, restart, move, and remove all queued documents

A user account that doesn’t have any of these permissions can’t connect to the printer,
print to it locally, or view its queue.

If you have Manage Printers permission for a printer, you can change other users’
permissions for that printer. To do so, click the Security tab of the printer’s proper-
ties dialog box. To add another user or group to the list, click Add. After you select
the users or groups you want in the Select Users, Computers, Or Groups dialog box,
return to the printer’s properties dialog box. Then select each new user or group and
assign permissions by clicking Allow, Deny, or neither. (If you select neither, per-
missions are determined by the user’s group membership.)
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Permissions on the Security tab apply to users who log on locally as well as those
who connect via network to a shared printer.

Clicking Advanced on the Security tab leads to an access control settings dialog box
(the center dialog box shown in )Figure 13-2). From there, you can select an entry and
click View/Edit to display the permission entry dialog box shown in the foreground.
As you can see, this dialog box gives you granular control over printer permissions:
for a particular user or group, you can apply permissions to the printer, to docu-
ments, or to both; and you can set a few individual permissions that are encompassed
in the basic permissions. Although this might be fun for tweaking, you'll seldom
have any reason to visit these dialog boxes; we present them here so that you'll
never have to go there.

Allow  Everyone

Allow  Administrators (GLACIE...
Allow A

iy

Print

Manage Printers
Manage Documents
Read Permissions
Change Permissions
Take Qwnership

Figure 13-2
Advanced security settings give you granular control
over permissions—something you'll probably never need.

Setting Advanced Printer Properties
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The Advanced tab of the printer’s properties dialog box, shown in Figure 13-3,
includes a number of options that are both intriguing and confusing. Making changes
to these options requires Manage Printers permission.
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1 - Start printing immediately

* Piint directiyto the printer

I Hold mismatched documents -
I¥ Piint spocled documents first -
" Keep printed documents

¥ Enable advanced printing features -

Figure 13-3
The Advanced tab offers a collection of unrelated options.

¢ Always Available and Available From. To restrict the availability of the printer
to certain times of day, select Available From and specify the range of times.
Print jobs that are sent outside of these hours are held in the queue until the
appointed time. One possible use: you might want to create a printer (remem-
ber that you can create multiple logical printers for a single print device) that
you use only for low-priority, long print jobs, which could be queued to run
at night instead of tying up the printer during working hours.

* Priority. The Priority setting has a similar purpose: if you create multiple print-
ers for a single print device, documents sent to the printer with the higher
Priority setting print ahead of those sent to the other printer. You might want
to create a high-priority printer that certain users have permission to use when
they need to cut in line to get a document printed quickly. Or you might want
to assign Print permission to the high-priority printer to one group of users, and
permission to the lower-priority printer to another group of users with differ-
ent (less urgent) needs.

¢ Driver. This list includes all the printer drivers currently installed on your sys-
tem; use it to select the correct driver for the print device. If the correct driver
isn’t in the list, click New Driver to launch the Add Printer Driver Wizard.
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Spool settings. The four option buttons in the center of the dialog box deter-
mine whether a document should be spooled to a hard disk before sending it
to the printer. For information about specifying the location of spool files, see “Set-
ting Server Properties,” page 232. Spooled documents are then sent to the print
device in the background. Ordinarily, you should select the first and third
options, which cause fastest return of control to your application and fastest
printing completion. But if you have trouble with complex print jobs being
interrupted by pages from another document, select Start Prmtmg After Last
Page Is Spooled.

Hold Mismatched Documents. Selecting this option tells the spooler to check
a document’s properties against the printer properties and to hold the docu-
ment in the queue if the properties don’t match. A mismatched document typi-
cally occurs when an application specifies a form that’s not currently assigned
to a printer tray, for example. Correctly matched documents continue to print
normally, bypassing any mismatched documents in the queue.

Print Spooled Documents First. Selecting this option directs the spooler to print
documents that have completed spooling ahead of documents that are still
spooling, even if the latter documents have a higher priority. When this option
is cleared, the spooler selects the next document to print based only on its prior-
ity. Selecting this option maximizes printer efficiency because the print device
doesn’t have to wait for an incomplete, high-priority document to finish spool-
ing before it can begin printing a complete, lower-priority document.

Keep Printed Documents. When this option is selected, the spooler doesn’t
delete documents from the queue after they print. You can then reprint a docu-
ment from the queue rather than from the program that created it, or you can
delete the document manually.

Enable Advanced Printing Features. Selecting this option turns on metafile
spooling for print jobs from Windows 2000 clients using Windows-based applica-
tions. Of more interest to most users, selecting this option enables new options
in the common Print dialog box for some printers and some applications, such
as Booklet Printing and Pages Per Sheet. The only reason to clear this option
is if you have problems printing.

Printing Defaults. Clicking this button displays the prmtmg defaults dialog
box—the same one that appears if you right-click a printer and choose Print-
ing Preferences. In this dialog box, you specify default document settings for
options such as orientation, two-sided printing, paper tray selection, and so on.
Your settings here become the default settings for all users of the printer. (Another
reason to create multiple logical printers for a single device: you might want
to create printers with different default settings for different types of documents
or for users with different needs.)
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* Print Processor. Clicking this button opens the Print Processor dialog box, a place
you'll probably never need to venture. In a nutshell, it displays the available print
processors (a print processor tells the spooler how to alter a print job depending on
the document data type) and the default datatype for the selected print proces-
sor. The Microsoft Windows 2000 Server Resource Kit provides detailed information
about print processors and datatypes.

* Separator Page. Click this button to specify a separator page. For more informa-
tion, see the next section.

Using Separator Pages

A separator page prints before each document (much like a fax cover page) and
identifies the name of the user who printed the job, the date and time it was sent,
and other details. Using separator pages makes finding your document among a
stack of others in the printer’s output bin easier. In addition, two of the separator
pages furnished with Windows 2000 switch between PostScript and PCL (the Printer
Control Language used by most Hewlett-Packard printers), which is useful for print-
ers that don’t automatically switch languages.

Windows 2000 includes four separator page files, which you can use ready-made
or you can customize. The supplied files, which are stored in the %SystemRoot%\
System32 folder, are described in Table 13-2.

Table 13-2. Separator Page Files

(FileName  Descripton

Sysprint.sep ~ Switches the printer to PostScript and then prints a separator
page that includes account name, job number, date, and time

Pcl.sep Switches the printer to PCL and then prints a separator page
that includes account name, job number, date, and time

Pscript.sep Switches the printer to PostScript but does not print a separator
page

Sysprtj.sep A variant of Sysprint.sep that uses Japanese fonts, if available

Separator page files are plain text files with the extension .sep. You can create your
own separator pages either by modifying the files supplied with Windows 2000 or
by typing codes into a new plain-text document and saving that document in your
%SystemRoot% \System32 folder. Be sure to save the document as a plain-text file.

The codes you can use for your separator pages are listed in Table 13-3. Each sepa-
rator file must start with a single character on a line by itself; that character becomes
the command delimiter, which identifies commands elsewhere in the file. You can use
any character as a command delimiter. In Table 13-3, the @ character is used as the
command delimiter. For these commands to work, the first line of your file must
contain only a single @ character.
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Table 13-3. Separator Page Codes

@N
@l
@D

@T

@L
@Fpathname
@Hnn

@Wnnn

@Ba@s
@B@M
@U
@n

@E

Prints the user name of the person who submitted the print job.

Prints the job number.

Prints the date, in the date format specified by Regional Options
in Control Panel.

Prints the time, in the time format specified by Regional Options
in Control Panel.

Prints all characters following @L up to the next @ code or until
the page width specified by @W is reached.

Prints the contents of the file specified by pathname.

Sends a printer-specific control code, where nn is a hexadecimal
value. For example, use @H1B to send an escape code, which has
a hexadecimal value of 0x1B (27 decimal).

Sets the maximum width of the separator page to the decimal
value specified by nnn. Any characters beyond this width are
truncated. (The default width is 80; the maximum is 256.)

Prints in single-width block characters.
Prints in double-width block characters.
Turns off block-character printing.
Skips # lines. (n can be 0 through 9.)
Ejects the current page from the printer.

Setting Up a Printer That’s |
Connected Directly to the Network

Your print device doesn’t necessarily have to be connected directly to the computer
that’s acting as the print server. That is, it needn’t be connected to one of the computer’s
local ports, such as a parallel port (LPTx), a serial port (COMx), an infrared (IrDA)
port, a universal serial bus (USB) port, or a 1394 port. If your print device has a
built-in Ethernet adapter (or it's connected to a network interface device such as a
Hewlett-Packard JetDirect), all you need to do is set up a standard TCP/IP port—
a simple procedure in Windows 2000:

228

1. Be sure that the print device is connected to the network and powered on.

2. In the printer’s properties dialog box, click the Ports tab. Click Add Port.

3. In the Printer Ports dialog box that appears, select Standard TCP/IP Port and
then click New Port.

4. On the first page of the Add Standard TCP/IP Printer Port Wizard, click Next.
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5. On the Add Port page, type the IP address of the printer. (You can get that by
printing a configuration report from the print device or network interface de-
vice. See the device’s manual for instructions.) You can accept the Port Name
that the wizard proposes or create your own. Click Next.

J Add Standard TCP/IP, Printér: Poit Wizaid

Add Port
For which device do you want to add a port?

“ . Enter the Printer Name orlP address, anda poit name for the desired device.

+ . Printer Name or IP Address: [103-0-23['

Port Name: . [r000230

6. The wizard’s final page shows your settings and also shows information (such
as the adapter type) that confirms successful communication with the print
device. Click Finish.

The Standard TCP/IP Print Monitor (SPM) is a new feature of Windows 2000, and
it supplants the LPRMON protocol that was used in Windows NT for printing to net-
work interface print devices. SPM is much easier to configure, and because LPRMON
uses double spooling, SPM (which spools only once) is 50 percent faster.

Setting Up a Printer for Non—Windows 2000 Clients

Your network probably includes computers that are not running Windows 2000. By
configuring your print server properly, you can make it easy for users of the other
computers to use your printers. A Windows 2000-based print server includes sup-
port for the following types of clients:

* Windows 2000, Windows NT, and Windows 9x. To provide access for these
types of clients, click the Sharing tab in the printer’s properties dialog box. Click
Additional Drivers and then select each of the client types you want to support.
When one of these clients connects to the printer for the first time, Windows
2000 automatically sets up the printer on the client system.

* Windows 3.x and MS-DOS. These clients must install a 16-bit printer driver
on their systems and must redirect a local port to the network share. For example,
you’d configure a printer driver on such a machine to print to LPT1, and then
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issue this command to the network redirector: net use Ipt1: \\server\share. (Re-
place server with the computer name of your print server and replace share with
the share name of the printer.) '

UNIX. On the print server, install Print Services For UNIX. (Go to Control Panel

| Add/Remove Programs | Add/Remove Windows Components | Other Network
File And Print Services | Details | Print Services For UNIX.) You also need to
set the TCP/IP Print Server service (the name of Print Services for UNIX as it
appears in the Services snap-in) to start automatically. For information about con- .
trolling services, see Chapter 20, “Managing Services.” Set up an LPR port by open-
ing the printer’s properties dialog box and clicking Ports | Add Port | LPR Port
| New Port. UNIX clients then connect to the printer using the Line Printer
Daemon (LPD) service.

Internet. Clients that support Internet Printing Protocol (IPP) can print to a
Windows 2000 print server using HTTP. (Currently, only Windows 2000 and
Windows 9x clients support IPP.) To provide access for Internet (or intranet)
clients, you must install Internet Information Services (IIS) For details about IIS,
see Chapter 27, “Managing a Web Server.” To connect to a shared printer using
IPP; at the client computer, type http:/[server/printers/ (replace server with the
URL or the computer name of the server) in the Address bar of Microsoft
Internet Explorer. Figure 13-4 shows an example of what a Web browser might
see. Clicking the name of a printer displays a screen similar to the one shown
in Figure 13-5, where a user (with the requisite permissions) can view the queue,
manage the printer, and manage documents. Clicking Connect (under Printer
Action in the left frame) automatically installs the printer on the client computer
if it’s not already installed.

;’ et
Hl| 1 All Printers on biscayne

Name Status Location Jobs Model Commegs
Apple LaserWriter 16/600 PS Ready  Prints to a file on Blake's computer O Apple LaserWWriter 16/600 PS T only se*

Figure 13-4
With Internet printing, you can use a Web browser to view the Printers folder.
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Pending Documents: 0
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PRINTER ACTIONS
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Besume
Cancel All Docyments
Connect

§oocuvent actions |
Pauce

Resume

cancel

@ Done O - T

Figure 13-5
The Web interface allows a user with appropriate
permissions to manage printers and documents.

Installing Windows 2000 Drivers on a Wmdows N'I' Prmt Server
Windows NT has a similar capability of stormg and installing appropriate prmte
 drivers for various versions of Windows. If you're print server is a computer run
ning Windows NT, you'll want to add Windows 2000 drivers to it so that when cor
- puters running Windows 2000 connect to that server, they can automatlcally fmd an
 install the correct drivers. Doing this is easy: '

1. Usinga computer that is running Windows 2000, log on using an account that's
a member of the Admlmstrators (or Domain Admins) group on the Windows
NT system. o ~

2. Openthe Printers folder on n the computer running Wmdows NT. (Inan address
bar or in Start | Run, type \\NTserver, where NTserver is the computer name
of the prlnt server. Then open the Printers folder.)

3. Inthe Printers folder, choose File | Server Propertles ! Drlvers | Add.

4. On the Environment And Operatmg Systems page of the Add Prmter Driver -
- Wizard, select Windows 2000.
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Setting Server Properties
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In addition to setting properties for individual printers by using their properties
dialog box, you can set other properties by visiting the Print Server Properties dia-
log box. To get there, open the File menu or right-click a blank area of the Printers
folder and then choose Server Properties.

The first three tabs control the list of items you see in the properties dialog box for
a printer:

¢ The Forms tab controls the list of forms that you can assign to trays using the
Device Settings tab in a printer’s properties dialog box. You can create new form
definitions and delete any that you create, but you can’t delete any of the pre-
defined forms.

¢ The Ports tab offers the same capabilities as the Ports tab in a printer’s prop-
erties dialog box.

¢ The Drivers tab offers a list of all the 1nsta11ed printer drivers and prov1des a
centralized location where you can add, remove, or update drivers.

The Advanced tab, shown in Figure 13-6, offers a potpourri of options:

* You can specify the location of spool files. You might want to change to a folder
on a different drive if, for example, you frequently run out of space on the
current drive when you attempt to print large documents.
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Note Your Spool folder setting on the Advanced tab gets stored in the
DefaultSpoolDirectory value in the HKLM\Software\Microsoft
\Windows NT\CurrentVersion\Print\Printers registry key, and it deter-
mines the spool folder for all your local printers. If you want to use a
different folder for a particular printer, you must edit the registry directly.
Go to the HKLM\Software\Microsoft\Windows NT\CurrentVersion
\Print\Printers\printer key (where printer is the name of the printer you
want to modify) and set the SpoolDirectory value to the path you want to use.

¢ The first three check boxes on the Advanced tab determine which types of
events merit entries in the Windows 2000 System log, which you can view with
the Event Viewer snap-in. For more information, see Chapter 5, “Monitoring Sys-
tem and Application Activities with Event Viewer.”

1 & Piint Server Propeities!

Figure 13-6
Settings you make here affect options available in all printer properties dialog boxes.

¢ Thelast two check boxes control notification of completed print jobs. Windows
2000 can cause a message to pop up to let you know when you can fetch your
printout. (See Figure 13-7.) If you don'’t select the last check box, the message
goes to the first workstation at which the user who printed the job is logged on.
If that user account is logged on to more than one workstation, then the mes-
sage might not go to the one that generated the print job. To ensure that it does,
select the last check box also, which causes the message to be delivered to the
computer that generated the print job.
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Figure 13-7
The print server can notify users W|th a message like this.

Windows 2000 uses the Alerter service on a print server to send notification to
users when network printing jobs are complete. By default, the Alerter service does not
run automatically in Windows 2000 Professional. If you plan to use this feature, you'll
need to start the Alerter service using the Services snap-in in Computer Management.

To receive such a message, a computer must be running the Messenger service. Users
right next to the printer might want to stop this service (and not be bothered by the
pop-ups), whereas users down the hall can leave it running.

Troubleshooting ~
'~ If adocument gets stuck in the print queue and you can’t delete it, open the Serv1ces

snap-in in the ompu‘ter Management console and stop the Prmt Spooler service.
Then restart the service. : ~ '

Part 4: Managing Hardware



Chapier 14

Using Removable Storage

" In This Chapter ,
Getting Started with Removable Storage ............ ... ... ... 236
Setting Up and Using Media PoolS . .............oeueeeennnannenn. DU 237
Using Hardware Devices ....... e 241
Securing Devicesand Media ..............coo i 251
Using Backup‘with Removable Storage .......... ... i 252

Removable Storage is a new feature of Microsoft Windows 2000 that tracks your
removable storage media, such as tapes, CDs, and optical discs. It also manages the
hardware devices, such as changers and jukeboxes, that contain the removable stor-
age media. Removable Storage keeps track of device status, media requests from
programs, and media usage. By providing a common media management service,
application developers no longer need to create specific programs and drivers for
each device type. And with Removable Storage in control, it’s easier to share media
and devices among programs and among users. '

Not everyone agrees that Removable Storage is a feature, however. It’s best suited
-to robotic libraries, tape autoloaders, and other hardware that’s more likely to be
found in large corporate networks than in the networks operated by most small
businesses and home networks. Whether you consider Removable Storage to be a
boon or a bane depends on the type of removable storage hardware you have, your
backup procedures, and your desire to manage your collection of removable media.

One word of encouragement to those who come down on the “bane” side: as more
applications become Removable Storage—aware, its value will increase and its
inconvenience will diminish. Such applications will call on the Removable Stor-
age service directly and transparently so that you won’t need to be bothered with
it. In the meantime, you have the opportunity to explore the inner workings of this
new service!
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Removable Storage is a snap-in in the Computer Management console. You find it
by opening Computer Management and navigating to Computer Management
\Storage\Removable Storage. Alternatively, you can open the snap-in in its own
window by opening Ntmsmgr.msc. Figure 14-1 shows an example.

Remval@ Storage’

Removable Storage (Local

) Media Pools |22 Physical Locations
{3} Physical Locations B Wok Queue
Work Queue D Operator Requests

1.5} Operator Requests

Figure 14-1
Opening Ntmsmgr.msc eliminates the clutter of other Computer Management snap-ins.

Removable Storage has four top-level folders:

* Media Pools contains, in a hierarchical structure, a record for each piece of man-
aged media, be it tape, CD, Zip disk, optical disc, or some other type of
removable storage media. For more information, see the next section, “Setting Up
and Using Media Pools.”

¢ Physical Locations contains a folder for each device. Each device’s folder includes
both a folder for the media currently installed in the device and a folder for
the drives in the device. In addition, Physical Locations contains an Off-Line
Media folder—a repository for records of media that you have inventoried but
that are no longer in any physical dev1ce For more information, see “Using Hard-
ware Devices,” page 241.

¢ Work Queue displays a hst of all pending and completed tasks, such as requests
to mount a CD or inventory the media in a device. These requests can come
from an application or from Removable Storage itself. You can right-click a task
to delete it from the queue or, in the case of pending mount requests, to change
the order.

¢ Operator Requesfs displays a list of the tasks that Removable Storage asks you
to perform. It makes these requests by displaying a message similar to the one
shown here.
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1 Messenger Service
Message from REDWOOD to REDWOOD on 2/25/2000 3:23:35PM
.~ From: Removable Storage on HEDWUOD
i User Administiator J
°© Subp *"ADMINISTRATOR ALERT“"

ﬂq door access command for Library Elms DVL is now belng pioceseed You may open khe dom on
is library. e

Setting Up and Using Media Pools

Removable Storage organizes all media into 10g1ca1 groups called media pools. A
media pool is a collection of related records—one for each tape, disc, or cartridge. In
Removable Storage, each media pool is represented by a folder icon; media pools
and media are analogous to folders and files in Windows Explorer. You'll find one
difference from file folders, however: each media pool can contain only one type
of media.

Initially, Removable Storage includes three system media pools: Free, Import, and
Unrecognized. (Actually, each of these folders is a container for other media pools.
The Free, Import, and Unrecognized folders contain a folder for each type of media
used on your system. For example, the system shown in Figure 14-2 contains fold-
ers for CDs, 4-mm DDS tapes, and unknown media types.)

es | { MName Description
B Removable Storage [Locall 7Y ia BORK2NDIEC ~ BackOffice Resourc...  Elms DVL
=2 & Media Pools _ Q} Boik4.5ntla BackOffice 45Reso... Elms DVL
| & Freo %24 DISCY BackOffice SmallBu... Elms DVL
i 3 Import | s Intemnet Information ... Elms DVL
| -y CD-ROM 1 NT_OPT_PACK Windows NT 400p... ElmsDVL
! 4mm DDS ; g nt4cksupd Windows NT 4 0Re... Elms DVL
P Unknown ﬂ prokit2000 ‘Windows 2000 Profe... Elms DVL
! @) Uniecognized . | {RARESKIT2000  Windows 2000 Serv...  Elms DVL
| | A seminart Seminar Oriine CD 1...  Elms DVL
| {3 seminar2 Seminar Orline €O 2...  Elms DVL
! | @ ceminai3 Seminar Online CD 3. Elms DVL
i R semi Seminar Online CD 4...  Elms DVL
i :‘_, inars Seminar Online CD 5...  Elms DVL
.| {#3ASEMINARG TechNet Technical ... Elms DVL
i [ {E*SEMINAR? TechNet Technical...  Eims DVL
; . | |® seminag TechNet Technical .. ElmsDVL
! {1‘! Programs 23 TNOOO1 Technical Informatio... ~ Off-ine Media
£-{] Physical Locations &2 TNO0O2 Technical Informatio...  Off-ine Media
: g Elms DVL ' ?jTNUOUJ Technical Informatio...  Elms DVL
i " iy . "
<

Figure 14-2
Media pools help you to organize your media into logical groups.

 The Free media pools contain media that are not currently in use by any applica-
tion and can therefore be used by an application that makes a request.
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* The Import media pools contain media that have just been added to the sys-
tem and that can be identified by Removable Storage. This includes media that
have been formatted but have not been used before by a Removable Storage-
aware application. If you inject a tape that you've used with a previous version
of NT Backup, a CD, or a Zip disk, for example, it initially appears in the Import

" media pool for the appropriate media type. The Import media pools are simply
a temporary holding place for media; you'll want to move the media to an
appropriate application media pool.

* The Unrecognized media pools are another temporary holding place for recently
added media. Unformatted media (or media with an unrecognized format)
arrive in the Unrecognized pool for the appropriate media type. If you want
to make such media available to apphcatlons, you should move them to the
corresponding Free media pool. : :

In addition to the system media pools, Removable Storage can contain application
media pools. Application media pools can be created by an application (Backup is
the one application included with Windows 2000 that creates its own media pool),
or you can create them. Figure 14-2 shows several application media pools: Backup
(the one created by Backup), TechNet, Archive CDs (Wthh is actually a container
for several media pools), and Programs.

Creating a Media Pool

You can use media pools to organize your media into logical groups. For example,
on our Elms DVL (a CD-ROM jukebox that holds 100 CDs, now sold as the Cygnet
id100), we have the entire collection of Microsoft TechNet CDs, which now numbers
over 30. (By the way, TechNet is an excellent resource for Windows 2000 experts.
For more information, visit www.microsoft.com/technet.) To make it easier to find the
TechNet CDs, we created a TechNet media pool to contain them.

To create a media pool, right-click Media Pools and choose Create Media Pool. A
dialog box similar to the one shown in Figure 14-3 appears. Provide a name and,
optionally, a description. In the Media Information box, you can specify whether the
media pool will contain only one type of media or whether it can contain other media
pools. The options in the Allocation/Deallocation Policy box are applicable only to
rewritable media (such as tapes); you can set up a media pool so that an application
automatically fetches and returns its media to the Free media pool as needed. On
the Security tab of this dialog box, you can set permissions for access to the media
pool. For more information, see “Securing Devices and Media,” page 251.
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. General léé@ax) l

. Name: - lCIip Art
' Description: I|
i Type: Application-specific

" - Media information
€ Contains other media pools

% Contains media of type:
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o - Allocation / Deallocation policy s
I Draw media from Free niedla pool

I Retum medla to Free media pool

l_ lelkreallocauons libﬂa f&xllomm CEle iy

|;  o

Figure 14-3
You can create your own application media pools.

Troubleshooting ‘
If you receive a message that reads “The media pool identifier does not represent
valid media pool” when you click OK in the Create A New Media Pool Properti
dialog box, it's because you selected a media pool before you chose the Create Medi
" Pool command. (The command, of course, shouldn’t be available in  that cohtext —
- but it is.) Simply select the folder in which you want to create a new apphcahon
- media pool—either the top-level Media Pools folder or an existing folder that is set
- to contain other media pools—before you choose Create Media Pool.

Managing Media in Media Pools

To view or modify the properties for a tape, CD, or disc, simply double-click its
record in the details pane (or right-click and choose Properties). You'll see a dialog
box similar to the one shown in Figures 14-4 and 14-5. The description you specify
on the Side tab appears in the details pane. You can also change the name that
Removable Storage assigns to media. It initially uses the volume name or the name
provided by the application, but you can change it to something more meaningful
and Removable Storage can still correctly identify and track the media.
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Figure 14-4
The Media tab shows the volume name (which you can change) and the current location.

R
cEe

Figure 14-5
The Side tab provides a Description box as well as statistics about media usage.
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Note

Applications can move media from the Import or Unrecognized pools into the Free
pool or into their own application pool. Applications that use rewritable media also
move media between the Free pool and their own application pool as needed or as
the media become available. If you create a set of application pools to organize your
media collection (as we did in the system shown earlier in Figure 14-2), you can move
media from one pool to another by dragging or by using Cut and Paste commands—
just as you can with files in Windows Explorer.

The menus and toolbar also include a Copy command, but it actually
works like Cut. You can’t have records for the same media in more than
one media pool.

Using Hardware Devices

Removable Storage manages a variety of removable storage devices, ranging from
stand-alone drives to robotic libraries. Stand-alone drives hold a single tape or disc,
which you manually insert in the drive. Robotic libraries hold multiple tapes or
discs, and they have a mechanism for moving media from the storage slots to the
drives. Some robotic libraries include other components that are controlled by Remov-
able Storage, such as doors, inject/eject ports, cleaner cartridges, and bar-code readers.

Using Removable Storage with Stand-Alone Drives

If your computer has a CD-ROM drive, a Zip drive, or other drive that holds a single
removable disk or cartridge (other than a tape drive), you'll find that you can use it
as you always have. It shows up as a drive letter in My Computer and in Disk Manage-
ment, and its files are accessible through Windows Explorer and other applications
as soon as you insert media.

You might not realize it, but even with stand-alone drives, Removable Storage keeps
track of the media. You can demonstrate this by opening Removable Storage, right-
clicking your drive (under Removable Storage\Physical Locations), and choosing
Inventory. This causes Removable Storage to identify the media, ensuring that it
accurately shows information about the current media. If you navigate down to
Media or Drives, you'll see an identifier (by default, the volume name) for the media.
And you'll also find the media in the Import media pool, the place where new,
unidentified media first arrive.

Fascinating as that may be, you'll generally have no reason to bother with Removable
Storage to manage a stand-alone drive. If you want to keep statistics about particu-
lar media (such as how often you mount one) or save some descriptive information
about each one (such as the CD key), you can do that with Removable Storage. The
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trick is that you must move the piece of media from the Import media pool into
another media pool. (Media in the Import and Unrecognized pools are automatically
deleted when you remove the media from the device.) Then, when you eject the
media, Removable Storage moves it to the Off-Line Media folder (and also leaves a
record in the media pool to which you moved it). When you reinsert the media,
Removable Storage recognizes the previously used media and uses its record instead
of creating a new one and placing it in the Import media pool.

For example, we have a computer that we use as a test platform for various projects,
and software gets installed and removed repeatedly. We created a new media pool
called Program CDs, and when we insert the CD for a new program, we move it from
the Import pool to the Program CDs pool. We then open the properties dialog box
for the CD and type the CD key in the Description box. The next time we have to
reinstall the program—by then, the jewel case bearing the CD key on a yellow sticker
is long lost—we simply insert the CD, and the CD key appears in the Description
column in the Media folder. You might find much better and easier ways to man-
age such information (not losing the jewel case, for example), but this turns out to
be a convenient tool for us. You might also discover other uses for Removable Stor-
age, even with a stand-alone drive.

Using a CD Changer

Owners of ATAPI CD-ROM changers, such as the popular series of CD-ROM chang-
ers from NEC, are among those who complain loudest about Removable Storage.
These changers typically fit in a single drive bay and allow you to insert as many
as seven CDs. Under Windows 9x and Windows NT, such devices appear in Win-
dows Explorer as a separate CD-ROM drive for each slot, each with its own drive
letter. To use a CD—in Windows Explorer or another application—you simply
address it by its drive letter. When you specify a drive letter, the CD-ROM changer
loads the correct CD.

But in fact, although these devices contain a number of slots for CDs, they contain
only a single CD-ROM drive—and Windows 2000 treats it exactly so. In Windows
Explorer and in Disk Management, for example, you'll see only a single CD-ROM
drive. Worse, the drive appears to be empty (that is, it doesn’t contain a CD) even
if you have filled all the slots. A CD becomes available in Windows Explorer and
other applications only when you use Removable Storage to mount it. Removable
Storage then allows access to a mounted CD by using the drive’s letter or a mount
point for the drive. For information about mount points, see “ Assigning a Drive Letter or
Drive Path,” page 215.
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Note

Some CD changers (not the ones included on the Hardware Compatibility
List) are not detected as changers. These changers act like a single CD-
ROM drive; in Removable Storage only one CD appears, and you can’t
mount any other CDs that are installed in the changer.

There’s no getting around it: for users of CD changers, the discipline imposed by
Removable Storage is a step backward. The extra step of mounting a CD (as well as
the inability of Removable Storage to notice when you insert a CD in the changer
or remove one from it) is an annoyance. But we’ve found two workaround solutions
that make the use of CD changers practical:

e A custom MMC console
* A batch program

Creating a Custom MMC Console

With MMC, you can easily create a console that focuses just on the tasks you need
to perform. For detailed information about MMC, see Chapter 4, “Using and Customiz-
ing Microsoft Management Console.”

For one of our NEC changers, we set up the console shown in Figure 14-6. As you
can see, it has only two tasks—Mount and Inventory—which you use as follows:
* To use a CD, simply select it and click Mount.

* When you insert CDs or remove them from the changer, click Inventory to
update the list of CDs. (Removable Storage automatically inventories the con-
tents when you start your computer.)

l £ CD changer. - [NEC CD-ROM DRIVE;251\Média]

CD Changer
NEC 4-CD changet

Neme % [ Description; - "7 [ Location™ " [ MediaPocl © = "[Sale = =
&% COREL_38 Slot3 \mport\CD-ROM |dle, New

&P MONTYPYTH.., Slot 4 -~ \mport\CD-ROM Idle, New

&P TOPO_YOS Slot 2 \Mmport\CD-ROM Idle, New
s$v00D00 Slot 1 \Import\CD-ROM: Idle, New

Mourit

Figure 14-6
This MMC taskpad view allows simple management of a CD changer.
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You can find this console, CD changer.msc, on the companion CD. If you have exactly
the same type of changer (identified as NEC CD-ROM DRIVE:251), you can use it
unmodified. If you have a different type, the console still works, but you’ll have to
double-click your drive name and then double-click Media to get to the list of CDs.
That extra effort defeats the purpose of this one-click solution—but you can easily
create a custom console that works with your changer by following these steps:

1. Start MMC. (Choose Start | Run and type mmc.)

2. Add the Removable Storage Management snap-in by choosing Console | Add
/Remove Snap-In | Add | Removable Storage Management | Add. '

3. In the console tree, navigate to Console Root\Removable Storage \Physical
Locations\drivename\Media.

4. Right-click Media and choose New Taskpad View.

5. The default settings in the New Taskpad View Wizard are generally appropri-
ate. On the Taskpad Display page, you might want to consider changing List
Size to Medium.

6. In the New Task Wizard, create two new tasks. Both are menu commands:

¢ Using List In Details Pane as the command source, select Mount in the Avail-
able Commands list.

¢ Using Tree Item Task as the command source, select the drive name in the
Console Tree list and select Inventory in the Available Commands list.

1. Clean up the clutter. Choose View | Customize and clear all options except
Status Bar. :

8. Choose Console | Options. Give the console a name, and change the icon if you
like. Set the console mode to User Mode—Limited Access, Single Window.

9. Choose Console | Save.

~ Like other MMC consoles you create, this one appears in the Administrative Tools

folder of your Start menu, which provides an easy way to open it. But if you use it fre-
quently, you’ll want to add a shortcut to your desktop or to your Quick Launch toolbar.

This simple console performs all the tasks that are necessary on most CD changers.
You might want to customize it in any of the following ways:

* You could add task buttons for Dismount and Eject if those tasks work with
your changer. (Rather than adding task buttons to test these commands, you
can find out whether they work by right-clicking a CD and choosing a command.)
With most CD changers, the Eject command doesn’t work. (For the reasons
why, see Microsoft Knowledge Base [KB] article Q231814.) And there’s no rea-
son to use Dismount with most changers, since you don’t need to dismount one
CD before you can mount another. You can eject a CD by using the Eject command
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in Windows Explorer or by using the changer’s front-panel controls. Either way,
Removable Storage is unaware of the change, and you'll need to click Inventory
if. you want the CD list to accurately reflect the changer contents.

* You could clean up the display by removing the Description and Media Pool
columns from the details pane and making the window smaller.

* If you want to use Removable Storage to manage your CD collection, you could
add tasks or views that let you move CDs from the \Import\CD-ROM media
pool (the place where new CDs show up) to the appropriate pool. The main
advantage of doing so is that you could then add a description to each CD, and
the description would appear each time you inserted the CD. This might be
useful, for example, if the information provided by the CD volume name is
inadequate. (With only a handful of CDs in the changer, however, this usually
isn’t a problem. And if you're using audio CDs, CD Player Deluxe—or what-
ever playback software you use—likely stores much more useful information
about each CD in your collection.)

Troubleshooting "
If Removable Storage appears n
folder when you use the

Using a Batch Program

If you're a command-line junkie, you'll be pleased to know that Windows 2000
includes something for you: the ability to control Removable Storage from a com-
mand prompt. With Rsm.exe, you can do anything you can do with the Removable
Storage snap-in, which makes it an ideal tool for creating batch programs to control
your removable storage device.

Note For detailed information about the command-line syntax for Rsm.exe,
open Help in Removable Storage and, on the Contents tab, navigate to
Removable Storage\ Advanced Topics\Using The Command Line For
Removable Storage. You can get some help at the command prompt, but
you must first know the name of the command for which you need help.
To get help, type rsm command [help, replacing command with one of the
following commands: allocate, createpool, deallocate, deletepool, dis-
mount, eject, ejectatapi, mount, refresh, or view.
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The following batch program, called Mount.bat, lets you mount a CD from a par-
ticular slot by typing mount followed by the slot number at the command prompt.
And for changers that support the eject method used by Removable Storage, you can
eject the currently mounted CD by typing mount e. You can find this batch program,
which is adapted from the one included in KB article Q227425, on the companion
CD. Save it to %SystemRoot%\System32 or another folder on your search path.

@echo off

rem - Extract the friendly name of your changer using: rsm view /tchanger
rem - then replace the string following /cf with the string returned.

rem Example:

rem rsm view /tchanger

rem CHANGER

rem NEC CD-ROM DRIVE:253

rem The command completed successfully.

if "%1"=="" goto usage
if "%1"=="/2?" goto usage
if "%1"=="1" goto slotl
if "%1"=="2" goto slot?
if "%1"=="3" goto slot3
if "%1"=="4" goto slot4
if "%1"=="e" goto eject
if "%1"=="E" goto eject

goto usage

:SLOT1 l

rsm mount /sf"Slot 1" /cf"NEC CD-ROM DRIVE:253" /oread
if %errorlevel% equ 536870916 goto mounted

@echo %errorlevel% .

goto end

:SLOT2

rsm mount /sf"Slot 2" /cf"NEC CD-ROM DRIVE:253" /oread
if %errorlevel% equ 536870916 goto mounted

@echo %errorlevel%

goto end

:SLOT3

rsm mount /sf"Slot 3" /cf"NEC CD-ROM DRIVE:253" /oread
if %errorlevel% equ 536870916 goto mounted

@echo %errorlevel%

goto end
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:SLOT4

rsm.exe mount /sf"Slot 4" /cf"NEC CD-ROM DRIVE:253" /oread
if %errorlevel% equ 536870916 goto mounted

@echo %errorlevel?%

goto end

+MOUNTED

@echo .

@echo Reason: Media already mounted, or no media in slot
goto end

:USAGE

@echo .

@echo To mount media enter slot number between 1 and 4
@echo e.g. Mount 1

@echo .

@echo To eject current slot enter Mount E

goto end

:EJECT

net stop ntmssvc

start /wait rsm ejectatapi /n®
@echo Z%errorlevel%

net start ntmssvc

:END
rem @echo .
rem @echo DONE!!!

You'll need to modify this batch program to work properly with your changer. First,
as the remarks at the beginning of the file state, you can enter rsm view [tchanger to
determine the name of your changer. Use the text that is returned to replace all in-
stances of NEC CD-ROM DRIVE:253 in the batch program. To be sure that the batch
program includes handlers for the requisite number of slots—and that they’re named
correctly in the batch program—enter rsm view /tstorageslot. The responses here
should replace the text following each occurrence of /sf in the batch program. Note
that the so-called friendly names are case sensitive; you must enter them in the batch
program exactly as the Rsm View command returns them.

If your computer has more than one changer with the same friendly name, you'll
need to use each changer’s globally unique identifier (GUID) rather than the friendly
name. To find the GUIDs, enter rsm view [tchanger [guiddisplay. Then, in the batch pro-
gram, replace all occurrences of

/cf"NEC CD-ROM DRIVE:253"
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with
/cgguid

where guid is the actual GUID. To make a single batch program handle all your
changers, you might want to modify it to include a section for each slot in each
changer and set up the initial branching to use a two-digit number to identify the
changer and slot. For example, typing mount 23 would mount the CD in changer 2,
slot 3.

Using a Jukehox

This chapter explains that Removable Storage is unnecessary with stand-alone remov-
able disk drives. And Removable Storage is an annoyance with CD changers. So
where does Removable Storage become useful? Jukeboxes! A CD-ROM jukebox is
an overgrown changer. Typically, jukeboxes hold 100 or more CDs, they might have
several CD-ROM drives, and they have a robotic transport mechanism that moves
CDs from the storage area to a CD-ROM drive. Although they’re not inexpensive,
they provide convenient access to a large collection of CDs. And you can easily share
their drives so that everyone on the network has access to the CDs.

Applications that are compatible with Removable Storage can send the commands
to mount any CD the application needs. At this writing, however, such applications
are few and far between. That means that you (and any network users who want to
use CDs in the jukebox) need to run Removable Storage to mount and dismount CDs
as needed.

Our own network includes a CD jukebox, and every network user has a desktop
shortcut to a custom MMC console that includes the Removable Storage snap-in for
the network computer. Mounting a CD merely puts it in a drive, ready to use. For a
network user to be able to use a mounted CD, the drive must be shared, and the user
must have permission to use the share. When one of our users needs a CD, he or she
opens the MMC console, dismounts a CD if all the drives are full (preferably not one
that someone else is using!), and then mounts the needed CD. That CD is then avail-
able through the shared network drive; all users have shortcuts to these drives in
their My Network Places folder.

With the assistance of wizards, adding CDs to the library is fairly simple. The pro-
cedure varies somewhat, depending on the hardware; here, we use our Elms DVL
to demonstrate the process. We mentioned earlier that our CD jukebox contains all
the TechNet CDs, among others. Many of those CDs are updated monthly, so each
month someone must remove all the old CDs and then add the new ones. Here’s how
wedoit:
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1. In the TechNet media pool, we select all the CDs that need to be replaced (hold
down Ctrl and click to select multiple CDs), right-click, and choose Eject.
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2. The Media Eject Wizard shows a list of the selected CDs and their locations, and
Removable Storage then generates an operator request to open the door. (Some
jukeboxes have an inject/eject port; the Elms DVL has a door that must be opened
to get to the CDs, which are stored in 20-CD magazines.) Noting the locations
of the CDs, we remove them from the library and complete the wizard.

Accessing the Library
Follow the instructions below.

3. Removable Storage, having determined that these CDs are no longer in the
jukebox, moves them from the Physical Locations\Elms DVL\Media folder to
the Physical Locations \Off-Line Medjia folder. The removed CDs remain in the
TechNet media pool (unless we go to that pool and explicitly delete them), and
they’re automatically recognized if we should reinsert them in the Elms DVL
or any other CD library attached to this computer.
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4. We then right-click Elms DVL and choose Inject to begin the process of add-
ing the new CDs. Doing so launches the Media Inject Wizard.

5. After loading the CDs in the jukebox, Removable Storage inventories the juke-
box and identifies the new media. Because it hasn’t seen these new CDs before,
it places them in the Import media pool.

6. Weadda descrlptlon to each CD.

THKOD03 Propertios -

icrosoft Knowledge Base (March 2000]

7. We move all the new CDs from the Import\CD-ROM media pool to the
TechNet media pool, where users can easily find the ones they need.

(i continued)
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Disabling AutoPlay (continued) ‘ =
To disable AutoPlay on all CD drives, open Group Pohcy (Gpedlt msc) and nav1gate‘
to Computer Configuration\ Administrative Templates\System. Open the Disable
Autoplay policy, select Enabled, and select CD-ROM Drives. This adds CD-ROM
drives to the list of drive types for which AutoPlay is disabled by default, which,
without this policy, includes floppy disk drives, network drives, and drives of an
unknown type. If you also want to disable AutoPlay on other removable drives, local
hard disks, and RAM disks, select All Drives.

You can also disable AutoPlay on only certain drives. We have one system that has
a jukebox with shared CD-ROM drives plus a stand-alone drive. We disabled
AutoPlay on the jukebox drives (so that when other network users mount a CD, it
doesn’t run on this system) but left it enabled on the stand-alone drive so that we
could continue to enjoy the convenience of AutoPlay when inserting CDs locally. To do
this, first set the Disable Autoplay pohcy (1n Group Policy) to Not Conﬁgured or Dis-
abled; if it's set to Enabled, AutoPlay is disabled ROM dri s, regardless
of how you set the following registry al r to navigate
to HKLM\Software \Microsoft\Wi ple
might need to create the Explor RD Value called
NoDriveAutoRun. The value is a bitmap in which each bit re presénts adrive letter,
starting with A as the least significant bit. Setting a bit to 1 disables AutoPlay for the
associated drive letter. For example, on our system, we wanted to disable AutoPlay
on drives H and I, so we set NoDriveAutoRun to 0x00000180, which we calculated
- as follows: ;

LKJI HGFE DCBA
0001 1000 0000 = 180

Securing Devices and Media

When you share the drives in a library, you can apply the same types of sharing per-
missions as you can for any other type of drive. But you can also place restrictions on
the use of Removable Storage. With Removable Storage, you can set permissions for
the Removable Storage service itself, for each library, and for each media pool. To
view or modify security settings, right-click the object you want to secure—Removable
Storage, a library, or a media pool—choose Properties, and click the Security tab.
Table 14-1 lists the privileges afforded by each permission type.
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Removable Storage Use ¢ Connect to the service

Control * Cancel an operator request
® Satisfy an operator request
Library Use ¢ Dismount media*
~* Mount media*
Modify * Delete a library
Control * Open the library door

¢ Dismount a drive

¢ Eject media
¢ Insert media
¢ Inventory a library
* Clean a drive
¢ Insert/eject a cleaner
Media pool Use * Dismount media*

¢ Mount media*

Modify : ¢ Create media pools
* Move media from pool to pool

Control ¢ Delete media pools

* To dismount or mount media, a user must have Use permission for the media pool and the
library that contain the media.

Usmg Backup W|th Removable Storage
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Backup, the backup program included with Windows 2000, relies on Removable
Storage to manage backup tapes. (Removable Storage has no bearing on backups that
you make to a file with this program; it's concerned only with backups to tape.) If
you have a tape autoloader, this is good news. At Backup’s request, Removable
Storage inserts the appropriate tape when you need to back up or restore files.

But those without tape autoloaders might find this reliance to be more of an annoy-
ance than a benefit. Some users long for the days before Windows 2000 and Removable
Storage, when it was up to you to select the appropriate tape and put it in the drive
at the appropriate time. On a small network with a few dozen tapes and a stand-alone
drive, it’s generally not too difficult to keep everything straight. Once you develop
a routine with the new Backup and Removable Storage, however, you might not sing
its praises, but you will find that it works perfectly well for stand-alone drives.
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Troubleshooting Sl
The first problem some users encounter is that their only 1 Backup is to back up
to a file, even though they have a tape device installed. That’s because for Removable
Storage to recognize a tape device, the device must have a driver written specifically
for Windows 2000. Legacy drivers written for earlier versions of Windows NT
won’t work. If your tape device is properly installed (that is, it shows up in Device
Manager without any errors) and it doesn’t show up in the Backup Destination list
in Backup, contact the device’s manufacturer for an updated driver that includes
the Windows 2000 driver extensions.

Preparing Tapes

Before you can use a tape in Backup, you must use Removable Storage to “prepare”
the tape. Preparing a tape erases its current contents and writes a media identifier
so that Removable Storage can properly track it. To prepare a tape:

1. Insert a tape in the tape device.

2. In Removable Storage, navigate to the Media folder under the tape device (in
Physical Locations).

A new tape that you insert in the drive goes to the Import media pool if
it’s a format that Removable Storage recognizes. Tapes with unrecognized
formats (including new, unformatted tapes) go to the Unrecognized
media pool. You needn’t worry about this distinction, however, if you
simply locate the tape in the Media folder under Physical Locations.

3. Right-click the tape and choose Prepare. After the operation finishes, note that
the Media Pool column now shows that the tape is in the Free media pool.

4. Right-click the tape and choose Eject.

Repeat these steps for each tape you want to prepare.

Backing Up Data

For Backup to use a tape, it must be located in the Import, Free, or Backup media
pool. If Backup sees backup media in the Import pool, it asks, in a dialog box simi-
lar to the one shown in Figure 14-7, whether you want to allocate the media to
Backup. Selecting this option causes Removable Storage to move the media from the
Import media pool to the Backup media pool, where it's available only to the Backup
program. If you have a stand-alone tape drive, you should select this option, as well
as the option to always allocate import media to Backup, if the dialog box you see
includes such an option.
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Figure 14-7
If Backup finds media that it can use in the Import media pool, a dlalog box similar
to this one asks whether it should move the media to the Backup media pool.

The available tapes then appear in the Backup Media Or File Name list in Backup, as
shown in Figure 14-8. You simply select the tape you want to use—and you must be sure
to insert that tape in the tape device. If you don’t insert the right tape, Backup balks.

M iy Computer

lel=a o
| ELlo CNT4 []&My Network Places
| m-Ele D:DATAL
& [J= E:Data2
i [l F:Wa000_Server
R c: 2 0 e IS
i¢D@H
el
[ 1% SystemState
1-[1%3 My Documents
Lj@ My Network Places

Media created 10/3/1339 at 12:43 PM
Storage media created on 03/21/93 at 08:06:5:
Free Media Label 3

Figure 14-8
Tapes in the Free and Backup media pools appear in the list of available media.

Scheduling Backups

This last requirement—Backup’s insistence that you insert the tape with the correct
label—trips up folks who are used to managing their own tape library. It requires a
new discipline in labeling and keeping track of tapes, as well as extra care in setting
up scheduled backup jobs. (You can’t, for example, set up a job called Daily and put
in a different tape each day. You must create a different job for each day, with each
one identifying that day’s tape.) ’
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Microsoft has detailed the procedure for scheduling backup jobs in KB article
Q239892. The same article also tells you how to use command-line switches with
Ntbackup.exe to force it to accept whatever tape is in the drive.

A Workaround: Use Backup from Windows NT

After you get used to the new way of doing things, you'll find that Removable Stor-
age is a useful addition to Backup and that the complexity it initially adds actually
does provide some benefit by helping you manage your collection of backup tapes.
But if Removable Storage has you flummoxed and you're tired of fighting it when
you merely want to create a simple backup, avoid Removable Storage altogether. If
you upgraded from Windows NT, you can continue to use its Backup program.
Windows NT Backup can’t back up to a file (though you can use Windows 2000

Backup if you want to do that; it invokes Removable Storage only when backing up
to tape), and it has other limitations—for example, you must map a network drive to
“adrive letter to see it in Backup. On the other hand, Windows NT Backup works with
QIC (quarter-inch cartridge) drives, which make useful for some tape backup
systems that aren’t supported by Windows 2000 Backup. (You must have a Windows
- NT device driver for the drive.) The Windows N T kup interface is, shall we say,
quaint; we'll leave it to you to decide whether 1at’s an advantage or disadvantage.

If Windows NT is still installed on your syste  (that i 1s, you’ ve set up your system

for dual boot), you can run Windows NT Back tbackup.exe) directly from its

current location, which by default is C:\Winnt 132. (Note that Windows 2000
~ Backup has the same file name and default loca be sure that you're executing

the version in your Windows NT folder ) Alte ly, you can copy two files—

N tbackup exe and Ntctl3d dll—from your W' ’T mstellatlon to a new folder, ;

" over your Windows NT folder, you’ll need to create a new folder for Wmdows NT
- Backup and expand its flles from your orlgmal Wmdows NTCD To do that, 1nsert ‘

-md c: \ntbackup Sr BRRER
expand -r f: \1386\ntbackup ex_ c: \ntbackub ‘

‘expand. -r. f:\1386\ntct13d. dl C: \ntbackup
expand r f \1386\backup h1 c \ntbackup

Replace f w1th the letter of your CcD- ROM drlve, and replace c: \ntbackup w1th the
" name of the folder you want to create. N ote that the ‘path to. the folder contammgf’
;‘Ntbackup exe and Ntct13d dll must 'n t include
“quaint”?) Sl el
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Chapter 15

Power Management

In This Chapter
ACPl and APM—What's the Difference? ........... ... 257
Enabling APM Power Management . ...t e 260
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Troubleshooting Power Management ............co i, .. 266

Microsoft Windows 2000 Professional provides three levels of power-management
support. On computers that are fully compliant with the Advanced Configuration
and Power Interface (ACPI) specification, the operating system maintains efficient
and reliable control of the power supplied to your monitor, disk drives, peripherals,
and motherboard components, reducing power to those components appropriately
when your computer is inactive. On many systems that are not ACPI compliant but
that use an Advanced Power Management (APM) 1.2 BIOS, Windows can provide
a serviceable, if somewhat less versatile, form of power management. And on some
earlier systems that do not have an APM 1.2 BIOS, the operating system can still
conserve power by having the operating system shut down the monitor and disk
drives during periods of inactivity. If you have a pre-APM BIOS, you might also be
able to put your system manually into a low-power state called hibernation when
you don’t plan to use it again for a while.

In this chapter, we explore the differences between these three forms of power
management. We also look at Power Options, the Windows 2000 user interface for
activating, deactivating, and configuring power-management features.

AGPI and APM—What’s the Difference?

The advantage of ACPI over APM is that ACPI puts power management completely
in the control of the operating system. Because ACPI is an operating-system speci-
fication, Windows 2000 can provide a consistent approach to power management
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across all ACPI-compliant systems, thereby ensuring reliability while reducing training
costs and user perplexity. With applications that are designed for ACPI, an ACPI-
compliant system can also track the status of running or scheduled programs and
coordinate power transitions with applications as well as hardware.

APM, on the other hand, is a BIOS specification. (The Basic Input/Output System,
or BIOS, is a low-level interface that stands between the operating system and the
various hardware components of your system.) To manage power on a system that
incorporates an APM BIOS but is not fully compliant with ACPI, Windows 2000
must work cooperatively with the BIOS. Because differences exist between the vari-
ous APM BIOSs that are in use, APM-enabled systems differ considerably in their
power-management behavior. Therefore it’s impossible to say with certainty what
power-management features will be available on your own APM system, exactly
how those features will be implemented, and whether all your power-management
features will work with 100 percent reliability.

In addition to reliability and consistency, other advantages of ACPI include the
following:

¢ Control of USB and FireWire devices. ACPI systems can track the status of
devices connected to your computer via Universal Serial Bus or IEEE 1394
(FireWire). Because APM cannot monitor such devices, an APM system might
attempt to go into standby or hibernation when a peripheral is active.

* Support for wake-on-LAN and wake-on-ring. An ACPI system can be config-
ured to emerge from standby or hibernation when data arrives over the local
area network or modem (but not if you're trying to wake a PC Card device that
relies on CardBus technology). Windows 2000 cannot take advantage of wake-
on-LAN or wake-on-ring on systems that use APM.

* User definition of the power and reset buttons. On an ACPI system, you can
configure the power and reset buttons to do what you want them to do. You can
set the power button so that it puts the system into standby or hibernation, for
example, rather than turning the computer off—thereby making it less likely that
you'll inadvertently cut the power to your system. (To change the definition of
your power or reset button, choose Start | Settings | Control Panel | Power
Options and go to the Advanced tab of the Power Options Properties dialog box.)

* Better battery management. Under ACPI, Windows 2000 can provide separate
meters for each battery on the system. Under APM, Windows 2000 represents
multiple batteries as though they were a single composite battery.

e Dynamic configuration of PC cards. On ACPI systems, you can insert and
remove PC cards, and the operating system responds appropriately without
requiring you to reboot.

¢ Server and multiprocessor support. APM power management is not available
on any server version of Windows 2000 or on multiprocessor systems.
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How Windows 2000 Determines Whether Your -4
System Is ACPI Compliant

During setup, Windows 2000 decides whether your computer is ACPI compliant.
If it is (according to the Setup program’s judgment), Setup installs an ACPI hard-
ware abstraction layer (HAL). Otherwise, Setup installs a non-ACPI HAL. The
decision algorithm is as follows:

First, Setup checks the ACPI BIOS tables that are generated during the setup process.
These tables list your computer’s devices and their power-management capabilities.
If the information is missing, or if information is in the wrong form, you're out of
luck; a non-ACPI HAL is installed.

If the tables pass inspection, Setup looks to see whether your BIOS is on a list of BIOSs
known to be incompatible with ACPL. If it is, you get the non-ACPI HAL.

If your BIOS isn’t on the known-to-be-incompatible list, Setup checks the BIOS date.

If it’s later than January 1, 1999, you get the ACPI HAL.

If the BIOS date is prior to January 1, 1999, Setup checks a known-to-be-good BIOS
list. If yours is there, you get the ACPI HAL. If it’s not, Setup installs the non-ACPI
HAL. |

Determining Your System’s Level
of Power-Management Support

You can use Device Manager to determine whether your computer is using ACPI
for power management:

1. Choose Start | Settings | Control Panel | System. .
2. On the Hardware tab, click Device Manager.
3. Open the Computer entry.

If your system is ACPI compliant (and the Windows 2000 Setup program has
installed an ACPI hardware abstraction layer), the Computer entry will be
Advanced Configuration And Power Interface (ACPI) PC. (In the case of a multi-
processor system, MP appears rather than PC.)

You can also check for ACPI compliance in Control Panel | Power Options. If the
Power Options Properties dialog box includes an APM tab, your system is not ACPI
compliant. (The absence of an APM tab, however, does not necessarily mean that
your system is ACPI compliant.)
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Upgrading to ACPI

If you use a flash-BIOS update to upgrade a system from APM to ACPI support, you
must reinstall Windows 2000 after performing the upgrade. That’s because ACPI
support is dependent on an ACPI HAL. To get the ACPI HAL, you have to reinstall.
You can perform an upgrade installation. (In other words, you don’t need to clean
install.) This is a relatively painless operation that retains your existing settings,
programs, and files.

Enabling APM Power Mahagement

260

If your system is not ACPI compliant and an APM tab appears in the Power Options
Properties dialog box, you can use APM for power management. On some systems,
the Windows 2000 Setup program enables APM power management automatically.
These are systems with BIOSs known to cooperate effectively with Windows 2000.
(The list of known-good BIOSs appears in the file Biosinfo.inf. Depending on how
your system was set up, you might find a copy of that file in %SystemRoot% \Inf.
If you're curious, you can read the file by opening it in a text editor such as Notepad.)
On other systems, Windows 2000 provides support for APM power management,
but you have to enable it yourself. You do that by going to the APM tab in Power
Options and selecting the Enable Advanced Power Management Support check box.
You do not have to restart your system after enabling APM power management. If
you subsequently disable APM, however, you do need to restart.

(Some systems have APM BIOSs that are known not to work reliably with Windows
2000. The list of these known-to-be-troublesome BIOSs also appears in Biosinfo.inf.
On such systems, Windows 2000 does not provide APM support.)

APM is designed to monitor hardware interrupts and I/O port data traffic at the BIOS
level to determine whether your system is active or inactive. The BIOS measures
periods of inactivity against thresholds that you set via your system’s BIOS Setup
program. If the BIOS timer arrives at a preset threshold, the BIOS sends a message to
Windows 2000 requesting some form of power transition (standby mode, for example).
Windows 2000 verifies that your computer is ready for the requested power reduc-
tion and then tells the BIOS to go ahead with the requested transition. On a portable
computer, the BIOS might also monitor battery status and send Windows a power-
reduction request when battery strength falls below a specified threshold.

Unfortunately, Windows 2000 cannot discriminate between the various possible rea-
sons for an APM power-transition request. It cannot tell, for example, whether the BIOS
is asking for power reduction because the system is idle, because battery power is low,
or because the user has pressed a “sleep” button. Because Windows 2000 tries to honor
the BIOS request under all circumstances, the system might attempt to go into standby
or hibernation at a time when the computer-is not actually idle.

To avoid such problems, Microsoft recommends that if you're using an APM sys-
tem, you either set the BIOS inactivity thresholds to their highest possible values or
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disable these thresholds altogether. (On some systems, APM will not work if you
disable the BIOS power-reduction thresholds.) With BIOS thresholds disabled or set
to high values, you can rely on activity timers provided by Windows 2000 for power
management. (For information about adjusting BIOS power-management settings,
consult the documentation that came with your computer.)

Microsoft also recommends that you not use a supplemental video card on a por-
table computer that relies on APM power management. The APM BIOS might not
be able to detect a video card that is added to the system or that’s in a docking sta-
tion, and if the supplemental adapter is not detected, suspend might not work.

Configuring Power-Management Features

To configure any of the Windows 2000 power-management features, choose Start

| Settings | Control Panel | Power Options. The appearance of your Power Options
Properties dialog box depends on your system—whether it's ACPI compliant,
whether it has a battery, whether it has power backup in the form of an
uninterruptible power supply (UPS), and so on. The figures in this chapter were
created on a portable APM-enabled system. Your own Power Options Properties
dialog box might differ in some details.

Using Hibernation

Hibernation is a way of shutting down your computer without shutting down the
operating system. When you hibernate, Windows 2000 copies everything in memory
to disk and then powers down all components of your computer. When you emerge
from hibernation (by pressing your computer’s power switch), the memory image
that was copied to disk is restored, and you're ready to go back to work.

Hibernation saves time because it relieves Windows 2000 of all the housekeeping
chores it would normally perform during shutdown and restart. Instead of having
to close files on shutdown, redetect hardware, reconstitute the hardware-specific
sections of your registry, reload drivers, and restart programs, the operating system
simply saves and restores the state of your computer. ‘

Because hibernation puts your work into nonvolatile storage, it’s a safer way to
reduce power during periods of inactivity than standby. If you experience a power
failure while your computer is hibernating, you don’t lose anything because your
computer’s memory has been copied to disk. On the other hand, hibernation requires
an extent of free disk space equivalent to the amount of your computer’s random
access memory. If you have a 128-MB system, for example, you need 128 MB of free
disk space to hibernate. Moreover, it takes longer to emerge from hibernation than
to come off standby, because the operating system has to restore data from disk.
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With either hibernation or standby, you might be prompted for your account pass-'
word when you return to work. Whether you are or not depends on the Prompt For
Password When Computer Goes Off Standby check box, on the Advanced tab of the
Power Options Properties dialog box. Yes, that check box refers only to standby, but
it affects emergence from hibernation as well!

Hibernation is an option on many systems, even if they’re neither APM nor ACPI
compliant. But on many systems, you have to select an Enable Hibernation Support
check box on the Hibernate tab of the Power Options Properties dialog box before
you can hibernate. After you have enabled hibernation support, if your system uses
APM or ACPI for power management, you can use power schemes to put your
system automatically into hibernation after prescribed periods of inactivity. (For
details, see “Using Power Schemes,” below.) You’ll also be able to hibernate manually
by choosing Start | Shut Down and selecting Hibernate from the list of shutdown
options. (If your system does not use APM or ACP], this is the only way you can hi-
bernate.)

Using Standhy

Standby, like hibernation, is a mode in which power to all components is significantly
reduced. Its advantages over hibernation are that it doesn’t require free disk space
and it allows nearly instant system reactivation. On systems that support standby,
standby is automatically available, via the Start menu’s Shutdown command, power
schemes, or both. You do not have to select a check box to enable it, as you do for
hibernation. (You do have to enable APM, however, if your system uses APM for
power management.) ’

Using Power Schemes

A power scheme is a named combination of power-reduction settings. Windows 2000
provides a number of these (see, for example, the Portable/Laptop scheme, shown
in Figure 15-1), and you can alter the supplied schemes or add your own.

To modify an existing power scheme, simply select it in the Power Schemes list,
adjust the settings below, and click OK. To create a new scheme, edit an existing one.
Then click Save As and supply a new name.

Note that power schemes are available even on systems that do not support APM
or ACPL
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i Power Options Properties i
" Power Schemes | Alams | Power Meter | Advanced | Hibemate | APM |
7 J", ‘ Select the power scheme with the most appropriate settings for
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Figure 15-1
Windows 2000 supplies power schemes appropriate for your computer;
you can edit these and create new schemes.

Setting Battery Alarm Parameters

On ACPI and APM systems with batteries, Windows 2000 can display and sound
alarms and take additional actions when battery power falls below a specified thresh-
old. To set the threshold and specify the actions you want taken, go to the Alarms
tab of the Power Options Properties dialog box (see Figure 15-2).

As the figure shows, you can set both a low-battery threshold and a critical battery
threshold. In both cases, clicking the Alarm Action button takes you to another dialog
box where you can choose the actions you want the operating system to take. Your
choices there include setting the computer into standby or hibernation (if those
modes are available on your system), displaying a text alert or sounding an audible
one (or both), and running a program.

Displaying a Power Status Indicator

As in many corners of the Windows 2000 user interface, the Advanced tab of the
Power Options Properties dialog box presents nothing the least bit advanced. It's
simply a catch-all corner for miscellaneous user-interface elements.

One of those elements in the case of the Power Options Properties dialog box is an
option to display a power status icon in your taskbar’s notification area. Should you
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accept, a battery icon appears while you're running on batteries, and a power-cord
icon appears when you're not. When your battery power falls below about 50 per-
cent, the battery icon changes to a “half-full” appearance.

Powei Dptions Propertie d] ]

Figure 15-2 :
You can set two different low-battery thresholds and specify the
action that Windows 2000 should take when power falls below these thresholds.

Double-clicking the icon provides more detailed information about your battery’s
condition. Right-clicking the icon generates a shortcut menu, from which you can
return to the Power Options Properties dialog box.

Configuring an Uninterruptible Power Supply

If your computer uses a Windows 2000-supported uninterruptible power supply
(UPS), a UPS tab appears in your Power Options Properties dialog box. You should
visit this corner of the power-management UI to make sure that your UPS is prop-
erly identified and configured. (See Figure 15-3.) '

If the UPS tab doesn’t already identify the make and model of your UPS, click
Select. In the ensuing dialog box, you can specify a manufacturer and model as well
as the port to which the UPS is connected. '

To configure the actions taken by your UPS and by Windows 2000 should your
normal power become unavailable, click the Configure button. In the UPS Configu-
ration dialog box, shown in Figure 15-4, you can specify such things as a program
that should run either when the UPS battery is either close to exhaustion or when
your system has been running on UPS battery power for a specified period of time.
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Figure 15-3
On the UPS tab, you can tell Windows 2000 which model of
UPS you're using and how you want it to behave.
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Figure 15-4
In the UPS Configuration dialog box, you can tell Windows 2000 what you want
it to do when the power is out and the UPS battery is approaching exhaustion.
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If you think Windows 2000 should provide APM support for your computer, but it
does not do so, the first thing to investigate is your computer’s BIOS setup program.
If APM is disabled in the BIOS when Windows 2000 is installed, the Windows 2000
Setup program does not install APM support. If APM is disabled in your system’s
BIOS, try reenabling it and reinstalling Windows 2000.

If you still don’t have APM support after taking these measures, your BIOS might
be one that Windows 2000 regards as troublesome and declines to support. You can
confirm this by inspecting the file Biosinfo.inf. Or, if that’s inconvenient, you can run
the program Apmstat.exe, which is one of the support tools included on your Win-
dows 2000 CD-ROM. To install the support tools, navigate to the \Support\Tools
folder on the CD and then run Setup.

It’s best to run Apmstat with the verbose switch, like this:

apmstat -v

If the news from Apmstat is disagreeable, your next step is to contact your hardware
vendor and see whether a BIOS upgrade is available. Microsoft strongly recommends
that you do not try to circumvent its decision not to support your current BIOS.

Difficulty Emerging from Standby

If your computer uses APM for power management and sometimes fails to come
out of standby, check the time-out settings in your BIOS Setup program. If these
thresholds are lower than the ones set via the Power Options Properties dialog box,
you might sometimes be unable to emerge from standby.

If that doesn’t solve the problem, check to see whether any of your system'’s devices
use Windows NT 4 drivers. Microsoft says that some Windows NT 4 drivers might
cause problems with power management on systems running Windows 2000. If
disabling your Windows NT 4 drivers solves the power-management problem, you
can determine which driver is the troublemaker by reenabling them one at a time.

For information about device drivers, see Chapter 16, “Using Device Manager and Hard-
ware Profiles.”
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Known Bugs

The following two bugs are known to exist in the initial release of Windows 2000
Professional:

e Your power scheme changes from Home/Office to Portable/Laptop. When you
install Windows 2000 on a system that has APM disabled, Windows uses
Home/Office as its default power scheme. If you subsequently enable APM and
modify the Home/Office scheme, and then reinstall or upgrade Windows 2000,
the default scheme changes to Portable/Laptop. You didn’t do it; Windows did.
Simply change it back. ‘ '

*  Your power-scheme settings change. The initial release of Windows 2000 is also
known to change power-scheme parameters on some systems if you disable
APM support (on the APM tab of the Power Options Properties dialog box) and
subsequently reenable it.
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Using Device Manager and
Hardware Profiles
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The support for Plug and Play provided by Microsoft Windows 2000 has greatly
simplified the process of installing and removing hardware devices. In many cases
now, you can install a new piece of equipment simply by hooking it up. Thanks to
Plug and Play, the operating system recognizes the new device, installs the required
drivers, and allocates whatever resources the new device needs. Plug and Play rep-
resents a huge advance over the way hardware was managed under earlier versions
of the Windows NT platform.

Nevertheless, for a variety of reasons (among them the continued widespread use
of legacy devices and the remaining imperfections of Plug and Play), you will undoubt-
edly still need to take a hands-on approach at times to the configuration of your
computer’s hardware. For those times, Windows 2000 provides Device Manager,
an MMC console that lets you inspect, troubleshoot, configure, update, install,
and remove hardware components of your system. We survey Device Manager in
this chapter.

Hardware profiles are a mechanism by which you can set up multiple hardware
configurations on a single system. We look at the procedures for setting up and usmg
hardware profiles at the end of this chapter.
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Running Device Manager

You can get Device Manager running by using any of the following methods:

¢ Right-click My Computer, choose Manage from the shortcut menu, and select
Device Manager in the console tree of Computer Management.

e Choose Start | Settings | Control Panel | System. On the Hardware tab of the
~ System Properties dialog box, click Device Manager.

* Type devmgmt.msc at any command prompt.

The first of these methods displays Device Manager in the context of a larger MMC
console. The second has the minor drawback of leaving a Control Panel dialog box
open while you work with Device Manager. The command-line approach is the sim-
plest and most direct. If you use Device Manager frequently, you might want to
encapsulate Devmgmt.msc in a shortcut.

Installing, uninstalling, and configuring devices require that you run Device Man-
ager under an administrative account. Therefore, if you create a shortcut to Device
Manager, you might want to select the Run As Different User check box (on the
Shortcut tab of the shortcut’s properties dialog box). That way, you can do your nor-
mal work in a nonadministrative account and run Device Manager using your
administrator’s logon. For more information, see “Running a Program Under a Differ-
ent User Account,” page 142.

Vaewmg and Printing Your System S cnnflguratmn
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The first thing to know about viewing your system’s configuration in Device Man-
ager is that Device Manager, by default, does not list all devices. Non-Plug and
Play devices, local printers, and “phantom” devices (devices that are not currently

. connected to the system but that have not been uninstalled) are hidden by default.

To display non-Plug and Play devices and local printers, choose Show Hidden
Devices from the View menu. Unfortunately, you need to do that each time you
run Device Manager.

To display phantom devices, follow these steps:

1. Run Cmd.exe.
2. At the command prompt, type set devmgr_show_nonpresent_devices=1
3. Still at the command prompt, type start devmgmt.msc
To make your phantom devices visible at all Device Manager sessions, go to Con-

trol Panel | System | Advanced | Environment Variables, and add the following to
your list of System variables:

devmgr_show_nonpresent_devices=1
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(You must have administrative privileges to make this change.)

As Figure 16-1 shows, Device Manager initially displays each device class on your
system as an outline entry, using the customary plus and minus signs as buttons for
expanding and collapsing the outline entries. At the top of the outline, the current
computer is identified by its network name. Each entry beneath the computer name
represents a device class, and the subentries of each class name are your actual
devices. All device-class entries are initially collapsed unless they include a prob-
lem device, in which case the problem device is flagged with a yellow exclamation
point. In Figure 16-1, for example, the USB Audio Device is not correctly installed,
so it gets the yellow bang.

£ Device Manager
| acton Yiew || e |35
E-2% SIEGMUND
718, Batteries
@8] Computer
# 3 Disk diives
4 Display adapters
/%) DVD/CD-ROM diives
#1523 Floppy disk controllers
-G Floppy disk drives
# 423 Human Interface Devices
51 IDE ATA/ATAP controfless
-3 Keyboards
= p Mice and other pointing devices
@449 Modems
i 58 Moniors
#1-x» Mulifunction adapters
3-89 Network adapters
2 < NonPlug and Play Diivers
-, Ports (COM & LPT)
#1-(5J Pinters
£} ¢ Sound, video and game contiollers
i~<f% Audio Codecs
-2 Aureal Vortex 8830 Audio (WDM)

(] £33

mQ

~Ji% Aureal Vortex Game Port

¢ Cinemastes C WOM DVD Drver
1 -«Jf¢ Cinemaster C WDM Main Driver
1-aJi Legacy Audio Drivers

2 Legacy Video Capture Devices
L. Media Conirl Devices
i
I

i Microsoft Kemel System Renderer
ictosoft WINMM WDM Audio Compatibility Driver
Iy~ USB Audio Device
-z Video Codecs
i € Storage volumes

-8 System devices
i) 6 Universal Serial Bus controllers

Figure 16-1
Device Manager presents each device class as an outline entry. Devices that
are not working properly are flagged with a yellow exclamation point.

Viewing Options

Device Manager offers four viewing choices in addition to the Show Hidden Devices
toggle. The default, shown in Figure 16-1, is Device By Type. Using View menu
commands, you can opt for Device By Connection, Resources By Type, or Resources
By Connection. If you're trying to sort out a resource-contention problem—such as
devices that are unable to share an IRQ line—you might want to switch to Resources
By Connection or Resources By Type. '
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Printing Options
To print information about your system’s devices and drivers, choose Print from
Device Manager’s View menu. The Print dialog box presents three report options:

¢ System Summary

¢ Selected Class Or Device

¢  All Devices And System Summary
Because the last of these generates an extremely lengthy report, the dialog box also
includes a handy Print To File check box. You can use this to store a print file on disk
and then copy the file to your printer at a time when printer demand is low. Alter-
natively, you can create a plain-text disk-file copy of the All Devices And System
Summary report, as follows:

1. Choose Start | Settings | Printers | Add Printer.

2, Install the printer identified as Generic / Text Only.

3. Print the Device Manager report to the Generic / Text Only printer, using the
Print To File check box.

Checking the Status of a Device

To check the status of a device, first navigate to it using Device Manager’s outline
controls. Then double-click the device entry to display its properties dialog box (or
right-click it and choose Properties from the shortcut menu). Figure 16-2 shows a

_sample of a device’s properties dialog box. This one includes a General tab (providing

descriptive information), a Driver tab (listing the date, version, and source of the
device’s driver), and a Resources tab (showing which DMA channels, IRQ lines,
I/0 addresses, and memory ranges are used by the device). The properties dialog
boxes for some devices include other information as well as options that can be
selected by users.

Getting Device Driver Details

The Driver tab of a device’s properties dialog box typically includes a Driver Details
button. Click this button to get the file names and locations (but not the file dates)
for each of the driver files used by the selected device. Figure 16-3 shows a sample
of what you might see by clicking Driver Details.
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Device type: IDE ATAJATAPI contrallars
Manufacturer: Intel

Location: PC) bus 0, device 7. function 1

i 1 Device status

This device is working propery. ; ) el

If you are having problems with this device, click Treubleshooter to
start the troubleshooter.

o

Figure 16-2 :
A device's properties dialog box displays descriptive information, driver details,
and information about resources used by the device in question.

! Diiver File Details

= DAWINNTASystem32\DRIVERS\intelide. sys
i - |D:\WIN NT\System32\DRIVERS\pciidex.sys

Figure 16-3
Click the Driver Details button on the Driver tab of a device’s properties dialog box to see the names
and locations of driver files used by the selected device.
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Finding Resource Conflicts

If you suspect that a device is trying to use a resource—a DMA channel, an I/O
address, an IRQ line, or a memory address—that another device is also attempting
to use, click the Resources tab on the device’s properties dialog box. If a resource
conflict involving this device exists, information about the resource in contention and
the devices that are claiming it will appear in the Conflicting Device List section of
the Resources tab.

Changing a Device’s Gonfiguration
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Provided that you are logged on as a user with administrative privileges, you can
use a device’s properties dialog box to disable, reenable, uninstall, and reconfigure
a device. The configuration options for certain devices are also accessible from other
parts of the Windows 2000 user interface (typically Control Panel), but you can always
get to them through Device Manager.

Disabling and Reenabling a Device

To disable a device, choose Do Not Use This Device (Disable) from the Device Usage
list on the General tab of the device’s properties dialog box. (Alternatively, right-click
the device in Device Manager’s console tree and choose Disable from the shortcut
menu.) Device Manager will present a confirmation prompt. To reenable a disabled
device, click the Enable Device button (which appears only when a device has been
disabled) and follow whatever instructions appear. ' '

Disabling a device does not remove it from Device Manager or the registry. It merely
makes the device unavailable and frees the resources it was using. Disabling a device
is typically a troubleshooting measure used to solve resource allocation problems.
If you're not planning to use a device again, you should uninstall it. '

Uninstalling a Device

You can uninstall a Plug and Play device by simply removing it physically from your
system. (If it’s a system-board device, shut your computer down first!) To uninstall
a legacy device, right-click its entry in Device Manager’s console tree, choose
Uninstall from the shortcut menu, and respond to the confirmation prompt. Then
physically remove the device from your system.

Changing Resource Settings

To change resource settings for a device, go to the Resources tab of the device’s
properties dialog box. Clear the Use Automatic Settings check box. Then, in the
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Resource Settings window, select the resource whose setting you want to change.
Click the Change Setting button and type the new value for the selected resource.

If the Use Automatic Settings check box is not available, either no configurable resources
exist or the resources for the selected device are managed by Plug and Play and
cannot be changed.

Changing Other Settings

The properties