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The HP Employment Market -
What Every Hiring Manager Should Know

Lynn A. Novo
Network Systems Company
98 South Turnpike Road
Wallingford, CT 06492

In the six years that I have been working as a personnel
consultant exclusively for companies that have Hewlett
Packard 3000 computers, I have seen that the managers
who are most successful at attracting and hiring HP
professionals are sensitive to the idiosyncracies of

the HP employment market. What follows are some of
their best ideas for identifying, interviewing, and
hiring in this unique employment market. You will get

a complete hiring process that will help you feel
confident that once you do find someone who can fill
your job requirements, you will have done everything
possible to get an acceptance of your offer.

We will begin with an overview of the HP employment
market and then we will concentrate on specific
guidelines to utilize from the beginning to the end of
your hiring process. We will discuss how to define your
staffing need, how to identify candidates to interview,
and how to conduct the interview itself. We will
conclude with how to extend an offer in a way that it
will most likely be accepted.

THE HP EMPLOYMENT MARKET

Let's begin our overview of the HP employment market by
identifying it. Just who is it that looks for a new
job? What are the reasons people give for leaving their
current employer?

I am sure you have noticed that in some respects, every
person who works in data processing is "in the market".
We all have heard those words: "I'm always interested
in hearing about new opportunities". I hope for your
sake you don't frequently hear your programmers say
those words into the telephone! But let's separate out
the serious job changers from the "always looking" ones
and see why they are in the market.
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Whenever we at Network Systems Company talk with people
who are seriously interested in changing jobs, we ask
them to tell us the reason they would consider leaving
the company they work for at the time. Remember that we
only talk with people who work in HP 3000 environments.
We log this information in our computer and find that
all the reasons we have heard over the years fall into
the main reasons shown below.

REASONS FOR CHANGING JOBS

Want more money, salary too low

Candidate relocating

Company or department moving

No career growth, want more responsibility

Company converting to another vendor system

Want a shorter commute

Position boring, want more diversity and projects

Management problems, unclear direction

Losing job due to termination or lay off
For the purposes of this illustration, we are grouping
together the reasons sited by ALL levels and types of HP
personnel. Please keep in mind that the bulk of the HP
employment market consists of applications personnel
such as programmers or programmer/analysts. These are
the people who most often change jobs and for whom there
is the greatest demand.
Which do you think is the reason we hear most often?
Surprisingly, it's not because of low salary or low
raises. In fact, that is one of the reasons we hear

LEAST often.

Most people who consider themselves "in the market” say
the reason is:

" No career growth, want more responsibility "
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Managers, please take note. Although this discussion is
not about how to keep your current staff, retaining
your staff is a challenge just as big as hiring is. I
welcome you to use this 1list of why HP professionals
change jobs as a way to begin a dialog with your staff
on this important subject. If you can improve your
relationship with your staff, you may never need to use
these guidelines on how to hire!

As we look at the actual hiring process, it will be
helpful to keep in mind the following keys for
successful hiring in the HP market.

FLEXIBILITY * TIMELINESS * PREPARATION

We'll see how each of these plays an important role in
our success at implementing a hiring process that will
result in more "yesses" to our offers.

THE HIRING PROCESS
What are the essential components of the hiring process?

Identifying the need
Sourcing candidates
Interviewing to hire
Extending the offer

IDENTIFYING THE NEED

The successful hiring managers we talk to always begin
their hiring process with a well thought out job
description. They do not necessarily try to replace
someone who leaves with the same set of skills. They
take the opportunity to evaluate their current staff and
ascertain where there might be in-house skills to fill
the gap.

Remember our reasons for changing jobs? This is a good
time to make sure that anyone who can be promoted or
reassigned to a project gets the opportunity to do so.
You'll eliminate a 1lot of resentment and a possible
second resignation if you consider your current staff
first, before you hire from the outside.

Take the time to write a job description. We find that
one of the biggest complaints we get from candidates is
that they are not told what they actually will be doing
on a day to day basis.
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If we remember that our keys to success in HP hiring, we
can see that this first stage in the process requires a
great deal of PREPARATION. Your time investment at this
stage will be rewarded with successful hires after the
interview.

Although I suggest that you have specific requirements
for the job, I also recommend FLEXIBILILTY. In this
highly competitive HP employment market, you must be
willing to accept a combination of skills and total
experience, not just specific requirements. Managers who
£fill their vacancies fastest are willing to interview
candidates with backgrounds that come close to their
needs. They are in the habit of screening in potential
candidates, not screening them out because they do not
match the rigid requirements.

SOURCING CANDIDATES

In this competitive market, as manager, you need to be
creative in your approach to identify sources of
candidates. It will not suffice to merely place an ad
in the newspaper, or wait for your personnel department
to forward you resumes. The successful hiring managers
of the 1990's will be using a variety of sources and
will network with as many people as possible on an
ongoing basis to be certain that they are always tuned
into the market.

Let's brainstorm the ways you can identify people to
interview to fill your job openings. These are the ways
hiring managers have told me they have sourced
candidates:

Newspaper advertising
Radio or cable TV advertising
Job fairs
Employment agencies/recruiters
College placement office or computer science department

User group meetings/conventions

Personal contacts

Vendor referrals
Employee referrals (give bonus)
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Our clients tell us that one of the consistently
UNSUCCESSFUL ways to identify candidates is through
newspaper advertising. I am sure many of you have had
successful response to an ad at some point, but our
clients tell us they cannot rely on the response. 1In
this unique HP market, there is not a large enough pool
of qualified readers to justify the expense in most
newspaper geographic markets. The person you need to
hire probably is not bothering to read the Sunday want
ads anyway.

The college campus is an untapped resource in some
areas. If you know that a college in your area is using
the HP to teach computer science students, you should
get to know the department head and placement office.
Many of our clients take college students as interns and
then hire them to work in full time positions after
graduation.

In sourcing candidates to interview, it helps to be
willing to try different methods. Timeliness and
preparation count when it comes to the all-important
networking at user group meetings, with your vendors, or
with recruiters. You can't begin to make contacts in the
marketplace after your 1lead programmer resigns. You
need to have known what's out there and what sources
you can tap before you actually need them.

Flexibility and timeliness are not attributes typically
used to describe personnel departments. If your
personnel department's idea of recruiting is only to put
an ad in the paper, screen out resumes based on your
ideal Jjob requirements, then forward a resume to you two
weeks after it was sent in, chances are the candidate
has already started working at the HP shop down the
road.

The managers who view themselves as successful in their
HP hiring either have extraordinarily efficient and
cooperative personnel departments who understand this
unique market, or they are handling the hiring process
almost entirely without personnel.
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INTERVIEWING TO HIRE

When you have identified a gem of a candidate for your
staff opening, it is time to prepare for the interview.
There are some very simple things you can do to make
sure that your gem doesn't get so aggravated with the
interview process itself that he is turned off to your
company. If enough of the following "little things" go
wrong, your gem will not want to work for you regardless
of how much you want him or offer him.

Have the personnel interview occur AFTER your
department's interview, if you must have a personnel
interview at all. Your gem doesn't care that his
contribution to the medical plan is $14.10 a month. He
won't be 1listening attentively enough to remember after
the interview anyway. He wants to find out about you
and the technial environment as quickly as possible.

If by chance you cannot persuade your personnel
department to agree to this sequence, then at the very
least make sure that they see your gem promptly and that
they complete it as quickly as possible.

Don't bother with an application form. If an employment
application must be completed, either let your gem take
it and return it by mail or have him complete it after
your interview. No use having your gem getting
frustrated before your interview trying to remember if
he started that job in February or March of 1980.

Don't keep your candidate waiting. Your gem needs to
feel that your interview with him is important. When
candidates must wait to begin their interview, that is
the first thing they mention to us in the follow-up.
"They made me wait 20 minutes". 1It's hard to dispel
that resentment.

Try to be uninterrupted during the interview. Even if
you don't mind if your gem hears your users screaming,

he may get the impression that you don't value his time
or have enough control of your time to be 1left
undisturbed.
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Spending time in preparation for the interview and
following these pointers will help your gem be
predisposed to accepting an offer.

Once you get your gem into your office (and it should be
a private office, even if it isn't your own because
yours 1is too messy) the most successful interviews have
been well prepared to include the following four phases:

Rapport screening
Fact finding
Evaluation interview

Selling

RAPPORT SCREENING

In rapport screening, you set the stage for a productive
interview. You want your gem to feel comfortable so
that he will be open and honest with you. You should
ask friendly, conversational questions about his hobbies
and interests. These first couple of minutes are when
your gem is going to be getting to know you as well.
This 1is the time for establishing shared experiences.
Often we hear things like, "We hit it off right from the
start. It turns out that the manager likes to ski as
much as I do."

FACT FINDING

After about 10 minutes of rapport screening, you begin
to establish if your gem has the credentials to do the
job. You will want to ask about what he does in his
current position and probe into specific areas of his
background to see how they relate to your needs.

As part of the fact finding session, many managers
involve another staff member to ask technical
questions. This 1is quite effective providing the other
person doesn't duplicate the questions you have asked.
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EVALUATION INTERVIEW

If there is one secret to successful hiring, this is it.
I guarantee that if you implement this phase of
interviewing and ask these three simple questions at
this point in the interview, you will be rewarded with
some very valuable information. You will be better able
to determine if your gem should be made an offer; you
will be able to use this information to extend an offer
with a greater likelihood of acceptance; and you will be
better able to retain your gem once he does come to work
for you.

The evaluation interview is your time to get inside your
gem's head. It will reveal more about his personality
and work ethic than any other type of questions you can
ask.

Because of the personal nature of these questions and
the fact that you want your gem to be open and honest,
it helps to take a break (get a cup of coffee, for
example) to make the transition to this phase. I also
recommend that you do not take notes during this phase,
but rather write notes after the candidate leaves.

For the purposes of this paper, I will present the
interpretation of some of the responses along with these
questions. During the interview itself, however, I
suggest that you keep your focus on the answers your gem
is giving and reserve your interpretation of responses
until after the interview.

EVALUATION INTERVIEW QUESTION 1

Let's begin the evaluation questions with a topic we
have discussed already. Ask:

"Why would you consider leaving your current employer?"

We have already seen the range of possible answers to
this question. Let's take a closer look at each of the
reasons beginning with these tangible reasons when
people are forced to find a new job:

Candidate Relocating
Company or department moving
Losing job due to termination or lay off

Most managers feel comfortable with any of these reasons
and in fact find that candidates with these reasons are
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the most eager to accept offers. However, if your gem
has 1lost or will 1lose his job, be sure to get the
details of the termination. Good HP people are not
usually let go, be certain your gem is the exception.

Continuing with other reasons for leaving:
Want a shorter commute

If your company is significantly closer to your
candidate's home or if it will be an easier commute, you
have one of the best motivators for changing jobs. 1In
fact, even people who would not ordinarily listen to
other opportunities become receptive to an opening that
is closer to home. Of course we need not mention the
benefits to you of having your staff members living
close by.

Company converting to another system

If your gem is upset that his company is replacing their
HP system with another vendor's system, this should be
music to your ears. It demonstrates that your candidate
knows and loves the HP and would rather switch companies
than fight the new vendor. Incidentally, this kind of
"vendor loyalty" is very common in the HP marketplace
despite the popular notion that everyone would rather
work on IBM.

Want more money, salary too low

This reason makes most managers nervous and indeed it
should. The candidate who says money is his primary
motivator for changing jobs is probably not the one you
want to hire. If you hire this type, you will always
wonder 1if you are giving him high enough raises (and our
research shows that these people NEVER think they are
being paid enough).

The reasons you will hear most often are the intangible
ones that remain:

Position boring, want more diversity and projects

No career growth, want more responsibility
Management problems, unclear direction
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The savvy hiring manager hears out the candidate's
complaints in any of these areas. These refer to the
way your candidate perceives his work environmnent.
With these emotional issues, you can see that this
information will help you shape your subsequent comments
to your candidate in terms that will "feel" positive and
that he will view as an improvement over his current
situation. I'll show you exactly how when we get to the
later phases of the interview process.

EVALUATION INTERVIEW QUESTION 2
"What do you want out of your work?"

This is where you will hear about your gem's plans for
his future. Can he verbalize some 1long term goals?
Does he know what he wants? It will be hard for you to
keep him happy if he doesn't even know what it is that
he wants. If he does tell you some plans that could fit
into your department's future, we willl see how you can
use this information later to "sell" the job to him.

EVALUATION INTERVIEW QUESTION 3

"What effort would you be willing to put forth to
achieve what you want?"

Listen for a response that relates to commitment. Your
gem should have some idea of what it takes to achieve
the success he seeks. Often this response will be
conveyed 1in specific time elements such as, "I would be
willing to work 12 hour days to complete a project ahead
of schedule so that I could be promoted to a Project
Leader position."

EVALUATION INTERVIEW SUMMARY
Those three 1little questions will give you a great
insight into your potential hire's level of commitment,

his career goals, and his emotional ties to his
workplace. We will use the responses to these questions
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again later in the hiring process but before we move on,
please allow me to make one more suggestion on the
evaluation interview.

Once you have hired your gem, I suggest you refer to
your notes on this phase of the interview frequently.
If you are continuing to provide an environment where
your employee 1is getting what he wants out of work and
is able to achieve his goals as given in responses to
Questions 2 and 3, you will improve your odds of keeping
him longer. An added benefit is that as your staff
realizes that you care about their career development
and that you are committed to helping them achieve their
goals, you will gain a loyalty that is normally unheard
of in the data processing profession.

Let's move now to finishing up your interview. We have
come to the fourth and final phase of the interview:

SELLING

Many hiring managers have told me that this was the
hardest phase of the interview to master, but the
rewards in terms of successful hires are worth it.

You begin this phase by telling your gem about your job
opening, emphasizing those aspects you garnered will be
important to him based on the evaluation interview. You
can see why it would be foolish to discuss the details
of the job before you had this valuable information.

Here's an example:

You 1learn from the evaluation interview that your gem
wants to leave his current employer because he feels
bored and doesn't feel that he's involved in any
projects. Even if your opening is for a programmer to
maintain your canned financial package, you should
include some mention of a project. Think of something
on your "To Do" list. 1Is there some piece of it that an
eager new hire could do? Probably, so mention it in
terms of being a project:
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"You will be involved in a project to track user
complaints and make recommendations for ways to
streamline the problem-solving process.”

Your gem will hear a specific thing about your job that
he can distinguish as being better than his current
job. He must be able to make this distinction in order
to accept your offer.

In this selling phase, you must also be prepared to open
up about yourself. Your gem will not work for you
unless he feels comfortable with you. This is the place
to discuss your own background including how long you
have worked there, why you joined the company, and what
you like about the company.

You might be surprised at how important this is. When
we surveyed all the candidates we placed in new HP jobs
over the past six years, they sited the personality and
skill level of the hiring manager as a major motivation
for accepting the job offer. If you're not letting your
gem get to know you in the interview, you're missing a
great "selling" opportunity.

Be enthusiastic about your company. You can't assume
that your gem knows anything about your company. You
must be able to state at least one clear reason why your
gem should go to work for your company. Your enthusiasm
will be contagious. He will recognize and begin to feel
a pride in being able to work for your company.

EXTENDING THE OFFER

Let's move ahead now and say that your gem really proved
to be a gem in the end. If you like him and think you
might want to hire him, you must move toward making the
offer immediately. .

Remember that we said that successful hiring in the HP
market required TIMELINESS. Here's a case of that.
This 1is not a market where you have the luxury of
spending three weeks interviewing and another two weeks
deciding who to hire. The HP managers who are most
successful in their hiring are willing to make an offer
to the first candidate they interview. You should know
enough about the skills and personality you need before
the interview to make a decision quickly after the
interview when someone is right.
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In determining the appropriate salary to offer, you need
to pay as much (or as 1little, depending on your
perspective) as necessary to get your gem to accept. 1In
the HP market, most managers tell me they would rather
offer slightly higher than the minimum acceptable. That
is a wise approach when you have the attitude that you
want your gem not only to work for you, but to come to
work happily. It has been our experience that your gem
will be more eager to start work quickly and has a
better chance of staying with you longer if he doesn't
feel that you were frugal in your initial offer.

If you take the responsiblility for keeping in tune with
the market, you should always have an idea of what the
"going rate" for a particular position is in your
geographic area. There will be times, however, when you
will want to hire a person that has an unusual blend of
technical skills that would make him extremely
beneficial to your department. In that case, you must
not hesitate to pay a higher salary than you had
expected. That extra couple of thousand dollars will be
recovered quickly in training costs and immediate
productivity in your department. Determining salaries
in this market requires FLEXIBILITY.

One final point about salaries. If you or your
personnel departments are using any national data
processing salary surveys for a reference in determining
salaries in your HP department, throw them in the
garbage. Our specialized market defies the national
averages. If you can't get a salary survey based on the
HP market itself, you can guage salary ranges by asking
any candidates you interview for their salary history,
not just current salary. From that you can see what
other companies have paid for different levels of
experience over the past years and you can compare it
with your staff salaries.

Once you have determined the salary, you need to contact
your gem to give him the good news. The managers who
get most of their offers accepted either extend the
offer themselves or have a well-trained third party do
it.

The best offers are made when the call is made to your
gem at home and parts of the selling phase of the
interview are reiterated. This is also the place where
you want to feed back to your gem that valuable
information you gathered in the evaluation interview
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phase (which he will have forgotten that he told you).
Here's an offer that will most likely be accepted:

"We were most impressed with the experience you have
in maintaining financial applications in COBOL. We
feel that we could help you develop those skills
further by involving you with our manufacturing
systems and special projects like the one I discussed
during the interview. Over the next couple of years,
we expect to expand our MIS department and hope that
you would be someone who could eventually take on
additional responsibilities.

"Would you be interested? [By asking this now, you
save yourself the embarrassment of making an offer to
someone who is no longer interested.]

"Great! Then it is my pleasure to offer you the job
at a salary of 830,000 plus the benefits we
discussed. You will be eligible for a salary

increase of up to 10% in 6 months. When can we look
forward to you starting?”

Do you notice how we keep "selling" through the offer?
And again, how the information from the evaluation
interview gets reworded and used to paint a positive
picture of what our gem wants? We present the biggest
offer we can and be sure to mention benefits and
raises. If you can make your offer like this as the
culmination of a well-prepared hiring process, your
efforts will be rewarded with an enthusiastic new staff
member.

We have talked about how your success as a hiring
manager in this highly competitive HP employment market
requires that you use use flexibility, timeliness, and
preparation in your hiring process. Using the
guidelines for identifying your staffing need, sourcing
HP candidates, interviewing to hire with the evaluation
interview, and extending the offer will help make
certain that the person you want to hire will want to
work for you.
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Symbolic Debugging: An Introduction

Timothy D. Chase
Corporate Computer Systems, Inc.
33 West Main Street Holmdel, New Jersey

Xt to a trusty compiler it’s a good symbolic debugger that tops my list of important software
Nedevelopment tools. I would fear facing a day in my chosen programming profession without
symbolic debug. It never fails to amaze me, though, how few people use symbolic debuggers let
alone know what they are. In this article I will introduce you to symbolic debuggers, their technol-
ogy and how they can be used to help programmers do their work. In addition, I will give you a
list of basic features which should be looked for when selecting a symbolic debugger. No one debug-
ger has all of the features I’ll mention, but some do have an impressive subset.

There are as many different symbolic debuggers as there are compilers on different computers. For
this reason, it is virtually impossible to talk specifically about any one debugger or language in
detail. Instead, I will try to discuss symbolic debugging in general terms and leave you to find out
the details of the symbolic debuggers available to you. I have tried to select a cross section of ac-
tual debuggers to use for examples. Those mentioned include Codeview for the IBM PC by
Microsoft, HP’s Toolset and CCS’ TRAX both for the HP3000 and HP’s DEBUG/1000 for the
HP1000 RTE-A system.

Finally, if you do any serious programming or if you have to maintain the work of other program-
mers and you don’t have access to some form of symbolic debugger, you should complain to some-

one. Loudly.
What is a symbolic debugger?

Before answering that, we need to briefly review the program development process. If you recall
the dark times in computer programming then you remember assembly language. Assembly, or
machine language, was the original way to program computers. Only one level removed from the
1I’s and 0’s computers really understand, assembly language is very difficult for biological systems
(people) to understand. So to save our sanity high level programming languages were designed.
The idea behind high level languages is that the computer, itself, can be used to translate the high
level language into the more basic machine language. This method of programming quickly became
successful but its success brought about another problem — debugging.

The problem with debugging high level languages stems from two basic sources. First, operating
systems are designed to support applications written in many different languages. In fact, on most
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computers, every language finally compiles (is translated) into a relocatable or binary module which
is the same regardless of the original source language. This is called an object module. Object
modules are then linked together by a system utility to form a finished application. The problem is
that after the linking, the operating system has lost track of the original form of the language. When
problems show up, the operating system only has information about the object form of the applica-
tion and very little information about the original source.

The second problem comes from a mismatch in computational models. You, as a high level lan-
guage programmer, think of the computer in an artificial way. If you program in COBOL, then you
think of your computer as a COBOL machine regardless of the underlying hardware. This is one of
the basic features of high level languages: you don’t have to understand the real computer in order
to do your work. The real computer, however, is usually quite different from the conceptual model
created by the high level language. The problem is that the operating system relates bugs to you in
terms of the real computer rather than the high level programming model. Faced with the error mes-
sage like SYSTEM STACK UNDERFLOW the COBOL programmer is at a total loss. The COBOL
model of programming does not contain system stacks or underflows. In order to deal with bugs
of this sort, the high level programmer is forced to go to low levels in the system.

In a nutshell then, symbolic debugging is a method by which the programmer can receive informa-
tion about bugs as well as look for bugs at the same level as the program was originally written.
The successful symbolic debugger maintains the illusion of the computational model created by the
high level language. By keeping the programmer at the source level during debugging, the sym-
bolic debugger makes the same impact on the debugging process as the compiler made on the coding
process.

How are bugs found without symbolic debug?

Without symbolic debugging there are three basic ways in which programmers debug their
programs. They can analyze system output, they can put special debugging code in the source or
they can resort to assembly language debuggers. Although widely used, each of these techniques
has some serious problems.

Analyzing system output usually means pawing through miles of printer dump output. The applica-
tion was running fine for a while and then it blew up. The dump comes out and then you try to
reconstruct what happened. The problem, of course, is that it’s difficult to find something wrong
in the maze of maze of registers and memory locations. When you finally do find something you
might actually be looking at second or third order effects. In other words the real bug caused some-
thing to happen which caused something else to happen which you saw (second order effect). In
addition, you need to learn how to read dumps and, usually, you also have to learn a bit about as-
sembly language in order to navigate the output. This type of debugging was the primary debug
weapon in the arsenal of the batch programmer of the 60’s

The next approach is to add special debug code. It’s surprising how many programmers still use the
"put in DISPLAY statements” method to finding bugs. This technique requires the programmer to
insert little "hi, you got this far" messages in the program source code. The program is run and the
output is then analyzed. This technique has several problems. First, you have to know where the
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bug is (roughly) in order to know where to insert the print statements. Second, inserting debugging
statements alters the program and may even make the bug go away. Finally, the debugging state-
ments are, by definition, never in the program when you need them. This means you have to put
them back in, recompile, re-link and they try the program again. Also, unless the debug statements
have testing associated with them, they can generate reams of output which must be carefully
analyzed (shades of the output dump).

The final nonsymbolic approach is to use an assembly language debugger. These debuggers were
developed by the assembly language programmers and are, in fact, pretty close to symbolic debug-
gers if you program in assembly language. The problem here, however, is that you must descend
to the depths of assembly language in order to use them thus defeating the major reason for using
high level programming languages. If, as many other programmers, you program in a portable lan-
guage you may regularly work on several different computers. This means that you’ll have to be
adept at the assembler on several machines. Still, even with its problems, the assembly language
debugger is usually the best alternative if full symbolic debugging is not be available on your sys-
tem.

How is symbolic debugging different?

The approach used in symbolic debugging is different from the first two alternatives given above.
It is also much simpler than the assembly language approach. The fundamental difference is that
it is an interactive action. The programmer is dynamically interacting with the program being
debugged. Other nonsymbolic approaches are static. You are analyzing a print out of what hap-
pened or you are watching the output generated by special debug code. With symbolic debugging
you are encouraged to try experiments to prove or disprove theories about what might be causing
abug. If unexpected results are seen, you can quickly try a new course of action. In a large system
without symbolic debugging it is often difficult even to discover which module the problem is in.
With the right set of symbolic debug features this can border on simple.

As a maintenance tool for supporting a software system symbolic debugging is invaluable. Usual-
ly during this part of an application’s life cycle it is supported by people who did not do the original
development work on the project. Symbolic debugging techniques enable these people to watch
the program execute. Its logic flow and operation become very real to the support people and their
job is made simpler so their throughput is increased and the support costs are reduced.

How does symbolic debugging work?

The symbolic debugger is actually only one part of a series of cooperating programs. The symbolic
debugger (depending on implementation techniques) requires information from both the compiler
and the linker. Remember, during normal compiling, most of the source information is lost when
the object modules are produced. In order to have symbolic debugging, the information usually
discarded by the compiler must be passed through into the object modules. In addition, because
object modules may be relocated in memory as a result of the linking process, the linker (or loader
or segmenter) must output information to a special file called a debug information file or a debug

map file. The result of the compile-link operation then is a completed application program along
with a debug information file.
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The basic idea behind a symbolic debugger is to be able to execute the application normally by is-
suing the appropriate start up commands to the host operating system. If, however, the program
displays some aberrant behavior, the symbolic debugger may be invoked which then runs the
program in a different mode making it available for debugging. During debugging there are two
program executing: the application program and the debugging package itself. The programmer
interacts with the debugging package while the debugging package interacts with the application
program being tested.

There are, essentially, two classes of symbolic debuggers. These are intrusive and nonintrusive.
An intrusive debugger is one in which the application is compiled in a special way which causes
some amount of debug code to be placed in it. A program compiled with debug code inserted in it
is said to be instrumented. A noninstusive debugger does not require any special debug code to be
inserted into the application. Totally nonintrusive debuggers are rare and need a great deal of help
from the host operating system. More than likely the symbolic debugger you will be using is an in-
trusive debugger.

Itis important to determine the amount of intrusion which is required for debugging. Normally the
compile process is altered in some way when the symbolic debugger is to be used. For example,
in Microsoft’s QuickC compiler, the user selects if the compile will result in a debuggable object
module or not. Likewise in HP’s TOOLSET COBOL debugger all source modules to be debugged
must have the SCONTROL SYMDEBUG option. If the intrusion is small in terms of consumed
program resources (memory space and execution time), then applications can be routinely compiled
with the debug option. By doing this, especially on new applications, the debugger is always avail-
able when a problem is discovered. This removes the need to recompile and re-link the application
when a bug shows up. In fact it is quite common for an address sensitive bug to vanish when a
program is compiled in the debug mode. By always compiling in debug mode this can’t happen.

What are symbolic debugger features?

Although source languages differ widely when it comes to features, symbolic debuggers are fairly
similar in terms of the basic offering. Different debuggers are differentiated by how the features are
implemented and the ease of their use.

The debugger model the programmer deals with is the original source file and the currently execut-
ing statement. Usually the source statements around the current statement are displayed on the
screen along with a command area. The program under test is placed in a suspended state so that
it is not executing and the debugger, itself, is waiting for commands from the programmer. Note
that because of the required programmer think time a symbolic debugger is not normally useful for
real time applications which must execute without interruption. If a program must read a sensor
every 2 seconds and it takes you 4 seconds to type a command to begin execution, you’re in trouble!

Most symbolic debuggers are command driven. This means that you type in commands to bring
the debugger into action. DEBUG on the HP/1000 RTE-A is fairly typical. DEBUG’s commands
are one or two characters followed by one or more arguments delimited by various characters
depending on the selected options. The arguments, however, reference objects normally found in
the source language using at least some of the syntax of the original source language. These objects
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might be statement numbers or user identifiers (as opposed to octal memory addresses). PC’s, having
powerful screen management technology, can support debuggers which use a mouse.

The Microsoft Codeview debugger is a good example of a debugger which is both command and
mouse driven. The mouse is a natural tool for the symbolic debugger. If you want to execute your
program up to a given line, you just point at the line with the mouse and click a button. This high-
ly tactile way of manipulating your program is both natural and easy to learn.

A good symbolic debugger should have as many of the following features as is possible:
Breakpoints

The basic operation of the symbolic debugger is to insert breakpoints into the program under test
and then execute the program until it hits a breakpoint. When a breakpoint is hit, the program
suspends execution and you can look around. For example, if you suspect that a problem is at line
100 (the program aborts from that location), you can set a breakpoint at that line and execute the
program. When the program attempts to execute line 100, the breakpoint is hit and you can check
the values of various data locations to make sure everything is as it should be.

The simple "stop when you hit it" breakpoint may be augmented by several other different break-
point types. This may include iterative and conditional breakpoints. Iterative breakpoints usual-
ly have a count associated with them. The program is allowed to pass thought the breakpoint for a
specified number of times (the count) and then the program stops. This is especially useful when
you know that a problem occurs on a given line after a certain number of "events" happen. For ex-
ample, your program blows up after reading 125 input records. You could place an iterative break-
point with a count of 124 on the input read statement. The program will stop just before reading the
125th record.

The conditional breakpoint actually allows you to specify some type of test condition. When the
breakpoint is struck, if the condition is met, the program will suspend. If the condition is not met,
the program continues execution. For example, your program aborts when a value gets greater than
6742. You could set a conditional breakpoint with the condition "value greater than 6742". Each
time the breakpoint is hit the debugger checks to see if the value is greater than 6742. If yes, the
program under test is suspended for you. This is especially useful when a bug displays itself only
when certain data values are being processed.

Single step

In addition to breakpoints another vital feature is the ability to single step source statements. This
is usually accompanied with a representation of the current statement on the screen. This might be
a marker to one side of the statement (CCS TRAX) or, more spectacularly, by changing the color
of the current statement (Microsoft QuickC). Whatever the display technique, the single step opera-
tion should have these important features:
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Simple command to repeat single stepping. When you are single stepping, you normally want to
execute several lines one after the other. This should not require long command sequences. A
softkey or a carriage return is all that should be required to execute the "next" statement.

Single step should come in two different "flavors". You should be able to step info subroutines or
to step over subroutines. Stepping into subroutines means that you continue to single step when
executing the subroutine. This gives you a look at the operation of the subroutine if you think the
bug might be there. Stepping over a subroutine causes the subroutine to execute at full speed with
the next single step operation at the source statement which immediately follows the source level
call to the subroutine. This is important when you know that the subroutine is bug free, but you
wish to trace the flow of the calling program.

Although not provided by all symbolic debuggers (multiple breakpoints accomplish the same thing)
single step execution is a real time saver when trying to follow complex logic flow. For example,

. the outcome of a "go to depending on" statement is simple to figure out with single step, but quite
a bit harder to figure out using breakpoints.

Variable display and modification

There are several different ways to implement this important feature. Some debuggers (HP
DEBUG/1000, CCS CView, HP TOOLSET) have commands to display the current contents of
program variables whenever you want. The display command uses the source level name for the
data object as well as the source level syntax to access the object. This can be quite complex. For
example, the C debugger CView from CCS allows you to enter a complete C expression which is
then interpreted with the computed results printed out. A more common approach is to enable the
programmer to print out simple data identifiers, perhaps indexed with constants.

A different approach is the one used by Microsoft’s Codeview and to a lesser extent HP’s TOOL-
SET. These debuggers allow you to define watch expressions which automatically display the con-
tents of user identifiers whenever the identifier changes during the execution of the program. This
feature coupled with single step can be very useful for determining when a data value gets incor-
rectly changed. The Microsoft implementation of this feature allows the programmer to open up a
special watch window which contains the current values of specified variables.

The automatic display of variable changes as opposed to upon user request can take its toll in extra
added code unless there is some assist from the hardware. The compiler must add special subroutine
calls on every assignment statement in order to trap variable changes. The overhead may become
prohibitive.

Another, less costly way of achieving much the same effect is to be able to attach commands to
breakpoints. The commands are usually display commands. The idea is that the commands will be
held in ready waiting for the breakpoint to be hit. When the breakpoint is hit, the attached com-
mands are executed. Doing this, for example, would allow a programmer to attach a number of dis-
play commands to a breakpoint followed a continue execution command. Whenever the breakpoint
is hit, the display commands execute followed by the continue command. The net effect is that the
data objects are printed will little overhead.
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A final aspect of data display is the format of the output. It is a useful feature if the debugger is
capable of outputting data in several different user selectable ways. Sometimes, for example, you
may wish to view a decimal number as a decimal number, but other times you may want to see the
same value in octal or hex. Most symbolic debuggers accommodate this.

The flip side of variable display is variable alteration. Most symbolic debuggers enable the program-
mer to change the contents of variables. Again, the original source names for the variables are used
along with the source syntax. All debuggers support changing the values of simple scaler variables
(non array type). Some allow you to change the values of an array variable with a single command.

Being able to change the value of a variable is a surprisingly useful feature. It often allows you to
change a good value to a bad value just to see how the program will react. Or it allows you to patch
an incorrect value in order to continue looking for a different bug without re-linking. On the
HP/3000, for large COBOL programs, the time required to re-segment can be large. Being able to
find another bug without recompiling and segmenting is an important feature.

Flow control

Most debuggers offer several commands which effect the execution flow of the program under test.
There are usually two different types of flow control. The first is the proceed command. Using a
proceed will cause the program you are debugging to begin execution under the control of the sym-
bolic debugger. The program will continue execution until it either terminates, is terminated by the
host operating system or hits a breakpoint. There are several variations on this theme which are
available.

For example, the DEBUG/1000 package gives the programmer the option of keeping the program
under test alive after a system termination. This means that if the program under test executed an
illegal instruction or violated the memory protection scheme, rather than terminating the program,
control is passed back to the debugger so that the programmer can examine the program after the
crash. DEBUG/1000 even allows you to re-execute the program after the halt (presumably after
changing data values).

The proceed commands found in symbolic debuggers usually have several different options as-
sociated with them. The CCS TRAX debugger, for example, provides for a temporary breakpoint
which may be set with the proceed command. The proceed command can optionally indicate that
the program under test should execute up to a given point and then stop. Although the same effect
may be achieved with a breakpoint, combining the breakpoint with the proceed makes life a little
easier.

Another important (but dangerous) flow control command is the go fo command. This allow the
programmer to redirect control to another part of the source program. This is often used to re-ex-
ecute statements after a variable has been changed to check the new outcome. The problem with
this command is that its power often lets you abuse the source language by going where the com-
piler never intended you to. In COBOL, for example, you might circumvent a proper exit from a
PERFORM statement by using a debugger go command. This might ultimately introduce a (non-

Symbolic Debugging 0002-7



repeatable) bug which isn’treally abugatall. Asin programming using a go to in debugging should
be done with care.

Some miscellaneous features...

'We have discussed most of the mainstream symbolic debug features and their typical usage. What
remains is a brief collection of features which have appeared in various debuggers and are interest-
ing enough to comment on. Unfortunately, no one debugger has all of these features — too bad.

Dual displays

This is a nice feature found in the Microsoft Codeview debugger. It enables you to have access to
the source code as the program executes, yet still see the output generated. You can switch back
and forth between the source display and the output display by pressing a function key on the PC.
This feature is vital to anyone designing interactive applications.

A similar feature is available in the CCS TRAX debugger. Designed to aid in the debugging of
COBOL based V/PLUS programs, TRAX provides a feature similar to Codeview with HP charac-
ter oriented terminals. Again, you can switch between the output (V/PLUS) display and the source
code debugger display.

Low level machine

Some symbolic debuggers (in a seeming contradiction to their major claim to fame) enable you to
gain access to the underlying machine. These features are used infrequently, but when you need
them they are nice. For example both Codeview will explode the source code into assembly lan-
guage with intermixed source code statements. You can then extend the commands to include as-
sembly language versions. In other words single step becomes single instruction step instead of
single source statement step. DEBUG/1000 provides the ability to view assembly language, but
not to interact with it. TRAX gives assembly language in a separate window of the output display
which overlays the source.

These features are useful if you just can’t figure out what went wrong at the source code level. All
symbolic debuggers that I've seen also include an optional register display if you are working in
assembly language mode so that you can see the effect of the machine state as instructions execute.

Another (not quite so low level) feature is the ability to map addresses back into source line num-
bers. All symbolic debuggers have the ability to map statement numbers into the absolute addres-
ses of the executable program, but some have the ability to reverse this process. This becomes
useful when you have to interpret system error messages. The operating system usually gives you
an error message which references an octal address. The ability to map this address back into a
source file and a line within the source file can be a real time saver.

There is another class of features which give you a history of your executing program. This is done

in a variety of ways with differing degrees of usefulness. Toolset provides a paragraph trace fea-
ture which prints out the last several paragraphs which have been executed in a COBOL program.
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TRAX will display the call chain which displays which subroutines were called in order to arrive
at the statement you are currently executing. Codeview has a similar feature, but with the added
ability to actually breakpoint the call chain so that when a subroutine returns the breakpoint is struck.

All of these features provide a way to determine how you got to a given source statement. At first
this might seem silly, but it is quite important. If you have a subroutine which is used in several
different places you may not know where the subroutine was called from. Placing a breakpoint in
the subroutine and then using a history feature will give you a good idea how you got there.

Conclusions...

Symbolic debugging has finally come of age. There are currently a number of excellent debugging
packages out on the market which greatly reduce the time required to find and fix bugs. Although
sometimes looked upon as a frill, the symbolic debugger is as important a tool for serious software
development as the compiler itself.

Although debuggers differ substantially in detailed implementation many have the same features.
This paper has discussed the basic features required of any symbolic debugger in order to be use-
ful. Briefly they are:

« Source based. This means that debugger commands and displays should be oriented around
the original source program. Commands should reference source statement numbers and source
user identifiers rather than machine addresses.

« Breakpoints. This are markers which may be set in the program being debugged. They may
include simple, conditional and iterative.

« Single step. This feature lets you execute a source statement at a time. It should offer the ability
to step into subroutines and to step over subroutines.

« Variable access. You should be able to display user variables and alter their values. Variables
are accessed by their source names using the source language syntax.

+ Flow control. You should have the ability to navigate your source program; to proceed to
specified statements and to skip statements by using a go to type of command.

For most programming applications symbolic debugging is by far the best way to debug programs.

Because it is highly interactive it enables the programmer to easily develop hypotheses about what
is wrong and then try experiments on the executing program to uncover the bug.
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Separating Data and Processing
or
Building Databases for Systems Yet to Come

Matt Ohmes
Cognos Corporation
2301 East Lamar Blvd. #416
firlington, Texas 76006

Introduction

This paper had a long and difficult birth.

Like most programmers during the last 10 years, | had been told of the
glories of "normalized” data structures. But also, like most programmers, |
did not really know WHY it was important to normalize. It was simply
accepted as a theoretical maxim that "good” database designs were
normalized. |t was also accepted as common sense that “real programmers"
didn't normalize; real programmers optimized!

There did not seem to be a practical advantage to normalization. it made it
more difficult to program, maintain, and fine tune applications. On the
other hand, if you just made a few adjustments to the database, here and
there; things got so much simpler.

Since | considered myself a “real programmer”, | never paid much attention
to all this theoretical talk. After a while though, | began to notice some
problems with my database designs. Oh, they worked all right for the
original application, but the designs caused nothing but problems for
anything new.

Several years and a few minor disasters later, | decided to re-analyze my
approach. Why was the database that was so "perfect” for one application,
"perfectly awful” for the next? Finally, the light dawned; "normalization"!
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| had fine tuned and "tweaked" myself into my a corner for the last time.
From that point on, all my data bases would be perfect paragons of
normalized form!

Several more years and minor disasters later, | realized that normalization
alone, was also not the answer. It was a technique. A set of rules that
tended to yield a desired result. The result is easier to state than achieve:
The "ideal” database is one that allows any number of applications to
effectively and efficiently access and manipulate it. To achieve this
result, the designers and programmers must, as much as is possible and
practical, separate the database from the processes that acts upon it.

This paper addresses many of the pitfalls that | have encountered while
learning the ins and outs of database design. It also lists some rules of
thumb that | use in my data structures. Hopefully it will help you sidestep
some of my "minor disasters".

What is Normalization?

Since this paper is not intended to be a formal discussion of normalization,
I won't spend much time on the normalization process or theory. But, | will
give a general description of 1st, 2nd, and 3rd “normal form” structures.

The initial requirement for any level of normalization states that all
records (or "tuples” if your relational) must be uniquely identified. This
unique identifier is commonly called the “primary key" and can be either a
single field or combination of fields. Note that Image Detail sets cannot
have a unique key item, but each record can still be different from others in
the set; through a combination of fields.

First Normal Form stipulates no repeating groups. Simply stated, this

means getting rid of all arrays. This applies to both explicit arrays (eg.
Item MONTH occurs 12) and implicit arrays (eg. Item JAN, Item FEB, etc.).
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Actually, First Normal Form prohibits a yariable number of repeating fields
in a record, but this restriction is generally expanded to include any arrays.
Arrays are usually eliminated by creating a new file in which each record
would take the place of a single, occupied array occurrence.

Second Normal Form must satisfy First Normal Form, plus all items must
be functionally dependent on the primary key alone. In other words,
eliminate data redundancy. “Customer Address” should only be in the
Customer file. It should not also appear in the Invoice file just because
Invoices are sent to Customers. The Customer must be related to the
Invoice file in some manner, but that relationship should be via the primary
key of the Customer record. The goal is minimum redundancy.

Third Normal Form requires Second Normal Form, plus the elimination all
transitive dependencies. Simply stated again, this means don't put vital
information where all references to it might be eliminated by normal
processing. For example, if all Invoice records are deleted from your
system after they're paid, make sure that the Invoice file is not the ONLY
place you store your customer's addresses. If a customer pays his bills
promptly, you certainly don't want to lose track of him!

There is also a Fourth and Fifth Normal Form in relational theory. In
practice, however, Third Normal Form is the generally accepted standard
for most data processing shops. Third Normal Form is what | refer to as a
‘normalized” database in this paper. If you want a more thorough
discussion of the normalization theory or process, there are many papers
available. Three | have referenced in the writing of this paper are:

A SIMPLE GUIDE TO FIVE NORMAL FORMS IN RELATIONAL DATABASE THEORY
William Kent

Communications of the ACM
February 1983

and
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SIX STEPS TO A NORMALIZED DATABASE
Paul Bass

Supergroup Magazine

May/June 1985

and

HOW TO DESIGN FOR THE FOURTH GENERATION
Leigh Solland

Baltimore/Washington RUG - Interex 1985
Paper 3013

There are literally hundreds of others available. Any that explain the
process clearly are worth reading.

Why aren't most data bases normalized?

Let us assume that the average programmer or analyst can understand
enough relational theory to describe a normalized data structure. Why then,
aren’'t more data bases normalized?

The primary reason is, there is no perceived advantage to normalization.
Most traditional programming languages do not readily lend themselves to
normalized data structures. A Third Normal Form database does not
necessarily make for more work for the average programmer, but certainly
does not make for lesst!

Normalized data bases tend to have more files with each file having shorter
records. Those files all must have separate open, read, check for end of
file, and close routines. It is simply easier for the average programmer to
have fewer files. Fewer files mean a lot less code in most programming
languages.

Separating Data and Processing or
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It is also easier to build on familiar techniques. Even if those techniques
aren't necessarily as relevant for present day computers. For example,
many systems have been designed to minimize reads and writes at all
costs, even though almost all systems can utilize Multi-record reads and
disc caching with little or no programmer intervention. This doesn't mean

that disc 170 should not be minimized. But it is not the hobgoblin it once
was.

It should be noted however, that normalization does tend to penalize record
retrieval. Data that might be on one file in a traditional structure might
have to be read from two or more files in a normalized structure.

Why should data bases be normalized?

If it is so much trouble to use normalized data hases, then why on earth
should we even bother? The answer is simple; normalization yields data
structures that are stable, accessible, and flexible. The design minimizes
data redundancy and maximizes consistency. If the database is designed
properly, any subsequent application should be able to access and
manipulate the data as well as the first.

This is the major problem with most “unfriendly” data bases out there
today. Most were designed around a single application. Their structure is
build to get the most out of that application. Unfortunately, most
designers don't realize that the fundamental data entities and relationships
for a company change very little over time. The systems that process that
data, however, and the specific procedures involved, change more
frequently.

This point must be clearly understood, before the advantages of
normalization can be realized. A normalized database is inherently
independent of its applications.

Separating Data and Processing or
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The "Danger 2ones”

If you are in the process of designing a database or building an application,
you may want to run down a mental check list here. There are several
“warning signs” of a non-normalized database. If these signs are present,
some “rules” have been violated. That does not mean the database design is
“pad”. It is simply not perfectly normalized. As we'll see later, there are
sometimes perfectly valid reasons for breaking the rules.

firrays

Anyone who ever took a computer programming class in school learned to
manipulate arrays. They are perfect for teaching looping and control break
processing without actually getting into messy concepts like files and data
management systems. They are also easy to understand and control, so
most programmers quickly become quite dexterous with them.
Programmers are people, and people like to stick with what they know, so
arrays tend to crop up in a lot of data bases.

There is nothing wrong with arrays. In fact, they are very handy for certain
things. Arrays are great for "summary” type records. If | have an individual
sales record for each of my 100 products for each week of the year; at the
end of the year, it would be nice to archive that data on 100 records. Each
record would have a 52 occurrence array, and each occurrence would have
the sales for that product in that week. That seems a sensible idea, so why
wait until the end of the year? Why not use the array records for daily
processing?

The most obvious problem is actually the most minor; the problem of
unused occurrences. |f we used our example array for daily processing,
over half the array would be wasted space until the middle of each year.
However, unless each occurrence was quite large, the actual space “wasted”
would not significant. )
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The major difficulties with arrays arise when we change our processing
requirements. What if | decide to record daily sales figures for the 10
most active products, but only want monthly sales of the bottom 50?7 My
array made assumptions about my processing that had nothing to do with
the basic data. The data includes product, total sales, and the period of
time involved. The array forced my period of time to be 7 days. Would your
boss allow you design a database that would permit only 10 products or
only 50 invoices? The principle is the same.

Arrays force processing assumptions on data structures that inevitably
must be revised, and arrays are notoriously resistant to revision. They also
tend to be exceptionally tenacious. Programmers seem willing to go to
almost any length to keep their arrays (eg. “Well, when the array overflows,
we add another record with the same key, except we set a flag on the
second record indicating it's a duplicate. Then we increment a counter on
the first record showing how many duplicate records we have ...).

A normalized data structure may force more records to be read for a given

report, but it is relatively easy to restructure, and it is very processing
independent.

The “Everything” Record

The next "warning sign" is what | call the "Everything Record”. It is
revealed by the presence of very large records in relatively few files. The
general idea seems to suggest that if you put all your data into a single
record, you can save a lot of time and effort opening, closing, and reading
files. The chief benefits are simpler file handling routines and fewer
records to read. You don’t have to go elsewhere to get any information.
Normalized databases tend to have more files, but each file has shorter
records.

Very large data records are rarely a conscious decision on the part of the
database designer. Most “everything" records just seem to grow as

Separating Dota and Processing or
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applications evolve. It is a lot easier to add a new field to an existing
record than to consider the implications of a new file in the overall design.

"Everything records” often suffer from a "merging” of data entities. If
several fields have been added to a record to indicate a number of
different client statuses, for example; perhaps a new “client-status” file
should be created. That way new status codes could be created and old ones
deleted without a structural change to the primary file. The resulting
design would also be easier to comprehend.

It is difficult for programmers to understand very large record structures.
it is hard to grasp the individual meaning and relative importance of 300
different data items in a single record. Normalization clarifies data
relationships and anything that clarifies the structure, simplifies
development and maintenance.

The Multi-Record Type File

The next "warning sign” is another example of "merged" entities. That is
the multi-record type file. (eg. Header Records, Detail Records, Trailer
records). There are few advantages to multi-record type files. The only
one | can think of is a reduction in file opens. There are a lot of
disadvantages!

Multi-record type files complicate programs. The programmer must check
for file type, save record locations for later updates, check for different
data types in overlapping fields, and a number of other irritations. Any
record structure change is major problem. You can't just add a field, you
must check every other record type in the file and make adjustments. Even
minor changes cause major ripples.

Terrible performance problems can also result. At one site | visited, there
was one image data set, containing over | million records, that had 17
different record types described for it. Three record types comprised over
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99 percent of file, two types had less than 100 records each, one had 5. To
report those S records, over 1 million had to be read! The user base had
little idea which record type was which. They were forced to decide if

they should scrap an fairly satisfactory system or live with it, as it was,
forever.

Multi-record type files perpetuate old, batch processing concepts. They
come from an era when sequential files were the cutting edge of data
management technology. There is little advantage in retaining this
technique.

Calculated I1tems

Calculated fields are also considered a "warning sign” in data design.
Although | have found no specific prohibition against stored, calculated
values in relational theory, they are generally rejected in normalized
designs. If calculated values are stored in the database, their accuracy is
always in question. This restriction is usually rather loose, however. If
accuracy of data is vitally important and processing time is relatively
unimportant, calculated fields should be avoided. If processing time is of
paramount importance, calculated fields are well worth considering.

All the "warning signs” listed above fall into a broad category | call
“language specific designs”.  They result from applying application
programming techniques to data structure design. When programmers learn
how to “code around” unusual data designs, they typically add those
techniques to their "bag of tricks". Unfortunately, they also tend to add the
unusual data designs to that mental bag too. This perpetuates “unfriendly”
designs. It's like the old saying: “When the only tool you have is a hammer,
all your problems start to look like nails.” Don't repeat a questionable
design just because you know how to program around it.

Separating Data and Processing or
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File Specific Application Designs

Another broad category of "warning signs” is "file specific application
designs”. This is the opposite side of the design coin. In this case it is the
application that suffers because the developer overuses certain file
features. For example, if an entire application is built around the generic
retrieval capability of KSAM, future systems may suffer.

A more common but less obvious example of a "file specific application
design” involves item level locking in Image. Item level locking has widely
been described as an important component in "strong” application locking.
While item level locking may be useful in a single application, it is an
invitation to misfortune in the long term. Applications that rely on item
level locking to achieve acceptable performance, are extremely fragile. If
a subsequent application does not follow exactly the same locking rules as
the first, Image resolves the conflict by using the broadest locking level
requested. This could easily cause an existing application to suddenly
become unacceptably slow.

For a more complete discussion of locking strategies and pitfalls, | would
suggest reading Chapter 15 of the Image/3000 Handbook, “Picking the
Lock”. A general rule can be applied; don't design your database around the
way you code, and don't code around the "neat tricks” in your file
management system.

ibhen should you "break the rules"?

As | mentioned earlier, the "warning signs” indicate some “rules” have been
violated. But, there are valid reasons for breaking those rules. |If
performance concerns become overwhelming or a change will greatly
simplify the overall processing, then bend the rules just enough to get by.
Don't assume that all normalization should be thrown out the window just
because one report runs slow. If possible, wait until the user base has a
chance to exercise the system. They will show real bottlenecks, as
opposed to predicted ones.
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I know of at least three examples, from personal experience, where
violations of the normalization rules dramatically enhanced the existing
system, without compromising the overall design.

One site | visited did not have any calculated or summary fields, even
though they had hundreds of thousands of transactions. Even the simplest
of calculated reports took hours. Since day old data was accurate enough
for management reports, several summary files were constructed. In each
summary file, thousands of records were compressed into a few summary
records each night. The reports then ran almost instantly against these
shorter files the next day.

Another site had a system that was almost totally table driven. They had
over 30 different types of "lookup” files in which the records all had the
same format; “"code-value”, followed by “description”. They were all put
into a single multi-record type file to create a “table of tables". This kept
the overall structure cleaner and made adding new table types much
simpler.

The third site (a well known software vendor, very familiar to me) had a
database in which each Customer was related to one or more CPU records.
The number of CPU records per Customer was not originally keep on the
Customer record. It was soon discovered that every Sales Rep wanted to
instantly see the number of CPUs each Customer had. Rather than force
that number to be counted on each inquiry, it proved to be more effective to
count CPUs when they were added, store that count on the Customer record,
then have a batch process re-count periodically for “insurance”.

In all three instances, the data designs were “de-normalized" to a limited
degree to aid in processing. But, none of the sites had to corrupt their
basically sound designs; and all of the sites have added new systems on
top of their original databases with little or no problems.

Separating Data and Processing or
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Conclusion

In the final analysis, subsequent systems are the measure of a database
design. If the second application runs as well against your database as the
first, then you have a strong, stable, flexible design.

Data (the database) and processing (the applications that use that
database) are and should be separate. Processing is based on the needs of
the user at the moment. Data reflects the information needs of a company
over time. With accessible data and flexible data structures, MIS can plan
for the needs of systems yet to come and keep the users satisfied. And
that is, after all, our job.
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USING INFORM, PROTOS. AND QUIZ
A User's Experiences
Richard Decker
Computer Task Group
Suite 644
World Trade Center
Baltimore Maryland 21202

This paper shares some of my experiences in developing sysems with
COBOL and fourth aeneration lanquaaes. The fourth qeneration lanquaages
to be highlighted will be INFORM/3080. PROTOS and QUIZ.

INFORM/3000 is the report writinag product of Hewlett-Packard's (HP)

RAPID/3008@. PROTOS is a product developed by PROTOS SOFTWARE COMPANY
of AUSTIN, TEXAS that generates COBOL source code. QUIZ is the report
writing section of POWERHOUSE products developed by COGNDS of CANADA.

A aqood workina knowledge of the Hewlett-Packard database lanquaaqe

IMAGE and screen formatter UPLUS must be mastered before the user can
acquire all the potential that the fourth qeneration languaae PROTOS
can offer. The user of QUIZ and INFORM does not need a knowledae of
the database lanquaqe or screen formatter. The difference is that
PROTOS is a oproductivity tool desianed to be wused mostly by
programmers, while QUIZ and INFORM packages are tools used by end
users.

There is a learning curve to be considered when first beainnina to use
the new languages. I have learned all of the lanaquages on my own
without havina the opportuinity of attendina a formalized class on any
product. Manuals supplied with all products are excellent, well
written and oraanized. A person could become proficient in the
lanquaae with about 4@ hours of concentrated study and practice for
PROTOS., about 20 hours of effort for QUIZ, and about 1@ hours for
INFORM.
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OBSERVED PROBLEMS

Problem 1:

I have observed that when a fourth generation lanquaqe is installed at
a site a strona tendancy prevails to let the user play & predominate
role in developing reports. After the database has been built. and the
data loaded into the system, the screens are developed and a user can

access data on-line. The user is usually very pleased with the
quickness of the on-line screens, but in time, they always want a
hardcopy report that shows everythina. Hardcopy reports that show

evervthina., sorted two or three different ways are not thinas that
process very fast.

Possible solution to problem 1:

Durina system analysis all anticipated reports should be analyzed and
an aareement reached with the user and analyst as to content before the
analyst or proarammer is transferred to another project. Reports that
might take a lona time to process might be faster in execution time if
the proarams creating them were written in COBOL. If the report
accesses more than one file and various types of cross-checking and
validation are 1involved within the report then the use of COBOL 1s
recommended. Reports such as these are best addressed durinag
development.

Problem 2:

On the other hand are 'ad-hoc' reports. These reports are those quick,
short reports that answer ‘questions of the moment'. Fourth neneration
lanquaages are usually excellent for these types of reports. These
quick reports are wusually answerinag questions of data content. The
data content is either of a certain field of data, or durinag a
particular time period. There is usually a selection verb involved and
one or more parameters associated with it. A problem arises if the
programmers are busy with other things and the end user knows nothing
other than the report writers of the fourth generation lanquaqe. The
problem is that production reports are written with the report writer.
and some of the reports are made aquite extensive in scope of data
reported. A user can become very attached to a packaae and try to see
iust how intricate he can make a report before the entire system is
brought to its knees. This tvpe of crippling affect is not necessary.

Possible solution to problem 2:

More thought and on-qoina support should be aiven the user by the
programina staff. Complicated production reports should be written in
COBOL, or PROTOS. and some restraints should be placed on the user
abusina the power of the report writers for ’'ad-hoc’' reports. This type
of mal-practice causes lack of system control. and may very well cause
the buvina of more and more disk drives. and more powerful CPU's. all
in the name of 'aiving the user what they want’®.
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How is the oroarammina staff suppossed to accomplish this on-aoina
support when they are already backlogoed with reauests. Here are a few
suaqaestions that mavy help. Situations differ. of course. from site to
site. The reasons for backloas are surely not all the same.

Suanestion number one: More uniformity of proaramming stvle.

If all proarams were to look alike, maintenance people would know where
to look for a problem. If a chanae were to be made to proarams. the
change would be opredictably placed. and a better estimate of time
involved could be given. Uniformity of stvle also includes uniformity
of code. Copylibs should be used wherever possible. Skeleton programs

should be the basis for all types of proagrams. Screen program
development., report programs, and maintenance type proagrams all should
have a well thouaght out pre-defined basis for their development. The

cries of programmer creativity should be drowned out. If a person has
a better way of doina a routine, or program, then let the idea be
shared for the benefit of all. Having more than one style of code in a
shop., or worse within the same system, is a nightmare to maintain.
Besides, when you execute fourth generation languages. vou are trading
individual creativity for speed. The speed comes from the predictable
way of expressing the syntax of the development lanquage.

Suaqgestion number two: More interaction between users and the DP staff.

If a user is becoming obsessed with a package, and beqins to be abusive
with its capabilities, do not let it continue until the entire CPU is
openly crving for help. Fourth generation report writers are ideal for
certain types of reports. Determination of best use is always needed.

Sungestion number three: Normalize +the database whenever possible.

Fourth generation languaaes work best in databases that are normalized.
Normalization is linking of data with the use of keys and related
information. A process of delimiting the data to a smaller and smaller
number of records to scan is quicker than looking at all records in a
file. Random access can be used with keys. Seaquential search is
needed if no keys are available.

Review the present structure of the database and see if benefits could
be realized with some structured modifications. This sucgestion could
become very expensive to incorporate on existing systems. It may not
be practical or possible on vendor systems. When developina systems
in-house it is a primary concern.

0009-03



MAINTENANCE

Different products take different approaches to their operation.
PROTOS, because it will aenerate COBOL code as the output utilizes its
own database to oraanize itself. QUIZ will wutilize either
DICTIONARY/3000 or a compiled schema, called QSCHEMAC. to organize and
operate. INFORM utilizes DICTIONARY from which it extracts data.

Schema description

A schema is a flat file describinag each data element of a system in its
most primary form. For example last name is a alpha-numeric element of
twenty characters. and item cost is a numeric element with two decimal
positions. The schema then aoes on to describe where elements are
found within a file. In addition to file lavouts. redefinitions of a
element may be found. For example the element of telephone number may
be redefined as composed of an area code. prefix or exchange. and the
station number or last four diaqits. Editinag information can also be
found in some schemas. This information is usually identified after a
verb in the schema. such as the verb TYPE. TYPE Dollar would indicate
that all elements following should be formatted with two decimal points
when shown to a user. Other TYPE editinag would be Date in MDY or YMD
format, or a picture clause such as Type 999.93933, a number havina four
decimal places.

Maintenance of the schema

If the QSCHEMA method 1s emploved then a schema file 15 maintained

using an editor subsystem. This editor file will contain the names of
IMAGE database and formfiles. In addition the names of flat and keyed
files to be used are also listed. The identification of each element
used, size. tvype. and record lavout of each file is also listed in this
editor file. After the editor file is created, use of a wutility
proaram creates the QSCHEMAC file.

Each data element’s size and type must be entered into the system by a

user at least once. Each file name and layout must be entered into the
system by a user at least once. These two statements are to be done
whether DICTIONARY/3000 or an editor file is used with the products.
So why use DICTIONARY/3000? Because more vendor products interact with
and thru DICTIONARY/3000 than an editor file.
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Maintenance of the dictionary

When wusing QUIZ the choice of usinaq DICTIONARY/3@00 or QSCHEMA is left
to the customer. DICTIONARY is probably a better choice.
DICTIONARY/300@ 1s available on the HP-300@ whether or not a fourth

generation lanquaae is in use. The dictionary could be used as a stand
alone reference source. Proaram DICTDBM.PUB.SYS (Dict database
manager) maintains the dictionary. DICTDBM is not as easy to use as
the QDDR product to input information into DICTIONARY/3000. The QDDR
packaage also has some other nice features associated with it that are
helpful in the maintenance or development phases of projects. There is
an option that automatically aenerates COBOL copvbooks for all the
divisions of a COBOL proaram. In addition a user can view all
information concernina a data element, dataset. database or file
residing in DICTIONARY/30208. When DICTIONARY/3002@ is used there 1is
another product made by CO6NOS called QDDR that uses menus and screens
to update the DICTIONARY/3000. This is important if many flat files,
or KSAM files are used in the system. The record lavout of flat files
and KSAM files are not automatically copied into DICTIONARY/3200.
Image database rootfiles (showina database schema information) and
FORMSPEC ., containina formatted screen information. are automatically
copied into DICTIONARY/3000 using a few simple utility proarams.

Maintenance of standards for proarams - Copybooks

While thinking of ways to increase productivity and quality of software
used 1n today's systems, let's not overlook some of the more common and
less expensive methods available to proarammers.

The communication area (COMAREA) of the buffer for the screen handler
UPLUS/3008 1is not simple. Use of a copybook member for the COMAREA
standardizes and thus simplifies the use of UPLUS/3000. The copvbook
member for the IMAGE area contains all the redundant parameters the
IMAGE calls require. database name field, dataset name field. modes,
buffer name field, etc. Usinag copybooks insure that those data
elements appearina in many proarams will always be named the same
thina. This is appreciated by +those persons doing maintenance on
proarams after the original author has departed. It is also
appreciated by the oriainal author when trying to aqet a proagram
finished by a deadline.

Another use of copvbooks would be to store the format to be used

within the Identification division of a COBOL proaram. Within this
format is an expanded Remarks section. Expansion would include all
pertinent information about the proaram and how it relates to other
programs and files within the system. This can prove to be an
invaluable asset durinag maintenance of the system.
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Type of systems developed

Normally my work 1is in a manufacturinaq environment. Users of my
systems include plant managers, production supervisors, operators,
office clerks. and secretaries. In qeneral, managers require summarial
information. operators need simple data entry screens which reaquire
minimal trainina to use. and secretaries need simple and flexible
capabilities with their screens. Usually the systems developed are a
combination of on-line proarams involving data entry or inguire
screens, and batch proarams. In developina the screen proarams
UPLUS/3000 ., or FORMSPEC, was the screen generator used.

Thouaghts on choosing a development languane

If only one of the lanquaaes were utilized to develop a system the

followina drawbacks might be encountered. COBOL proarams take time to
develop and the services of a proarammer. PROTOS would reaquire a
knowledaeable proarammer or user. INFORM and QUIZ are limited when it
comes to doing intricate edit checking.

Factors to consider when mixing the lanaquages

COBOL only

If COBOL 1is the only lanquaqe used there is usually a backlog of user
requests. These requests can be for new systems, modifications +to
systems, corrections to proarams. updates to ‘hard-coded' tables. or
need for more proarams. This delay results from a variety of factors;
the aquality of the proaramminag staff. the size of the proaramminag
staff, the tenure of the staff. The DP staff's inexperience in
proaramming. or their understandinq of a system under consideration,
areatly affects the speed at which requests are satisfied.

COBOL and INFORM

When COBOL and INFORM are used there is an assumption that data somehou
found its way into a database, or file and a user is extractina data
almost in a reference type mode. INFORM can be used to create links
between various datasets in a database, but in its simplest mode it
reports data elements within a sinaqle dataset. During development work
this can be a areat asset. The product itself 1is very menu/panel
driven which is good for novice user, however the proaression of panels
gets tirina quickly. A more experienced user is aiven the option of
stringing out his request for a panel. The more experienced user can
enter a string of “1.5.3" and will get to the data element screen
within the database they want, enabling them to do what they want to
do. Normalization of any database is stronaly suaagested when using a
fourth aeneration report writer. Normalization will affect the
retrieval time for requested information. Searchina for keys within
the data uses a short string of data called an index to locate the
desired data. If the user requests data that is not indexed then all
the data must be read to match the ‘string of data’ reauested.
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COBOL and QUIZ

When COBOL and QUIZ are used a more dynamic environment can be
more readily established. By usina the ACCESS statment in the QUIZ
lanquaane linkaqe to various datasets is aquickly and easily
accomplished. The SELECT statement is used to retrieve a subset of
information. The SORT statement allows a more readable report.

Steps necessary before and during use of fourth generation lanquanes
First the dictionary has to be created. To accomplish this run the
proaram DICTINIT.PUB.SYS. This will establish +the DICTIONARY/3000

database. After the dictionary database is created it must be filled
with information. To fill the dictionary database a utility proaram is
ran. The name of the proaram to fill +the dictionary 1is
DICTDBD.PUB.SYS. Filling the dictionary with information about

databases and formfiles 1s an easy matter. With the command LOAD and
the name of the database or formfile the proagram aoes to the rootfile
or formfile and nets all information of data elements. datasets. and
forms. At this point the wuser can access the dictionary and find
information concerning dataset names, and what data elements are in the
datasets. To allow uers to access information located in more than one
dataset at the same time. relational linkaaes or aroups must be set up
in the dictionary.

Once the aroups are established a user can more fully utilize the
dictionary to extract information in a more loqial form.

INFORM - Run the program INFORM.PUB.SYS. A series of panels 1is
presented to naviagate the user thru the proaram to extract data.

QUIZ - The dictionary aqain has to be established prior to using QUIZ.
The dictionary can be aenerated by using the method discussed with
INFORM, or another method can be used. QUIZ is a COGNOS product. and
the purchase of QDDR could also be made in additon to QUIZ. QDDR is a
series of formatted screens which allow data entry into
DICTIONARY/3000. Once the dictionary 1is made QUIZ uses its own
lanquane to extract and report data. Statements such as ACCESS. SORT.
REPORT. GO. LINK and others are used to manipulate the data and
datasets or files. QUIZ is powerful in that with the ACCESS and LINK
statements many datasets and/or files can be loaically tied together to
extract needed information. No previous links need to be established.
such as in usinao INFORM. The use of temporary subsets of information
is also a useful idea. As a QUIZ jobstream executes the user can
direct that subsets of information be saved either permanently or just
for the duration of the jobstream. This allows for easier qeneration
of rather intricate reports. Much more detailed reports can be
aenerated using QUIZ than INFORM with the same amount of effort
involved.
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PROTOS - The dictionary involved with this product is not the

DICTIONARY/3000. Rather PROTOS uses its own dictionary aenerated from
a schema that +this product recoanizes. There are more steps and

planning involved using this product in comparison to QUIZ or INFORM.
But we are talkina apples and oranges here. PROTOS is a COBOL
generatina lanquage. and is more powerful in what it can do than the
other choices being compared in this paper.

In plannina for PROTOS a PROSCHEMA must be made. A PROSCHEMA involves
naming the databases and formfiles to be accessed. Declarations of
data element’'s +type can be made. These declarations involve date
formattina. currency formattina. decimal alignment and redefines of an
item into sub-items. Files are declared and their associated record
layouts are aiven. PROTOS. when defining datasets and files., will aive
a prefix to the items associated with them. In the COBOL code these
internally aenerated prefixes appear. An option is available where the
prefixes are predefined by the user.

Several User Defined Commands (UDC's) are then used to initialize and
ready the PROTOS product for use. The three main UDS’'s are PROINIT.
PROBUILD, and PROCOPY.

PROINIT will build the PROTOS database dictionary and initialize it
for use. The dataset capacities are pre-defined. but can be
overridden.

PROBUILD will read the PROSCHEMA and fill the dictionary with
information as directed by the PROSCHEMA.

PROCOPY will build a copylib. In the copylib will be all the file
layouts, and buffer areas that will be needed by future proarams. In
addition all IMAGE and UPLUS buffer areas will be in the copylib.

At this point the user has a dictionary. a linkage definina database,
and a copylib. Programs written in PROTOS syntax can now be written.
The PROTOS lanquane is easy to learn and not exceptionally complicated.
It is very helpful to understand how IMAGE and UPLUS work when writinag
a proaram. PROTOS is a lanquaqge of few words. A proaram that will do
quite a lot can be written with very few lines of code. This is where
the increase in productivity can best be observed. However because the
lanquaae is so powerful, a thorouah understandina of what can be
accomplished by a singqle command is necessary.

0009-08



After the PROTOS source code is written it must be converted to COBOL
code. The UDC to accomplish this is the PROWRITE udc. After the COBOL
code has been aenerated the normal compiling.and prepina must be done
prior to savina the object and COBOL source code. Some installations
save both the PROTOS and COBOL code. while others discard the COBOL
code after the executable code has been saved. It is advisable to make
any future modifications to the PROTOS source and not the COBOL source
code. Within the aenerated code any calls to IMAGE or UPLUS are
performed usina the SL provided by PROTOS. Beina that all error
checking is done within the SL, user edit checkina and exception
handling must be thouahtfully done.

Factors involved when choosina a language

All three vendors have excellent reputations, and all three qive very
aood customer support. Let us approach this aquestion of choosing a
product from what the desiaqn of the system demands.

Desian Considerations

If the new system is in its budding staces the analyst must converse
with the user to determine what are their expectations of the system.
Will the system have many on-line screens. Will the screens be very
intricate or will they display information found pretty much in a
lonical area of data. A logical area of data is somethinag like basic
personnel information. component makeup of a product. current payroll
information, etc.

If the data elements are somehow logically linked toaether then those
items might be contained within a sinale dataset. If a screen 1is to
show many items upon a sinale request from the user the screen becomes
more intricate. A user may like ‘busy’ screens that show just as much
information as can npossibly be displaved 1in eighty columns and
twenty-four rows. Another user will like menu driven systems that take
them to a certain area of information and display only requested items
of information.

Data entry screens usually look simple enounh but internally many many

checks have to be done to determine proper linkage to master datasets.
I am speakina of a user defined conditions that make data entry more
valid and accurate. Does a purchase order have a vendor? Is the vendor
valid? Cross-checkina and validation of data can become as involved as
the user ., money. time and expertise of people involved allow.
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FORMSPEC can be wused to develop the screens. The proarams will be

written in COBOL with or without the help of PROTOS. If PROTOS 1is to
be used there are some considerations as to how screens are made. The
naming conventions are most prominent. Data element names within the
PROSCHEMA will only be fifteen characters long. This limitation of
field size allows PROTOS to interact with the FORMSPEC product. PROTOS
allows a very convenient technique to be applied to screens workinag
with detail sets. The technique involves fillinag up the screen with as
many detail records as the screen will allow. The screen is defined in
the PROSCHEMA usinag the REPEAT verb and naming of the screen. When
PROTOS operates it treats the area of the screen as a matrix, and
automatically tracks data fields within the matrix. With this
technique inguiry. and updatinq of many detail records is possible with
a screen full of data.

If the system 1is to be fairly static any of the lanquages will do
nicely. Static means once the information is loaded into a database
the user will access the system to retrieve information in much the
same way as a reference library is used. The data may be updated
daily, weekly or less often but at the moment the user is reaquestina
data, the system is fairly static. Personnel. payroll. and some
inventory applications are in this area of a reference system. If the
system will stay within one area of a plant, then this too becomes a
reference type system showing a status of the area.

When systems cross departments. or location boundaries the systems

become more interactive and more complicated. More cross-checkina and
validation is needed to insure accuracy and smoothness of operation
between the various areas of the system. In these situations a lanquaaqe
other than & report writer 1is needed. COBOL proarams., or programs

qenerated by using PROTOS. are needed to build the system. If many
reports are needed PROTOS is very well suited to qgenerate complex
reports with minimal effort on the part of the proarammer. Reports

written in PROTOS are much easier to write and modify than a strainght
COBOL proaram. The reason for this is the use of the FORMAT verb in
PROTOS. The proaram shows the 'format’ or report lavout of the report
in the proaram. The fields are then defined by just naming the data
elements to be shown, and control breaks are identified by naming data
elements after the BREAK verb.
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QUIZ 1is a very pouwerful report writer. It is easier to use than

PROTOS. If the report is a listing of data element values it is very
easy to use. The user accesses the dataset or file., and aqives the
REPORT verb naming the data elements desired. Then the 60 verb is used
and the report is formatted. column headers included. and aenerated to
printer or other device. If subsets of information are needed., the
SELECT verb makes aquick work of extracting the needed data. A SORT
verb is also easy to use and declare. Again. if the report is a set or
subset of information QUIZ is excellent to use. The way that the
database is organized can areatly affect the performance. but that is
the problem of the analyst or database desianer. not the languaae. It
is when the data to be extracted is not a simple subset of information
that QUIZ is more difficult to use. Extraction becomes difficult if
the conditions to select data are based on data elements not defined
within the dataset itself.

Summary

When usinag fourth aqeneration lanquages oraganization of data and

preparation for use of the tool is very important. Various tvpes of
dictionaries and various dictionary wutilities have been reviewed in
this paper. Data structure has bsen shown to be the foundation for the
fourth generation languaaes. Some dictionary maintenance products have
bsen mentioned and briefly reviewed. In reviewinag these products
emphasis has been placed on how the product is set-up for operation.
In genersl . the complexity of a program will dictate what tvpe of
fourth aeneration product to use for an application. The more complex
a proagram the areater the need for COBOL. Once the dictionary is built
and loaded with data of the system, extraction of information has been
agreatly simplified by these lanquages. It is this simplification of
extraction that can affect svstem performance. Reports should be
scrutinized to determine if the power of the lanquanes 1s beina used
effectively. Svstem administrators should be aware of how a user is
accessing the data to determine efficiency and “bottle-necks" caused by
ahuse.
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The Information System Lifecycle

It's Tough
wWhen There's No Can Opener

By Mark L. Symonds
Innovative Information Systems, Inc.
63 Nahatan Street
Norwood, Massachusetts 02062

In years past I had been an economist. I heard a lot
of jokes about that profession in those days. The most
memorable of which involved three people stranded on
that old familiar desert island. One was a chenist,
one was a hockey player and the other was an economist.
They had nothing but one large can containing food and
supplies.

While pondering their dilemma, the chemist suggested
they let the container soak in seawater until it rusted
through. That way they could get at the food. The
others scoffed at him pointing out that they would waste
away from hunger long before getting their first meal.
The hockey player insisted they should heave the can
against the palm tree to break it open. The econonist
heaved a condescending sigh and said "There's an
obvious solution to this problem." The others quickly
leaned forward, listening intently for the answer. The
economist began:

"First, assume we have a can opener ..."

Information systems development poses similar problems.
If one assumes we have huge budgets, a large,
experienced staff, well-defined requirements and
flexible deadlines then anyone can put together
beautiful systems ... in theory. When we assume we
don't have a can opener, things get interesting.

Despite what some software vendors say, systems do not
come in cans. It is not just a matter of “open and
serve." We all know that implementing systems requires
careful planning, hard work and diligent execution.
Indeed, defining, developing and maintaining information
systems is a complex undertaking that requires many
different kinds of skills and management techniques.

The Information 'SystemALifecycle
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My purpose here is to outline the steps, issues and
challenges in each phase of the information systems
lifecycle. I will also illustrate some practical
techniques for coping with these challenges and for
avoiding some of the pitfalls inherent in each phase of
work.

There are a great many temptations, blind alleys and
wrong turns on the road to a successful systems
implementation. There is always a scarecrow pointing
down the road of custom programming saying "there aren't
any packages to fit our business." There are the
packages that seem to have six bedrooms and 4 bathrooms
as well as a pool and tennis court, but turn out to be
only a nice facade. It is important, then, to have a
good road map and to plan the trip. It is equally
important to be a diligent and careful driver.

Information Systems Lifecycle

The Information Systems Lifecycle is a conceptual
framework that will provide the basis for effective and
efficient systems development projects. There are four
major phases in the lifecycle:

I. Information Planning
II. Information Design
III. Systems Implementation
Iv. Support and Maintenance

Each phase has its own set of challenges, pitfalls and

rewards. Each in turn requires different skills on the
part of MIS management and staff as well as that of top
management. Before exploring those details let's look

at what is usually entailed in each of the four phases

of the cycle.

Information Planning

In general terms, information planning is the process by
which an organization determines what information it
will need over the next three to five years to remain
competitive in its industry or to gain a comparative
edge. It also looks at how this information should be
gathered, stored and distributed so as to make most
efficient use of the data and other resources such as
hardware and people.

The Information System Lifecycle
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The product of the information planning process should
be a set of goals and a detailed plan for achieving
those objectives. These goals are set only after
careful study of how the organization operates now, how
it should operate and of what competitors might be
doing. The action plan will define various distinct
projects to be undertaken, prioritize those projects and
estimate the costs, benefits and impact of each.

Information Design

As the projects identified in the information plan are
undertaken, they enter the Information Design phase.
Here, the detailed requirements of information content
and flow are defined. Analysts assist users in
determining the types of data needed, the sources of the
information and the required timing and presentation.

In most cases a software package will meet a high
percentage of the requirements for an application. It
is during this phase that analysts evaluate alternative
packages against their list of requirements to find the
one that is the best "fit." It is here also that any
required modifications to the system are identified and
designed. If a package does not make sense, all the
details of a custom system are designed at this time.

other important steps in this phase are planning the
conversion of data to the new system and sizing the
hardware needed to support the application.

Systems Implementation

This is where proper planning and design pays off.

Lack of it shows up very clearly as well. Tasks include
detailed design and programming of package modifications
or custom programs, user training, procedures
development, comprehensive testing and conversion of
data.

It is at this stage of the systems lifecycle that
decisions and details can no longer be put off. A
well-planned project will require a minimum of redesign
and unforeseen effort during this phase. The potential
for problems is well-known. One of Murphy's Laws is
that the first half of a project takes ninety percent of
the money and time allotted. The other half takes the
other ninety percent.

The Information System Lifecycle
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Maintenance and Support

User requirements are not static. New ways of looking
at the data emerge; new data need to be captured; new
technology allows more efficient processing.

This phase involves ongoing support of users for
questions and problems. It also entails bug diagnosis
and correction and development of enhancements. This
work is very different from the other phases because it
is ongoing and sometimes repetitive.

Eventually it comes time to reevaluate the existing
information architecture. The current systems are
mature and have been modified and enhanced for some
time. Often, an individual system can be studied and
replaced without affecting the others. Periodically
however, it is necessary to take a fresh look at the
overall approach to information processing. A new
Strategic Information Plan may confirm some approaches
and highlight bottlenecks and inadequacies in other
areas. So the process begins again to ensure that the
organization has the complete, accurate and timely
information it needs to maintain its competitive edge.

CHALLENGES AND TECHNIQUES

I. Information Planning

The strategic planning phase often poses the most
difficult problems for MIS management. The concept
of a Chief Information Officer has only recently
gained a foothold in the Fortune 500. It is a very
rare phenomenon for small to medium sized
organizations to recognize the competitive and
strategic importance of information planning.

A. Selling the Idea to Top Management

I've seen many projects fail due to infighting
and lack of cooperation among departments.
Commitment from senior management is essential
to ensure that each user ‘area do what it can
to help attain the timely and successful
completion of the project.

The key to getting the top people "on board"
is speaking their language. Top management is
accustomed to getting formal reports from
other areas such as finance and operations.

The Information System Lifecycle
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II.

Formal, informative reporting in terms they
understand will earn respect and confidence.
To the extent possible, estimates of cost
savings, both tangible and intangible, should
be provided. Over time, this practice will
bring more attention to the importance of
information processing.

B. Making it Pervasive

There is a great temptation to study carefully
the areas that are most interesting. There is
a tendency to gloss over ones that may yield
large benefits despite the lack of glamour.
Voice response order entry may get a lot of
attention even though the system cannot
allocate inventory properly and loses
backorders.

It takes discipline to do a thorough job of
information planning. It is essential,
though, to touch every box on the organization
chart.

c. Keeping Focused

An information may be well-planned and
designed to study all important areas of the
organization and still run into problenms.

It's a challenge to remain focused on the
scope of the project and not to get distracted
by fun details that should be studied later.

Information Design

Since the products of the design phase are less
tangible it often does not get the attention it
deserves. It is the thought of many that the
design phase ends when the budget runs out. The
major issues here are completeness and
organization.

A. Complete Design Before Coding

The biggest temptation here is to start coding
and seeing some results before the whole
system is scoped out. Management and users
are eager to see results and the staff is
excited and anxious to get to "the fun part."

The Information System Lifecycle
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The fun part becomes a disaster, though, when
the house is half-built and the bathroom and
kitchen have to get moved to the other end.

B. Get Good User Input

Don't skimp on user interaction with the
design staff. After the initial requirements
definition users must remain available for
questions and clarification. This is more
easily accommodated when analysts batch their
questions instead of interrupting users
constantly. They typically have full-time
responsibilities in addition to the
development project.

Analysts should understand the business
functions under review. A good analyst will
lead the user through the universe of features
and functions and not just take notes. An
experienced business systems analyst can make
this a two-way conversation drawing upon
experience at other businesses or other areas.
S/he can help the user define which ones are
essential for doing his/her job effectively.

C. Prioritize

User requirement lists must not be taken as
gospel. A knowledgeable user will include
wish list items that would make his or her job
easier and provide better information. The
analyst should help the user rank each item as
1) Required, 2) Very Helpful or 3) Nice to
Have. The nice-to-haves are often difficult
and expensive to implement... especially in
comparison to their benefits.

It is often the case that the users are not
prepared to take full advantage of all the
features on day one of the new system. The
core pieces can be put in place first as long
as appropriate "hooks" are provided to
accommodate future functionality. 1In any case,
generalized hooks should be built in to reduce
the impact of unforeseen future requirements.

" The Information System Lifecycle
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III.

D. Be Creative

Too often we are constrained by past standards
and perceived limitations. Creativity is the
mother (or at least the mother-in-law) of
greater efficiency and productivity.

Systems Implementation

Whereas the products of the design phase can be

somewhat nebulous, the implementation segment has
very concrete deliverables. It is here that poor
execution of the previous phases really shows up.

If the planning and design are carried out
diligently, the implementation will be much
smoother, but there are still pitfalls.

A. Supervision and Resource Management

There is a paradox in most management
situations. You want the most qualified
person for a given task but you also want the
individual to grow and learn. A good manager
must balance these opposing ideals.

The key here is to delegate and then supervise
carefully. The individual should have to
reach to accomplish the tasks but not be so
lost as to get discouraged. Proper training
is an important element. Some specialized
education will give a staffperson a sense of
worth as well as additional tools to perform
the job.

Making deadlines and expectations clear must
be coupled with providing the means of
accomplishing them. In this way project
personnel will have more control over the
outcome of their piece of the job.

B. Testing

Testing is not given its due often enough.
The testing process should begin in the
detailed design phase. It is there that the
programmer/analyst defines the conditional
logic and should identify test cycles and
conditions. Rigorous unit testing will make
the all-important integration test go more
smoothly.

The Information System Lifecycle
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Iv.

Package acceptance testing is also an oft
neglected procedure. Few packages are 100%
bug-free. I have also known there to be
occasional errors when installing such
software. Diligent acceptance testing not
only helps shake out any problems but gives
the in-house support staff a much better
understanding of the programs and data
structures.

C. Change Control

How often is it that users sign off on the
design and are not heard from again? Changes
to design during this phase cannot be made
willy-nilly. The pressures of an
implementation project usually result in such
changes being thrown in without adequate
forethought.

Some larger shops will not process any
modification requests until after the systenm,
as designed, is implemented. Of course, the
tighter the design the easier it is to enforce
such a rule. Again, proper design should
reduce the call for last-minute changes.

Ongoing Support

Maintenance programming is often thought of as
the mailroom of MIS: not much excitement and not
much growth potential. It doesn't have to be that

way.

One can distinguish himself here by providing

consistency, creativity and organization.

A. Organization

Users need an effective means of reporting
their problems or enhancement requests. There
is room for creativity in defining the methods
to be used. -

A good approach will involve meaningful change
request or problem report forms as well as
meetings with analysts if more explanation is
needed. These are complemented well by "user
group" meetings which serve as an open forum
to discuss system use and and proposed
enhancements.
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B. Feedback

Another valuable aspect of user group meetings
is to recap and explain the status of bug
reports and new modifications to the system.
My former boss once told me: "If you're giving
someone something make sure they know about
it." Users have to be aware of the changes
made for them.

C. Prioritization

Communication is a two-way street. Users must
also make their priorities clear. When there
is a difference in opinion management must be
prepared to step in to moderate. Establishing
and reevaluating relative priorities helps
assure that scarce resources are put to the
best use.

The information systems lifecycle is fraught with perils,
pitfalls and temptations. Many can be avoided or at
least minimized with diligence, proper planning and
discipline.

The potential rewards of well-defined and carefully
installed systems are enormous. A sound information
architecture will provide a solid foundation for
creating or maintaining a company's competitive edge.

Not even canned systems come with can openers and
simplifying assumptions won't fly in the boardroom.
Organization, hard work and resourcefulness are the next
best bets.

The Information System Lifecycle
0011-9






TITLE: Minimizing Coding, Maximizing Production

AUTHOR: Karl Smith

FINAL PAPER WAS NOT AVAILABLE AT TIME OF PRINTING

PAPER NO. 0012






ELECTRONIC FORMS:
ANOTHER STEP ON THE ROAD TO THE AUTOMATED OFFICE

By Richard J. Armitage and William C. Tuminaro
Business Systems International
Canoga Park, California

THE CURSE OF THE PREPRINTED FORM

Forms are a good tool. They allow information to be categorized for
ease of interpretation. They standardize and simplify the communication of
complex corporate and legal data. A properly designed form can highlight in-
formation that would otherwise be lost in a sea of numbers.

Forms provide value, and that is why we use so many in business. Like
any good tool, forms -- at least the traditional preprinted forms -- cost money:

* money to design
* money to print
* money to store

These are the visible costs associated with using preprinted forms, but what
about the other costs -- the ones I refer to as "The Curse of the Preprinted
Form." Let’s briefly review some of these less obvious costs.

First, there is the cost of time spent finding the right form and then
mounting and aligning it for printing. There is also the potential of using the
wrong form. Here the cost is wasted time to re-run a job, or if no one detects
the error, embarrassment or even a lawsuit.

Next, there are costs associated with managing preprinted forms. These
include time and energy spent controlling access to forms, monitoring inventory
levels and reordering forms, and making sure that only the current version of a
form is being used.
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Electronic Forms:
Another Step on the Road to the Automated Office

The cost of obsolescence is a major consideration in using preprinted
forms. As requirements change, forms must change; and the old forms aren’t
worth the paper they are printed on. Murphy’s Law suggests that the obsoles-
cence of a form will occur just after you have ordered a year’s supply. (Many
companies avoid the cost of disposing of obsolete forms by not throwing their
obsolete forms away. Instead they hide them in dark places in the hope that the
waste will remain undiscovered. I cannot help but wonder how much of
America’s office space is being used to store obsolete forms.)

Perhaps the most serious problem associated with using preprinted forms
is the cost of keeping inefficient forms. These are forms which should be
redesigned, but aren’t because of the cost of creating and printing a new ver-
sion.

Today, with the technology of laser printing and the sophistication of
available software, there is no reason for a company to incur the excessive cost
of buying preprinted forms or to continue to operate under the curse of the
preprinted form. Electronic forms are here, and they represent a significant
step on the road to the automated office.

In this presentation, we will discuss the electronic form as an alternative
to the preprinted form. We plan to cover the capabilities of the laser printer
which make electronic forms a viable alternative to preprinted forms in the typi-
cal office. We will then review the procedures involved in developing electronic
forms, merging data with electronic forms from both mini and micro computer
based applications, and finally we will review some actual cases involving the
implementation of electronic forms. Throughout the presentation we will at-
tempt to point out the advantages in cost savings and improved productivity
resulting from the switch to this new technology.

First, what is an electronic form? Viewed very basically an electronic
form is nothing more than a file containing instructions which allow a laser
printer to print an image of the form. The instructions are stored in a host com-
puter and sent to the laser printer’s memory when needed.
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Electronic Forms:
Another Step on the Road to the Automated Office

Let’s briefly review some of the advantages which electronic forms offer
to the modern business office. We can begin with the obvious costs in time and
money spent on designing and printing forms. With a preprinted form it can
takes weeks to design the form, do the artwork, set the type, review proofs,
make changes, and start the process all over again. Once the form is finalized,
there is the actual cost of printing, shipping, and storing the preprinted form.
With an electronic form you can create and begin using a new form in a matter
of hours. You can fine tune the design without incurring additional costs other
than your own time. There is no need to order and pay for a year’s supply, you
print the form only when it is needed. Because the electronic form is stored in
the computer, it is always ready for use in each and every company location.
You have eliminated the problem of wasted time spent looking for a form or in-
advertently using the wrong form. And when the form is printed, it is done with
laser printer quality and perfect alignment of data every time.

We spoke about the effort spent in managing preprinted forms. With
electronic forms this effort is reduced significantly. Since forms are stored in
the computer, you no longer have to worry about physical access control. You
can restrict access to your electronic form files just as you restrict access to your
computer programs. Certain forms can be restricted to individuals or depart-
ments, while others are universally available. You do not have to be concerned
with inventory levels or lead times for reordering forms. Most important, there
is only one version of the electronic form available -- the current version. You
can forget about tracking down supplies of obsolete forms spread throughout
the company.

Since forms are only printed when needed, there are no large inventories
on hand when you decide to change a form. The redesign and implementation
of a new electronic form is easy and straightforward. The day the new form be-
comes effective, it is the only form available for downloading to the laser
printers.

One more benefit before we move on. With an electronic form it is easy
to print the output on demand, and in the user’s department. You do not have
to batch the output until you have enough to justify the time to mount a new
form, nor do you have to print all your forms centrally because your users
cannot mount and align forms on their own department printers.

Page 0013-03



Electronic Forms:
Another Step on the Road to the Automated Office

LASER PRINTERS -- THE HIDDEN CAPABILITIES

According to industry sources, laser printer sales for calendar year 1987
were approximately 500,000 units. Most of these units are being used to
produce high quality word processed documents. But as those of you who have
ventured into desktop publishing are probably aware, the laser printer offers
some unique capabilities. We would like to discuss these first, and then discuss
how they have opened the door for electronic forms. Our discussion of
capabilities will focus on the Hewlett-Packard LaserJet Plus family of printers.
These include the LaserJet Plus, the LaserJet 500 Plus, the LaserJet Series 11,
and the LaserJet 2000.

1. Print Quality

The laser printer with its 300 x 300 dots per inch resolution creates docu-
ments which come very close in quality to typeset documents. It handles both
graphic images and text on a single page, and allows up to 16 different fonts to
be used on a page.

2. Fonts

The laser printer offers an almost unlimited variety of fonts, with both
fixed and proportional spacing. These can be mixed to replicate most
preprinted forms. The LaserJet Series II has 6 internal fonts available plus two
font cartridge slots. In addition, it can store up to 32 soft (downloadable) fonts
with sizes ranging from 6 to 30 point.

Cartridge fonts (which are also referred to as hard fonts) plug into font
cartridge slots in the printer. The fonts contained in the cartridge become avail-
able once the cartridge is plugged in. They do not have to be downloaded and
they do not take up any of the printer’s memory.

Soft fonts are supplied on diskettes or tape and must be transferred
(downloaded) into the printer’s RAM memory. Soft fonts generally cost less
than cartridge fonts and provide more versatility in the combinations you can
use and the size of fonts available.
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Fonts are identified and may be selected by their individual characteris-
tics. These include orientation, symbol set, spacing, pitch, height, style, stroke
weight, and typeface. The printer maintains a table which contains the values of
all of the currently specified characteristics. These values are described in an
"escape sequence”. We will discuss escape sequences later.  Generally,
electronic forms software will allow you to identify fonts with a number or short
name which is cross referenced to the table of font characteristics.

3. Memory

The laser printer has its own memory which is used to hold fonts and
commands for forms and graphic images. The memory is also used by the
printer for buffering input and for building a page image. The LaserJet Series
II comes with 512K of memory and can be upgraded with an additional 4
megabyte memory board. The LaserJet 2000 comes with 1.5 megabytes of
memory and can be upgraded to a total of 5.5 megabytes.

4. Programming

Laser printers provide a control language which can be used to com-
municate from the system to the printer in order to access the printer features.
Hewlett-Packard’s printer language is the "Printer Command Language" or
PCL. PCL provides four levels of printer features ranging from level 1 which
handles basic character printing and spacing, to level 4 which handles page for-
matting. The original LaserJet uses level 3 (the office word processing feature
set) while the LaserJet Plus family uses level 4. Each level is a proper super-set
of the previous level, providing upward compatibility.

PCL commands are also referred to as escape sequences. These com-
mands are used to control cursor movement, font selection, line drawing, job
control, definition and placement of graphic images, and to access other printer
features.
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5. Storage of form files and graphic images

The laser printer’s memory is not limited to storage of fonts. It can also
store macro files which contain commands which direct the printer. These files
are used to define electronic forms or other graphic images. The advantage is
that once the files are stored in the laser printer’s memory they are available for
use throughout the day. Thus, in most situations, only data is transmitted to the
printer from the computer. The electronic form is already present. The Laser-
Jet Plus and the Series II can store up to 32 form files. The LaserJet 2000 has a
capacity of over 32,000 forms.

These are some to the laser printer capabilities which make electronic
forms a reality. Next, we will discuss the process of defining an electronic form.

ELECTRONIC FORMS DEFINED WITH PCL

If you analyze most business forms you will notice that they typically con-
tain lines, boxes, shaded areas, text, and graphic images. Each of these com-
ponents can be defined with PCL commands. With enough experience, anyone
can design even a complex form using PCL commands and scanned images. For
example, to draw a horizontal line the escape sequence has to specify the start-
ing cursor position, the line thickness, the length, and the dot pattern. The PCL
command to draw a line would look like this:

{ESC}*p300x400Y{ESC}*c90a150bP

It is not our intention to teach you how to write escape sequences. There
is an abundance of forms design software which will create these PCL com-
mands for you. It is, however, important for you to understand which com-
ponents of a form can be drawn with PCL. commands and which need to be
scanned images, and the difference between storing a form in raster format or
vector format.
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First, let’s review the components of a form and identify those specified
with PCL commands and those which must be scanned images.

* Horizontal Lines - PCL

* Vertical Lines - PCL

* Boxes - PCL using horizontal and vertical lines

* Shaded Areas - PCL

* Text - PCL

* Logos - scanned image

* Special Characters - some with PCL, others
must be scanned

* Mixed Orientation Text - scanned

* Reverse Text - scanned

At this point some of you may be wondering why not scan an entire form
and forget about PCL commands. In order to answer that question, you should
understand the significance of defining and storing a form in raster versus vector
format.

Let’s begin with an explanation of raster. Raster refers to images which
are composed of groups of dots. When a laser printer prints an image it creates
the image by laying down a pattern of dots (90,000 for each square inch).

These dots are actually specified by individual bits of data, each bit being
either on or off. These patterns of dots can be communicated from the host
computer to the printer in either their dot format (raster) or as vector com-
mands which the printer converts to dots at the time the image is printed.

In raster each individual dot (or bit) is transmitted from the host com-
puter to the printer. It requires a large amount of information (in byte format)
to describe even a small raster image. For example, a one square inch box
would require 90,000 bits (300 x 300) or 11,250 bytes of data. A complete 8.5 by
11 inch form would require over one million bytes of data.

In vector an image is communicated to the printer in a command format

similar to the line draw command previously described. The printer converts
the commands into dot patterns just prior to printing.
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While raster provides ultimate versatility and flexibility in defining laser
output, its use should be limited to those situations where vector commands are
not available. Using vector commands to define an electronic form saves trans-
mission time from the host computer to the printer, and requires less printer
memory to store the form. It also saves disk space on the host computer.

Now that you understand that, we can get into how electronic forms are
designed. There are a number of electronic form design methodologies avail-
able. We will briefly describe the most common, and discuss some pros and
cons of each approach.

1. Scanning Forms

We have already touched upon this approach when we discussed raster
images. In scanning, you use a scanning device to create a raster image of an
entire form (lines, text, logos, etc.). Scanning a form appears to be quick and
precise. But, actually the scanned form requires extensive editing to meet even
a minimum standard of acceptability. Even with editing, a scanned form will
rarely match the printers potential quality. Of course we have already discussed
the size of a scanned form file and the excessive time to transmit the form file
from the host computer to the printer. Another problem with scanned forms is
the difficulty in registering the form for data.

2. Forms Designed with Commands

Many forms design packages allow you to draw a form by entering com-
mands. For example, to draw lines and boxes you enter commands for the start-
ing and ending positions and the thickness of the lines. This approach allows
extreme precision and is especially useful for forms which will be filled in with
computer data. No special equipment is required. A disadvantage is that the
form cannot be viewed on the computer terminal. It must be printed. Actually
for complex forms, the image displayed on a graphics terminal usually is not in
sufficient detail to be of much value to the designer, so printing the form at each
major step in the development is usually required anyway.
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3. Drawing Forms on a Graphics Terminal with a Mouse

This approach is popular with many of the PC based forms design
packages. It allows lines and boxes to be drawn on a graphics terminal. Text
must still be entered from the keyboard, but the form can be visualized as it is
developed. This approach is valuable for simple forms, however as the form
gets more complex, the graphic image on the terminal screen is not sufficiently
precise to be of value. The problem goes back to the typical graphics monitor at
a resolution of 640 x 350 dots for the entire screen trying to adequately display a
form which will be printed at a much higher resolution and with much more
detail. Our experience is that for simple forms, the mouse drawing approach is
fast and easy, but for anything above a very simple form this approach is slower
and more difficult.

4. Using a Digitizer Tablet

This may be the fastest method for converting existing preprinted forms
into electronic forms, especially if the forms have a large number of lines and
boxes. It does require-additional hardware and text items still have to be en-
tered from the keyboard. The approach is of limited value in designing new
forms, and it is difficult to register a form for computer data.

In selecting form design software, some of the factors which you should
consider are: :

1) The number of forms to be designed.

2) The amount of text versus lines and
boxes on the typical form.

3) Equipment available and the experience
of the personnel designing the forms on
that equipment.

4) How the forms are to be filled in (computer

or manually).
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This last consideration may be the most important. A form is designed
only once, but filled in many times. If a form is to be filled in with computer
generated data, you must be concerned with how easily the package allows you
to register the form for data, and how easily the data merging part of the
package allows you to integrate the electronic form into your computer applica-
tion. We suggest that when you select a package make sure it allows you to
print a copy of the form overlaid with a printer spacing grid based on the pitch
and lines per inch of the data. This is an extremely valuable tool for fine tuning
an electronic form for data merging with computer generated data.

DATA MERGING REQUIREMENTS

Data merging is the process of merging data from a host computer ap-
plication with an electronic form. The concept is essentially the same as when
using an impact printer and preprinted forms. First, the form must be available
when the data arrives at the printer; and second, the positioning of the data on
the form is handled by the computer application.

Let’s begin with the clements needed for successful merging of data with
an electronic form. These are:

1) The form to be filled in must be in the
printer’s memory.

2) Any font required by the form or the data
must be available.

3) The form must be activated for overlay with
the data.

4) The daia from the host computer application
with proper printer spacing must be available.
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When and how the printer is prepared for data merging depends on your
application. We will outline several alternatives which fall under the two broad
categories, which we refer to as, Application Control and User Control.

Under the Application Control method, one approach is to download
soft fonts and the form required by a particular application each time data is
sent for printing. The sequence would be to send the soft fonts, then send the
form, reposition the cursor by sending a PCL command, and finally sending the
data. This approach should only be used for low volume forms that are printed
infrequently. Its main advantage is reliability, that is, all required elements are
guaranteed to be available when needed. The main disadvantage is the over-
head involved in sending font and form files to the printer for each page of data.

A slightly modified version of this approach is to download the soft fonts
and the form required by a particular application at the beginning of the ap-
plication job stream. This eliminates the repetitive downloading of fonts and
form for each page of output, while still maintaining a high degree of reliability
that the fonts and form will be available when the data arrives at the printer.

A superior approach for handling printer preparation, in situations
where forms are used on a routine basis, is to store all of the soft fonts and the
electronic form files required by each of your applications in the printer’s
memory so that they are available whenever needed. This is the User Control
approach. As we discussed previously, the LaserJet Series II can store up to 32
macro files in its memory. (Forms are stored as macro files.) Under this ap-
proach, you establish host computer job streams to download the fonts and
forms required by each laser printer. The jobs are run each time the printers
are powered up. Forms and fonts remain resident in a printer’s memory as
long as it remains powered up. Since more than a single form can be in the
printer’s memory, the printer must be told which form is to be overlaid with the
data from your application. The printer has a feature called auto-macro over-
lay, which allows a previously loaded macro (form) file to be merged with data
from an application. The signal to start auto-macro overlay (which is referred
to as activating a form) is an escape sequence sent by your host application as
the first characters in your output data string. Once a form is activated it will be
overlaid with each page of output until another form is activated or until the
printer is reset.
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APPLICATION OF ELECTRONIC FORMS ON THE HP3000

Next we will discuss some of the considerations in using electronic forms
on the HP3000. Typically, you will be integrating the electronic form with an
existing application which is already printing output on a preprinted form with
an impact printer. Your main concern should be how easily can the data merg-
ing requirements of the electronic form be integrated into the application.

Let’s start with procedures for downloading fonts and forms to the laser
printer. You need a program to download soft fonts and forms from the host
computer to the laser printer. They cannot be merely copied with a utility
program. The actual program is typically executed in one of three ways. The
first method is on-line with the particular font and form files to be downloaded
selected by the user or operator. The other two methods were described under
data merging. The program can be set-up as a batch job which can be run by it-
self or as part of an application job stream, or as a subprogram called by the ap-
plication program which generates the data.

One advantage in some software packages is the ability for the fonts re-
quired by a form to be automatically downloaded with the form. This saves
time and eliminates the potential for error. Of course, the same fonts should
not be repeatedly downloaded when you specify several forms, instead the
software should identify the common fonts and only sends them once. Another
valuable feature is the ability to group forms so that only a group name need be
specified in order to download all of the forms in the group.

We spoke of activating the auto-macro overlay feature for a form stored
in the printer. Usually this is accomplished by including the escape sequence as
the first characters in the output data string. If a second form is required, its es-
cape sequence is included in the next string of data. This procedure of sending
an escape sequence, data, another escape sequence, and more data is referred
to as dynamic form switching. After the last record of data is sent, the printer
must be reset in order to terminate the auto-macro overlay. Usually this is
handled by the spooler, however your program can also send its own PCL reset
command.

Page 013-12



Electronic Forms:
Another Step on the Road to the Automated Office

APPLICATION OF ELECTRONIC FORMS ON THE PC

Whereas, replacing preprinted forms with electronic forms on the
HP3000 usually involves an existing application program which is processing
and printing the data, on the PC you frequently find electronic forms being
implemented to replace preprinted forms filled out by hand or on typewriters.
Thus, the first concern in dealing with electronic forms on the PC is determining
the application to be used to fill out the form. Typically the application is a
word processing program, a spread sheet program, or a data base management
program. There are also specialized data entry programs which can be used to
display a data entry screen that looks like the form.

The procedures for downloading forms and fonts from a PC to the
printer are the same as on the HP3000. Likewise, the basic requirement for ac-
tivating the auto-macro overlay feature is the same. However, implementation
of the auto-macro overlay can be complicated with some PC packages which
restrict the inclusion of escape sequences within the data string. In these cases
the escape sequence to activate the form must be sent outside the data string,
and if the program sends a printer reset prior to data, the reset must be dis-
abled.

The bottom line is that there is no standard approach for handling
electronic forms on the PC because each package provides different approaches
for interfacing with the printer. At BSI, we routinely use electronic forms with
dBASE, R-BASE, Lotus 1-2-3, Word Star 2000, Word Perfect, and Advance
Write.

One important consideration in using electronic forms on the PC is con-
trol over the master version of each form. When you have individual PC users,
PC network users, and HP3000 users all using electronic forms, it is essential
that a central library of forms be established. Otherwise, you will soon fine
various versions of the same form spread throughout the company. At BSI, we
maintain the library of master electronic forms on the HP3000. Both our
HP3000 users and PC users access this library for the current version of
electronic forms.
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IMPLEMENTATION OF ELECTRONIC FORMS - CASE STUDIES

In this section, we will cover two situations where electronic forms have
been implemented with great success. The first situation, which was described
in an article in the November, 1987 issue of The HP Chronicle, involves the
Central Coast Computing Authority (CCCA) in Santa Barbara, California.
CCCA is a public agency with data processing responsibility for the Santa Bar-
bara Community College District, as well as two school districts comprised of 24
high schools, junior high schools and elementary schools. They service ap-
proximately 130 users, most of whom are at remote locations.

CCCA’s initial application of electronic forms was for printing student
transcripts. Under the old method, a student or parent requested a transcript
from one of the member schools. The request was then transmitted on-line to
CCCA, where it was held until off hours for printing. At that point it was neces-
sary for the computer operator to mount the preprinted transcript forms and
then print the small number of requested transcripts (usually from 1 to 20).

After printing, the transcripts were sorted by requesting school, and sent
to the requesting schools either via mail or courier. Considerable time delays
occurred routinely, and a number of people were involved in the process.

The implementation of electronic forms for this application was simple
and straightforward. Most of the schools already had laser printers on site so
the actual printing of the requested transcripts was shifted from the central
facility to the individual requesting schools. Here is how the system works. The
file containing the electronic transcript form is maintained in the central com-
puter. Access to the form and the font files is via an on-line request screen
which allows each school to request that these be downloaded to its laser
printer. When a transcript is requested, the job is submitted on-line from the
remote location. The job is processed on the HP3000 and the data is sent to the
laser printer at the school where it is overlaid onto the form and printed.

The application was easy to implement, but the benefits were significant.
Now instead of days, the turnaround time from request to printing is just
minutes. Also, most of the man hours have been eliminated from the process
since the computer operator and the mail room are no longer involved.
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CCCA is a typical example of electronic forms replacing preprinted
forms. The process was simple and no modification to the existing program was
required. Another example of electronic forms is an application involving the
TDY travel order form for the U.S. Navy. This application involves the use of
both an electronic form and electronic signatures.

The Naval Ship Weapons Systems Engineering Station at Port Hueneme
implemented a new on-line financial management system (referred to as
STAFS) which included a number of very sophisticated on-line approval
processes. One of these involves the generation of TDY travel orders for
Department of Defense personnel. The TDY travel order allows government
personnel to receive advances for business travel expenses. The system allows
for the requesting, approving and authenticating of travel orders to be done en-
tirely on-line. However, once the actual travel order is printed, each of the offi-
cials involved is required to sign the form.

At Port Hueneme, over 50 travel order requests are processed and
printed each day. Prior to electronic forms, the approved travel orders from the
STAFS system were printed in the travel office on preprinted forms, and then
someone would carry them around the base getting the appropriate officials to
sign the orders (which they had already electronically approved on the new
computer system). The implementation of electronic forms and electronic sig-
natures was designed to eliminate this duplicate effort, and to streamline the
process of generating travel orders.

The system operates on a Hewlett-Packard Vectra computer which is lo-
cated in the travel office and connected to the STAFS computer. Printing of the
travel orders is done on a LaserJet Series II. Approved travel orders which are
to be printed are transmitted from the STAFS computer to a signature merge
program operating on the Vectra. The names of the requesting and approving
officials on the travel order record are used to search for the appropriate
electronic signature images, which are stored in encrypted form on the Vectra’s
hard disk. The travel order data, the signature images, and the electronic form
are merged and printed by the laser printer.
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The system saves time and money, but more importantly it allows the
Navy to take advantage of the control and approval functions built into the
STAFS system. The electronic signature image on the physical document is
proof that the travel order was in fact electronically approved in the STAFS sys-
tem. :

CONCLUSION

We have covered a lot of ground in our discussion of laser printers and
electronic forms. Hopefully we have succeeded in demonstrating that the laser
printer has the potential to be an invaluable tool capable of assisting you in
achieving tremendous cost savings and efficiencies within your office. At this
point, we would like to recap some of the key advantages to be gained in using
electronic forms in place of preprinted forms.

Reduced cost is one of the primary benefits to be gained with electronic
forms. The direct costs associated with using preprinted forms are high and
they continues to go up. The indirect costs of storage space and wasted time are
also significant. All of these costs can be eliminated or drastically reduced with
electronic forms.

Electronic forms provide you with almost complete control, something
that is impossible with preprinted forms. Access to any particular form can be
restricted to certain people or departments, and the current version of an
electronic form is the only one available for use throughout the entire company.

Printing of forms can take place in the user departments without worry-
ing about inexperienced people having to mount and align preprinted forms.

Finally, you never run out of electronic forms.
The bottom line is that the laser printer has opened the door to a new of-

fice technology -- electronic forms. With it, you can make your forms the effi-
cient tools they were intended to be.

Page 013-16



How To Keep Your Auditor Happy

Robert A. Karlin
Karlins' Korner
7628 Van Noord Ave.
N. Hollywood Ca.
91605

'Twas the night before audit
and all through the shop,
not a creature was stirring,
not the tiniest flip flop.

‘The listings were placed
‘neath the window with care.
in hopes that the Auditor,
vouldn't look there.

‘And I with ay coffee cup
clutched in ny fist,
searching around for

what could have been missed.



‘And as I await there
sweeping the floor.

I suddenly hear

a loud knock on the door.

‘I rush to the door,

and vhat there attemds,

but a three piece blue suit,
and eight tiny red pens.

'"On Debits, On Credits.

"On Dashes, and X's,

"Is the Hold Account right,
"Have we paid enough Taxes?.*

‘He moved through the room
searching for listings,

to find for himself

vhat controls we were missing.

'And wvhen he was through
and his notations abed.,
he turned to ay boss,
with a shake of his head.

‘"All of these programs
"must be rewritten.
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"Documentation is bad,
“and the Data's not hidden.

‘And as he strode out,
you could hear, loud and clear,
“If you think this was bad,

“just wait 'til next year!"'

with apologies to Clement C. Moore
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IN THE BEGINNING

In most cases, it is difficult to involve your auditor in a
project from its inception. Usually, he will wait until most of the
design is complete before descending from his office upon the
project team. A few fairly simple design considerations will go a
long way in providing him with comfort and peace of mind. and this
can be very important in keeping the project on course and under
budget.

COST JUSTIFICATION.

Our first. and primary concern in providing auditability for our
systems is cost justification. If we are spending twenty thousand
dollars to design and implement a system., we should not spend two
hundred thousand to insure its auditability, if the system does not
require it. If you are doing bulk mailings, It may not matter if
you loose ten percent of your master file, if you can still select
enough different names to fill your mailing requirements. On the
other hand, if you run a bank, a 1listing for the IRS of all
customers that have earned more than six hundred dollars had better
balance to the penny. During the design of the system, the actual
vorth of the end product (worth. not cost - a three hundred dollar
program may be worth millions to the corporation) must be weighed
against the cost of any auditability design enhancements.

BACKUP AND RECOYERY
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One of the more important areas that an auditor will want to
examine is the Backup and Recovery scheme for your project. He will
not be concerned with the daily and weekly backups for your overall
systen (though the scheduling of these jobs in relationship to you
system is important), but specifically with the application
dependent backups that should be designed into your system. If you
nightly processing takes almost your full offshift time, ten mimite
backups at convenient times during the night could save hours of
recovery time. Sometimes, copying one key file to tape could be the
key to a timely recovery. It your daytime online operation is
critical to the corporation, a lunchtime backup could be very cost
effective. Closing and copying your transaction log file at
reasonable intervals can also save time and money in the long rum.
It you chose this route, be certain that you are predictable. It
you close down at noon every day for a half hour, don't close down
at eleven fifty five one day and twelve fifteen the next. ‘'¥hen the
operator gets hmgry' is not a particularly effective lunchtime
backup scheme. [Keep a reasomable mmber of generations of your
backup, and keep some of them offsite. This is an important part of
the original system design., and including the backup procedures will
show thoroughness that auditors like. HNote that copies of your
software should also be kept offsite.

TESTING AND TURNOVER

A second area that anm auditor will be interested in is your
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testing and turnover procedures. Procedures for both problem
resolution and new software releases should be considered as part of
the initial system design. Backout procedures should be part of the
turnover of any changes to a system. Application system changes
should be scheduled at non peak times. and the users should be
forevarned that the change is being implemented, so that they may
prepare for the possibility of catastrophic failure. All changes
should be tested in an enviromment as close as possible to the
production environment in which they will run. and the test results
should be part of the change documentation. All changes must be
reflected in the system documentation, and no system should be
accepted that does not have sufficient documentation. The auditor
will probably require the user to sign off to any changes to the
application system, vhether or not they will be visible to him.

. DOCUMENTATION

System documentation is probably the first thing any auditor will
ask for. and woe to the project manager that does not have it. The
documentation should be written during the project development as an
integral part of the system design package. and should be kept
current as programming continues. The original program specs should
be comaplete enough to write the program without the need for
additional information, though I have yet to see a system where this
could be done. At the least, the program specs should be annotated
by the programmer when further information becomes available. File
contents and usage should be kept in some form of data dictionmary,
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and the dictionary should be kept current as the project continues.
File layouts should be in copybooks, generated, if possible from the
data dictiomary, and all program should use the same copybooks.
Keeping the documentation current is as important as the
completeness of its content. System documentation should consist
of, at the very least, input and output descriptions, the data
transformation and formulae used in the programs, restart and rerun
procedures, primary users, other users, system dependencies,
balancing instructions, and program and job control 1listings.
Copies of the documentation (either in machine readsble form or on
microfiche), should be kept offsite. You should also develop some
forn of change control documentation consisting of a description of
the change, the reason for the change. copies of any changed system
documentation, and backout procedures in case of a change failure.

SECURITY

Of all areas of system control, security is probably the most
nisunderstood. Host people consider security to consist of
preventing unauthorized access to production data. This, in truth,
is part of security, but is hardly the entire subject. Security
should be considered as the protection of the operating environment
from compromise or damage WITHOUT SERIOUSLY IMPACTIRG USERS AND
PREVENRTING THEM FROM DOING THEIR JOB. This includes providing the
operations personnel responsible for the maintenance and monitoring
of the system with the tools necessary to their work. Any gocd
programmer, with the time to work at it. can access or change data
surreptitiously in a production enviromment. It is better to spend
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time and money in ensuring that all accesses to production data are
properly logged, and that umauthorized access can be spotted easily,
than to try to prevent all access to the data. Tools such as QUERY
should be controlled, as opposed to eliminated. If security is made
so tight that programmers and users cammot do their jobs properly.
the security system will be circumvented at the first opportumity.
The balance user friendly and tight security is a fine ome. and
should be based on the actual worth of the data and system involved.
not on a 'global’ security mandate.

DATA INTEGRITY

The last area that we sill discuss from the auditor's checklist
is the controls needed to ensure the veracity of the production
data. At each step in processing., checks should be established to
ensure that the data at this step is proper. All programs should,
at a ninizum, provide a record count of input and output records.
Programs that do serial reads should also provide some form of
balancing total that can be used to trace data as it moves through
the system. A transaction log, containing dates. times, users and
change data. should be updated for every change to the data base.
Control totals from this log should be checked against the data base
at appropriate intervals. Programs to insure the integrity of the
database should be part of the origimal system design, along with
maintenance programs that update the transaction log while updating
the database. For image databases, DICTDBA, HOWMESSY. DBSTAT (or
any of the other programs that do forward and backward reads of all
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the chains on a database), can be run on a scheduled basis, though a
prograk to do the same function can be written and tailored to the
application and would provide a better test of the database. In
general, audit trails and balancing controls should be kept as
simple as possible, and should be easily located for crosschecking
against each other. If they are not, they will be ignored.
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AS THE VORLD TURNS

One of the major problems that plague ongoing projects is that
the personnel that finish a project may not be the ones that started
it. The job of the suditor is made that much harder by constantly
changing procedures and styles of coding and documentation. An
auditor that does not understand your system is one that will
criticize it heavily. A fev important dos and don'ts may save hours
of headaches writing responses to your auditors reports.

CONSISTENCY

If you feel the need to change standards in mid stresm (amd there
may be very good reasons to do so), take the time to retrofit
previous coding and documentation to match the current standard.
But it works, I hear you say. If it works that well, then maybe
your standards don't really need changing., at least as far as this
project is concerned. On the other hand, if there is such a
pressing need for revision. then there is a need for the recoding
effort. If you don't schedule it as part of the change, it will
never ever get done. It is far worse to attempt the maintenance of
@ system that does not follow a consistent standard than to atteampt
the maintenance of a system that follows a bad one.

INFORMATION AS IT HAPPENS
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Copy your auditor on every design change memo, the minutes of
every design meeting, and copies of all user memos. It may seen
that by deluging hie with what you might think to be trivia, you
vill be actually hurting your cause, but this is not so. If your
auditor can see the development of your system as it happens, you
vill not have to explain as many of the design decisions you make to
hin down the road., when those reasons are clouded by time and
subsequent problems. Also, by keeping track of the evolution of
your system, your auditor will develop & sense of continmuity within
vhich your decisions will be more explicable.
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AND THE MOMENT OF TRUTH

In the final analysis, whether or not your auditor is happy with
your project will depend as much on how the project is accepted by
its users as on anyone else's opinion. Your auditor will usually
look in those places that have been pointed out to first. If your
users are will informed, and happy with the results of the project.
the auditor will begin his audit on a positive note. If your users
are plagued by an unreliable system, and are not kept informed of
changes, both plammed and unplamned, the auditor will have halt of
his report written long before he enters the data processing
department. It is difficult to keep all users happy all of the
time, but by getting user signoffs on all changes, and by making the
user feel as if he had a hand in designing the system that will
ultimately determine how well he does his job, you can keep him
bappy most of the time. And this will certainly increase your
chances of receiving a successful audit of your system.
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AND S0 ...

In summary, most points that your auditor sill bring to your
attention are common sense approaches to the design of your system.
Your auditor is most concerned with the protection of the preduction
environeent, and the ability to prove the results of the system
under consideration. He will want to be sble to pick up any
report, pick a figure, and trace it back to its original source
document. To do this, he will need gocd system documentation, a
good audit trail of tramsaction history., the confidence that the
report he holds coincides with the database at a particular time,
and the knowledge that the programs that led to the production of
the report have been fully tested and integrated into the system as
a vhole. In general, these points are the points that you should be
concerned with as well. 1In some respects. your auditor is your
conscience, keeping your from cutting cormers that you know you
shouldn't. Remember this, and you will survive even the most
stringent audit.
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User Friendly Security

Robert A. Karlin
Karlins' Korner
7628 Van Noord Ave.
N. Hollywood Ca.

SECURITY: ... 2. something that gives or assures safety. tranquillity.
certainty, etc.; protection; safeguard ... (Webster's New World

Dictionary of the English Language Second College Edition: 1976)

From the beginning of the online business data processing
environment, the question of protecting that environment has been
asked meny times. The answers have run the gamut from complete
indifference to extreme parsnoia. The propounders of these answers
have collected numerous arguments. most of which have 1little or
nothing to do with the basic question. In order to adequately explore
the question of safeguarding the business data processing environment
we will use the following definition of security:

SECURITY: The protection of the business data processing environment

from damage WITHOUT SERIOUSLY IMPACTING THE ABILITY OF THE DATA
PROCESSING TISER TO CONDNICT HIS BUSINESS.
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With the emergence of large DP staffs, many professionals have
forgotten that the business data processing environment is not an end
in itself but a service provided to enhance the efficiency of a
particular business. lMost security is installed and administered by
staff nmembers far removed from the user. Especially in these cases,
security officers must balance the need for protection against the
impact on the user's operation. In this paper we will explore the
kind of considerations that must be taken into account when

establishing or maintaining a secure environment.
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SECURITY AND RISK ANALYSIS

In order to properly implement security in a data processing
environment, one must know what one is protecting. and what one is
protecting it from. There are no global rules on how much security is
necessary. or vhat form it should teake. Each particular installation
nust analyze its own enviromment. identifying the perils to be
protected against, and assessing the cost of protection against the
worth of what is being protected. We can group the perils in the data
processing field into the following categories: Unauthorized Access to
sensitive information. Accidental Damage. and Malicious Destruction.
For the purpose of this discussion we will ignore the problem of
Unauthorized Use (that is, use of hardware or software without either
demage or the compromising of sensitive data) because with the
exception of response time considerations, the problems of
unsuthorized use (such as the productivity of an employee who spends
his dey playing pong) should be handled in other areas (such as
personnel) without meking security either the scapegoat or the cure-
all. Employees who cannot behave in a responsible manner will turn to
other forms of diversion, while security restrictions to prevent this
type of problem will do nothing more than lower the morale of those
staff who are responsible employees. In addition to these
considerations. it is impossible to assign a mnesningful wvalue to
losses suffered due to the unauthorized use of hardware or software,
and without a value the imposition of security is a meaningless
gesture.
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Each different type of peril has different formulae for calculating
the loss that could be suffered. Some losses can be more political
than actual, and proper security for these cases may consist primarily
of education. Other losses, while real, may be incalculable. In these
cases, one must be more concerned with the recoverability of the
environment than in its protection. True disaster recovery will be
part of any efficient security system, and if a disaster recovery plan
is in place at the outset, the job of instituting effective security
is made that much easier.

Full scale risk analysis for an existing shop can be both costly
and time consuming. Most companies opt for ignoring the problem of
designing a viable security plan altogether and therefore end up
instituting security measures on a haphazard basis. This creates havoc
for users and progranmers alike, costs much in time and manpower, and
usually does not protect the environment from many of the perils
besetting it. To make the burden of risk amalysis easier to bear. a
surface analysis of the enviromment can establish the types of
applications within the enviromment, and recommend the appropriate
security for each type of application based on the both the wvalue of
the applications within each type., and the ease in tailoring the
security tools available to that application type. New applications
standardly can include a risk analysis, while old applications can be
retrofitted as time allows, and the risks warrant. In this manner,
all systems can be brought to & standard level of protection with far
less impact on the current users of the systems.

When performing risk analysis it is easy to focus on the
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programmer a8s the main security risk. Aside from the obvious morale
problems in a shop vhere each employee is treated as either a hardened
criminal just waiting to sabotage the system, or a fumble fingered oaf
~unable to read a file without deleting it, a security system designed
to keep programmers in small boxes can double development time, and
prevent timely problem resolution. While it is appropriate to place
some restraints on the programming staff, it is necessary to allow
enough freedom to the staff to do its job. 1In general, one must be
realized that one's programming staff works for the same company, and
is not 'the enemy'.
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TYPES OF SECURITY

Security comes in a number of forms, and not all forms are
appropriate for a particular task. Each application must be examined
to determine the most cost etfective form of protection. Ease and
cost, of implementation, susceptibility to demage. and sensitivity of
the data nust all be taken into consideration.

The first and simplest form of security is the assignment of
unique user identification. This security measure is the foundation on
which many of the more sophisticated measures are based. Until Until
unique ids are assigned, no responsibility can be assigned. and no
audit trail can exist. Common user ids for departments or
applications remove one of the cornerstones of a good security
implenentation.

Once unique user ids have been assigned. each user can be
restricted to a single on-line session at a time. This prevents the
usurption of a user id while the user is logged on., and reinforces
good security habhits by forcing the user to log off when he leaves his
terminal. (1f you don't think this 1s the case, watch a user try to

sign on tn show his boss a problem).

Password protection of the user id is the next level of security.
Pagswords should be assigned by the user himself, and changed at
reasonable intervals. Requiring passwords to be changed too often, or
assigning meaningless gibberish will result in passwords that have
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been written down and placed in desk drawers or taped to the terminal.
Once the user id has been protected, additiomal passwords should be
used sparingly if at all, since additional passwords will also
encourage passwords to be written and stored instead of remembered.

Oonce the user id is secure, files and applications can be write-
restricted to certain users. This helps preserve the integrity of the
files. Data bases and other master files should be protected from any
unauthorized write access. Transaction files should have a broader
access, encouraging the correction of erroneous data by transactions

(which are auditable) instead of direct manipulation of the data base
(vhich is not).

Read-protecting data should be limited to instances in which the
data itself is sensitive. Hany applications overlap, and the
integration of data and elimination of redundancy can be greatly
hindered by a common pulicy of read restrictions.

For extremely sensitive material, encryption is superior to read-
protection, but costlier to implement. The combination of the two is
very secure.

Nonvolatile files can be protected by restricting access to batch
prograns only. This allows a complete audit trail for all activity
against these files, and an extremely easy recovery path in the event

of file corruption.

Restricting access to certain users ids, progrems or files, can
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alao bs accomplished by terminal location. This form of protection
must be applied carefully, since certain minor disasters that affect
the location of the acceptable terminals can have major consequences.
Also, late night and weekend remote problem resolution can be
hampered. Restricting terminals to certain users by user id can pose
the similar problems.

Any form of restriction carries with it certain costs not
assnciated with implementation. Restrictions that hamper problem
resolution can have serious cost consequences. Restrictions that
force users to alter their way of business unnecessarily can also

increase operating budgets tremendously. These factors must be taken
into account in any effective security implementation.
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UNAUTHORIZED ACCESS

Probably the most misunderstood area of security is umauthorized
access. Unauthorized access involves the compromising of dats or
Programs. as opposed to Unauthorized use. which is the use of hardware
and software without the compromising of data or programs. It is
particularly easy to apply the strictest security measures to a whole
installation where only small portions of the data within the
installation are significant. On the whole. there is usually very
little sensitive data in an installation. This data divides easily

into three types: economically sensitive data. legally sensitive data
and morele sensitive data.

Econonically sensitive data consists of information that could
cause monetary loss if divulged, such as proprietary software, sales
commission rates, future market studies, etc. Security in these areas
1s more to make the user feel secure, than to actuslly protect, since
it is generally more important to the user himself than to any
competitor. and since most of it is availsble on the corporate rumor
mill anywey. 1In the user community, availebility on a need to know
basis is appropriate: for the programming staff, nondisclosure
agreements are usually sufficient to protect the installation. On
those areas that are truly semsitive. including merger plams. inside
information. etc., nondisclosure agreements can sometimes be the only
protection. since the data will be available to a programmer at the
first epplication progrem failure.
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Legally sensitive data presents a greater problem. Bank account
balances, credit information, personnel records, etc. can all be the
basis for costly suits if divulged. This data should be protected
from any unauthorized user, and most of the programming staff. Only
those whose responsibilities directly include production problea
resolution should have access to this data, and again, nondisclosure
agreements are a necessity.

Horale sensitive data can be the most difficult security access
problenm. The largest area of morale sensitive data is payroll
information. Any company that does its own payroll is asking for
trouble. If there is no way out of it, responsibility for payroll
problem resolution should be relegated to one's most trustworthy
staff, and no one who handles payroll data should be drastically
underpaid.

Another area of morale sensitive data can be online interoffice
memos. Most mail packages do not encrypt these missives, and many use
data bases that are accessible to all users.

In these cases, staff must be cautioned from using online mail for any
message that could be inappropriate for general release.

The general rule of thumb for umauthorized access is to assume
that staff members are responsible people, and will, in general,
behave in an appropriate mamner. Truly sensitive material should be
protected to prevent temptation, but minimal security measures are
sufficient for most purposes.
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ACCIDENTAL DAMAGE

The most prevalent security problem is accidental damage to
softwvare or data. All shops have experienced some form of accidental
dapage, and we include under this heading anything from the program
bug to purging the wrong file. Each of us has experienced the joy of
attenpting a coherent application repair at 3 a.m., only to find in
the morning that our fix has gone awry. Yet completely eliminating
access to the production data can be a cure worse than the disease. as
production program inconsistencies wreak havoc in our dats bases.
while we sit helpless to correct the problem.

Our first goal in handling accidental damage is to admit not only
the possibility but the probability of error. For each application
area. we must assess the extent of damage that is., if not acceptable.
at least tolerable. How late in the day can the users be allowed
access to their system before a true crisis sets in? How far back can
the user recreate his input? Can the user survive if the nightly
batch jobs were not run? Until these questions are answvered, we
camnot truly essess our risk, and apply the correct amount of
security.

our second step is to codify the types of demage that can occur
accidentally. These usually break down into the following categories:
Loss or corruption of production program. Loss of input data.
Corruption of input data, Corruption of Database, and Loss of
Database.
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Most security problems relating to production programs occur
vhile attempting to correct other types of problems. The best
solution to this type of occurrence is the establishment of a separate
operations group responsible for production turnover. This group
could also double as documentation librarian and production problem
support, and is an excellent way of apprenticing nev programmers.
Production turnover procedures must be rigorous, with write access to
the production program group denied to all but the staff responsible.
If the shop is too small to warrant a staff for this purpose, the
systen manager should take on this responsibility. Even in a shop
with one or two programmers, the underlying security should be put in
place as if a production turnover staff existed. Moving production
programs (as well as JCL, standard copybooks., etc.) should be
accomplished by preexisting job streams, parametrically modified to
the task at hand and capable of creating an archive version of both
source and executable program files. An audit trail of some sort.
either a listing that is filed, or a file that is extended, can also
be created by this stream. Proper program security includes the
ability to easily back out any prograx change, in addition to
identifying what was changed. Proper security also includes being
able to easily identify the current program version, through compile
date and/or version number prominently displayed each time the program
is executed.

Preventing loss of input files, on the other hand, can be a

nightmare that no amount of security will prevent. Identification of
input is essential in safeguarding a production environment. All
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progrems that create data that is input to other programs must create
an audit count of at least the mumber of records passed. In addition,
some other form of hash or logical count should be instituted. These
counts can be displayed on control reports that are filed. or added to
an audit file along with a time/date/program stemp. Online input
should be logged somevhere, with an easily accessible way of
determining if the data logged has been applied to the preduction
environment in case of system or program failure. Just supplying a
user with a transaction log in the event of a crash can save hours of
manual labor trying to recover a day's input. If the integrity of the
system warrants it. transaction backups can be taken anywhere from
hourly to deily. Here again, we must weigh the cost of the loss
against the amount of security to apply.

Corruption of data bases or input data is usually (though not
always) accomplished by a program bug. A perfect program of more than
2 hundred lines has yet to be written, and no test procedure can
effectively test all possible occurrences. All systems should have a
method of correcting bad data within the system using builtin
safeguards and audit trails, but all programs should alsc be perfect.
The time will come when the input data must be tweaked, and good
security must allow it. It is far more important that changes to
production data by other than production programs be identified than
be prevented. If it is too difficult to change the data within the
security system. it will be changed outside of it. and any audit trail
will be irretrievably lost. The minimum audit trail must be to log the
access to the production data. The minimum security must require the

USER FREINDLY SECURITY 0017-13 Robert A. Karlin



bad data be backed up prior to being tweaked, for even bad data is
better than none at all. If successful, t!}e change should be signed
off by aomeone other than the implementor, preferably the user.

Loss of data base through hardware or software can not be
prevented. The only possible security for this type of problem is
regular backups and transaction logging. Logging can be implemented
through programming on files not managed by a Data Base lManagement
System, and all systems that use such files should be evaluated for
the necessity of such measures.

Loss of a data base through human error can usually be prevented
through the use of appropriate access security. Privileged
capabilities should be restricted to those for whom it is necessary.
Even these users should have both privileged and non privileged
access, and use the former only when necessary. Privileged
capabilities should never be restricted to a single user id shared
amongst those who need it, since this eliminates a major audit trail.
Each user who may need privileged access should have his or her own
user id, the use of which may be audited easily.

Our last step is the logging and analysis of all accidental
damage to the production environment. Only by examining the pattern
of past errors can we improve our security. We must restrain
ourselves, however., from implementing random security measures in
response to any particular event. Security must be established as a
coherent structure of policies and procedures, not a haphazard
collection of unrelated actions.
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HALICIOUS DESTRUCTION

Rex Stout once commented that it was impossible to prevent a
determined murderer. It is not difficult, however, to make certain
he is caught. The same logic of course applies to most business data
processing environments. One cannot secure one's system from those
vhose responsibility it is to ensure timely amd accurate service to
one's users. One cannot secure one's system from the user who must
update it. Any attempt to place severe enough restrictions to
actually protect may result in a morale problem deep enough to
precipitate the very acts one is trying to protect against. The two
major efforts in this area must be: first, to establish a secure
enough environment to ensble reasonable detection of sabatoge, and
second. to isolate the perpetrator.

Securing the environment involves many of the steps outlined for
accidental damage. A separate staff responsible for turnovers.
sufficient backup procedures, including offsite retention of files
back far enough to cover most contingencies, and separate production
libraries are all good measures to help secure the environment. Other
common sense items include removing access to hardware and software
before an employee is informed of his termiration. giving two weeks
ray in lieu of notice IN ADDITION to eny severance due, ond enforcing
password changes at reasonable intervals (two months is adequate).
Creating an atmosphere where the majority of employees feel they have
been reasonably well treated is probably the best safeguard. Allowing
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employees to feel that they are professionals, even when terminating
them, will also help foster professiomal conduct.

Isolation of the perpetrator can bhe enhanced immeasurably by
assigning sole responsibility for each area to different staff
members. All senior and intermediate staff should have an area of
total responsibility, and should be held accountable for knowing the
current state of their area, including recent problems and changes.
This provides a single area to audit on employee terminmation, either
by the corporation, or by the employee's own decision.

In general, though, one cannot run one's business in the fear of
sabatoge by disgruntled employees. Though stories of computer crime
£ill the newspapers, very very fewv employees actually resort to such
tactics. Most staff are profcssioml,' and even if they are not, the
effect on one's career of being discovered is enough to discourage
even the most foolhardy. Only in anger will these employees attempt
to damage your installation, and proper management is more important
in preventing this form of sabatoge than any security implementation.
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INSTALLING SECURITY

After delineating the perils that would affect your installation,
it's time to analyze the extent of the security necessary for your
installation.

First, isolate global perils, those elements that could bring
your complete operation to a halt. The responsibility for these
elements reside with your system manager and technical staff.
Securing the system from these people is extremely counterpreductive
and probably impossible anyway. Establish instead & monitoring
procedure to protect the system, regular backups to recover with. and
'walk throughs' of all system changes amongst the responsible parties.
New releases of vendor software should be publicized prior to
installation. and copies of the prior release should be available to
return to. Never let a vendor, including HP, IBM, etc. install
software without first, explaining the new release and installation
procedures to you: second. explaining the backout procedures to you:
third, allowing you to do a complete backup of your current systen;
and fourth. allowing you to talk to another installed site.

Second. identify your essential time critical applications. that
is, those applications that MUST (not should) be completed or online
at a particular time. or your operation goes down the tubes. These
can include daily payrolls, order picking tickets, point of sale
applications, etc. Determine the types of perils that these

USER FREINDLY SECURITY 0017-17 Robert A. Karlin



applications are subject to. Establish the minimum time it would take
to recover fram each type of peril and determine if a manual bhackup
can be designed for complete disasters. Determine the minimum
sscurity necessary to protect against the majority of these perils and
implement it on an application specific basis. This may involve
programming the security into the application itself. Remember, these
applications MUST be available at a particular time, and so you have
no real choice in whether or not to implement security here.

Third, identify those essential applications that are not time
specific, that is, they must be done but you have some leeway in
recovery. Security here can be looser than in the previous
categories, but these are still essential systems. ¥With this
category, you must determine the maximum time that you can live
without each application, that is, how many hours or days have you to
fix any problem. Application considerations for this category should
be geared toward the auditability and recovery of data, as opposed to
stringent internal application security.

Fourth, group those applications that should be run, but are non-
essential or can be produced at a later time. HNany user reports fall
into this category. Some complete applications may fall here.
Usually, standard system security is sufficient to safeguard these
applications.

And if you have any applications in the fifth category. that is
those applications that do not need to run at all, why are you still
running them?
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ARE WE HAYING FUN YET?

In conclusion, by applying security at the application level, in
response to the perceived need of the application itself, you will
tind that you will need less security than it you try to apply
security to your system as a whole. I will leave you with the
tollowing olio of security guidelines.

* ¥Vhen possible, allow users to assign their own passvords.

* If you are assigning passwords, do not make them overly
complex, or someone will tape them to the terminal.

* Try not to require mmerous different passwords. Use the
user id to ascertain access.

* It is more important to log changes to your environment than
to prevent thenm.

* It is more important to provide a tool to the user, than it
is to protect him from the consequences of that tool. This
does not relieve you of the respomsibility of explaining
those consequences to him. but he's a big boy. and should be
allowed to make up his own mind.

* ¥hen in doubt. back it up.
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* When in doubt, log it, count it, apply it ... but back it up
first.

% Security should not be painful. If it is, you're doing it
wrong.

* And finally, your employees' morale is the best security in
any environment.
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Al-The Three Toed Sloth

Robert A. Karlin
Karlins' Korner
7628 Van Noord Ave.
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The three toed sloth, the ai, is & large slow beast that
lives in the South American jungles, where he hangs upside down from
the trees, feeding on fruits and vegetables. Though slow and
normally docile, the ai is a powerful animal, and can be dangerous
vhen aroused.

Artificial Intelligence, that is AI, is also a large slow
beast, living far from the ken of normal programmers. Close
observation of AI by programmers more used to the mundane could
easily lead them to believe that the AI has been programmed upside
down, or at least by creatures that live in trees, feeding on fruits
and vegetables. And AI, though slowv and normally docile, can indeed
be very powerful, and also very dangerous if mnisused.
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D ON

Since the beginning of the computer age, man has wondered at the
idea of a thinking machine. From the Dybbuk of eastern European
ayth to the clockwork figures of seventeenth and eighteenth century
tiction, thinking machines were usually envisioned as human in
shape. In 1923, Karel Capek coined the word Robot in his play,
R UPR , and since then, the word has been synonymous with
mechanical intelligence. It wasn't until the creation of Eniac and
Univac, the first commercial computing machines, in the mid 1950s
that the actual mechanisa by which intelligence could be imparted to
nonliving structures took shape. Since that time. the search for
artificial intelligence, has been ceaseless.

In general, AI has not touched the business market place. AI is
still too new a field of study to have produced much fruit.
However, this is chenging. ‘This paper is a look at AI from the
businessman’s point of viev, examining what has gone before. and
vhat is still to come, and how this will affect the business data
processing department of the near future.
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INTELLIGENCE

Before we enter into a discussion of what constitutes artificial
intelligence, we should first see if we can define what it is that
ve mean by intelligence.

Webster's defines intelligence as 'the ability to learn or
understand from experience; the ability to acquire and retain
knovledge; the ability to respond quickly and successfully to a new
situation'. W¥hat part of this definition is applicable to
intelligence of the artificial kind?

By far the most striking difference between computer programs and
human beings is the ability of humans to alter their behavior
pattern based on experiemce. But it is possible to create programs
that learn as well. The simplest example of a program that learms is
the game program ANIMAL, a computerized version of twenty questionms.
To initiate the game, the program says 'THINK OF AN ANIMAL'. After
the player responds with a carraige return, the program inquires
‘DOES THIS ANIMAL HAVE FOUR FEET?'. If you respond in the
affirsative. the program will say 'ARE YOU THINKING OF A CAT?'. If
you respond that you are not thinking of a cat, the program will ask
you what animal you are thinking of. and when you respond
‘elephant', the program will ask for an indicative feature of an
elephant. The next time the game is played. if the answer to the
first question is affirmative, the program will ask the question
saved from the first game to differentiate a cat from an elephant.
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It the program again guesses wrong, it will store the information
acquired this play. In a surprisingly short time, the program can
accurately guess thousands of separate animals, usually with less
than ten questions. This form of trial by error can be very
effective for small problems, but almost worthless for anything
larger. To illustrate, imagine a program that plays chess. After
each 1oss, the software stores the last move prior to the mate, and
eliminates it from its possible moves. To develop any coherent play
in this manner would take years, even with our fastest machines, and
the lookup time during play would be prohibitive. Current research
in the area of software learning is concentrating on methods for
deriving underlying rules of thumb, as opposed to specific courses
of action.

It may seem that acquisition and retention of knovledge is the
easiest segment of intelligence to emulate in machinery. After all,
this is what we believe computers do best, storing data. And yet,
just storing data does not really fit what Vebster was driving at.
Data must be stored in some usable form, indexed appropriately for
later retrieval, and summarized into coherent structures. And this
is vhere we run into trouble. W¥e can store data much more easily
than we can produce gemeral purpose rules to identify and classify
that data. Ve have trouble developing rules to allow a program the
ability to distinguish between a photo of a beach ball and a photo
of the sun. W¥e also have trouble eliminating “noise” data, data
that does not belong, from data that just does not fit. A human can
easily look into a basket of objects and retrieve a particular size
and color block, yet there is no program yet that can perform that
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task wvith one hundred percent accuracy.

The ability to respond to new situations based on prior experience
may seem to be the most difficult section of our definition to
emulate, yet is actually one of the success stories of curremt AI
research. Rule-based ‘expert systems' have been developed that can
generalize from insufficient data and, responding to new situations
with its area of expertise, produce fairly reliable results, but the
key to a successful expert system seems to be as much in the
artistry of the design analyst as in the developmental technique.
¥e have yet to produce an expert system able to design other expert
systems, though this project is certainly being pursued.
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EXPERT SYSTEMS

The biggest success story of artificial intelligence research is
knovledge-based or 'expert' systems. The first progrem that could
be called knovledge-based was called DENDRAL, and was developed at
Stanford University in the mid 1960s in order to help chemists
identify compounds by spectrometric enmalysis. Since that time.
expert systeas have been designed for applications as diverse as oil
prospecting and medicine. In addition to complete applications.
expert system 'shells' are nowv awailable, alloving customers to
tailor the system to their own needs.

All expert systems contain at least two basic parts. First,
obviously is the 'knowledge base’ itself and second, some form of
knovledge interpreter to input and retrieve data from the knowledge
base.

In order to represent a tield of knowledge, it must be codified in
& vay that will make it both accessible and understandable. Some of
the different ways of coding are logical coding, procedural
representation. semantic nets. production systems. and frames.

Logical coding consists of formal logical statements. For
example, if we take the statement 'all cows have four legs', then we
could express this in formal logical expression as 'For any object
x, if x is a cow, then x has four legs’. The advantage of logical
coding is that the rules by which expressions are evaluated is based
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on centuries of philosophical research, and is known and well
understood.

Procedural representation consists of small well defined
procedures that process individual portions of the problem. For
example, if we were building a mnatural language parsing program,
nouns, verbs, adverbs, etc. each would have their own small
procedure that determines what actions should be taken. The major
disadvantage to procedural based systems 13 their complexity,
creating problems in understanding the entire interaction of the
base procedures and making debugging difficult.

Semantic nets most resemble the database of the business
community. Objects, concepts and events are stored as ‘nodes’, and
the interrelation of these nodes are stored as ’'links’. A simple
net might be:

Cov

| has-part
|
Y

FOUR LEGS

The major problem with nets is that they are not inmately valid.
that is, the interpretation of what a link means is entirely in the
hands of the software, and, unlike the logical representation, the
data itself is no guarantee of its meaning.
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Productions systems, also known as rule-based systems, store
information as a set of rules. called productions. usually in the
torm of 'if condition, then action’. An example may be, 'If it
starts raining. and you are outside, then open umbrella'. Because
of their imnmate understandability, production systems have been
useful for large application systems. DENDRAL. mentioned above. and
PROSPECTOR, a geological program, are among the better known of
these.

The last representational scheme we will discuss is the 'frame’.
or object oriented representation. Unlike rule based systems, vhere
each ‘'unit' is procedural, and nets in which each wmit is
declarative, each frame includes both a declarative and procedural
portion. This allows the frame itself to determine what action it
should take to any action against the frame. Object oriented coding
is becoming popular outside of the AI research centers. and object
oriented PASCAL compilers are even now becoming available.

In eddition to our knovledge base, we must have some form of
program to amalyze our queries and convert them into some form of
database access. Each different form of data storage has its own
type of 'inference engine’' to form the bridge between the user and
the data and to represent the methodology of the original expert.
Huch of the research in this area centers around the ability to
control and predict how the system will function under a broad range
of circumstances. These techniques are slowly working their way
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into the business community to produce management reporting and long
range data analysis and prediction.

Expert systems have been successful, wvhen they are, due to the
narrowness of the scope chosen for each project. Knowledge based
systeas are massive undertakings. involving skilled ‘knowledge
engineers', who are responsible for interpreting the methods of each
expert chosen for a system model, and converting this knowledge and
nethodology into a program and database. As any anmalyst knows, even
the expert may not know what he is doing when he exercises his
talent, so separating the substance from the window dressing can be
quite an undertaking. Even after the system is complete, improved
techmology and current information must still be added contimuocusly
to keep the system from becoming obsolete. And yet. expert systems
can pay for themselves in a single use, capturing an expertise that
vould be lost forever.

Even though we may seem to have produced the embryo of machine
intelligence, we are begimming to realize that Iumans think
differently than the models we have built. Let us look at how
researchers have tried to provide machine intelligence with the
ability to solve problems.
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PROBLEY SOLVING

The area of game playing has been one of the most successful areas
of research in AI. Most of the leaders of AI were fascinmated with
gemes research, due not just to the enjoyment of game playing, but
to the limited domain that exist in a game environment, allowing a
game simulation to act as a proxy for more complicated real world
pProblems. One of the most popular game simulations has been. of
coursé. chess. The first paper on the subject, ‘'Programming a
Computer for Playing Chess', was published in 1950 by Claude
Shannon, and many of the techniques described are used by today’'s
chess playing machines. Chess is a good example of how problem
solving techniques have developed.

In the begimning, most scholars tended to believe that all that
would be needed to develop a good chess program was enough storage
and speed to examine all possible moves that could be played for,
say, the next ten turns. HMost chess experts, by the way., look ahead
about six moves. However, if we say that, as an average, we can
move at least ten pieces in any one move, and our opponents can move
the same. we would need to evaluate 102D moves to look ten moves
ahead. Even if we could process a million moves per second. it
would take about 3x10'0 hours, or about 3 million years. Obvicusly,
this 1s not quite acceptable for an afternoon game of chess. Some
way must be found to shorten our search. This area of research has
been one of the most important areas of AI, and is basic to almost
all other AI areas.
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In order to examine search techniques,
Ve start at the top of our

problems in the form of a 'search tree'.

tree as so:

Start

we will represent our

From this point, let us say, we have three possible options. Ve

would represent them as so:

Start

/

iy

Option |

Option 2

Option 3
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Again, let us say that each of these options can have three
possible options of their own:

Start
Option | Option 2 Option 3

AN

1A 18 1C 2A || 2B || 2C 3A || 3B || 3C

And so forth.

There are a mumber of ways we can search this tree. The first,
and easiest. type of search is called the ‘depth-first' search.
This, as its name implies, involves searching each branch of the
tree to its bottom most leaf. that is. from start to option 1. to
1A, to 1B, to 1C., to option 2, to 2A, etc. Strictly at random. this
type of search will. on an average. hit half of the nodes to be
searched before finding a 'hit’'. The second type of search is known
as the 'breadth-first' search. This would involve searching each
level, from start to option 1, to option 2, to option 3. to 1A, to
1B, to 1C. to 2A. etc. ‘This search type has the disadvantage of
needing a very large intermediate storage area to store the results
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of searching each level, and, in a random search, will probably hit
a greater number of nodes. On the other hand, breadth-first
searches are useful in many geme situations, since they allow
partial evaluation of each major limb of the tree betore continuing
the search, and this., in turn would allow the program to pick the
limb most likely to contain the solution.

Another technique that helps shorten search time is called
‘bidirectional reasoning'. 1In this type of search, not only do you
start a breadth-first search from the top of the tree., you can start
a breadth-first search from the goal. This is useful for types of
manipulations, such as mazes, in vhich the goal and its precursors
are clearly defined, and we are looking for a relationship between
the start and the goal.

Another important problem solving tool is called ‘means-ends
analysis’. This method involves determining, for each node in the
tree, what is required to accomplish the execution of the node.
These are then analyzed for each complete path from the top of the
tree to the required solution, end an optimum strategy for
traversing the tree is evolved.

Host problems in AI involve using a combination of techniques to
achieve a solution. The dynamic selection of search algorithms
based on the type of problem presented is another continuing area of
Al research, and is an area that can be of direct benefit to the
business community. As the size and complexity of our data base
technologies increase, we will need to include many of the problem

AI-The Tree Toed Sloth 0018-13 Robert A. Karlin



solving methods of AI just to keep the cost of our inquiries
manageable.
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NATURAL LANGUAGE SYSTEMS

The ability to understand snmd use language has alwys been @&
yardstick for determining intelligence. Even after the discovery
that other species used language. this fact was used as evidence of
their intelligence, and closeness to man on the evolutionmary scale.
Even the intelligence of dogs and cats is not usually considered to
be their inmate ability to solve complex probleas in opening doors
and proceeding through mazes. but their ability to understand human
speech. Is it any vonder that the use of a nmatural language. such
as English, French, or Swehili as opposed to COBOL, PASCAL. or LISP.
i3 considered prime evidence of machine intelligence?

The problems besetting the amalysis of natural language can be
easily illustrated in the folloving examples. First., examine the
folloving sentences:

Time flies like an arrow.
Fruit flies like a banana.

In the first sentence, ‘'flies' is a verb and 'like’ is a
preposition. In the second, 'flies' is a noun and 'like' is a verb.
This type of uncertainty can give software fits. A second example
night be: The ball was hit by the boy with the hat. Did the boy hit
the ball using a hat. or is the hat just the means by which we
should identify the boy? Change ‘hat' to 'bat' and answer the
question again.
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Ratural langusge research was givenm an enormous boost by the work
of one person, American mathematician Naom Chomsky. who, in 1957,
revolutionized linguistics with the publishing of ’'Syntactical
Structures’. Chomsky was the first person to treat grammar as an
area of study that transcends specific languages, an area of study
wvith rules common to all languages and able to be expressed in
logical and mathematical terminology. Chomsky's rules of grammar
allowed researchers to begin to codify the methods by which humans
actually decipher language, and to apply some of these techmiques to
machine intelligence.

As natural language systems vere refined, it became obvious that a
rule based language system would become complex to the point of
impossibility, not just because of the size of the database, but
also because of the inability to debug a system of that magnitude.
Object based designs and constrained representation systems are now
being applied to the problem in order to simplify the basic systems
by reducing the number of rules the system must deal with.

Katural language systems are increasing in importance in the
business community. As relational databases become prevalent,
natural language interface systems are becoming popular, since this
allows a user of no computer sophistication to create complex
database queries without learning °‘computer shorthand’ languages,
such as SQL. But even the simplest natural language query processor
needs an abundance of data storage and CPU cycles. New ideas froa
Al research are eagerly awaited.
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A second area of natural language systems that is becoming popular
in commercial applications is language translation programming. It
may seem unimportant to be able to translate LZes XMiseradles into
Russian using a computer., but the ability to translate technical
manuals and documents of all sorts will speed the spread of
technologies around the world. It may be possible to read technical
journals published in Japan or Germany today, instead of waiting
weeks for the translations to be completed. Even computer software
interfaces could be translated, expanding the markets for these
products, and the hardware they are written for.

Ve have seen that natural language systems are not simple. On the
other hand, the economic incentives for vorking natural language
systems seem to be expanding this area of AI at a rapid rate.
Combined with the concurrent research in voice synthesis and speech
recognition, we may soon be seeing systems that can be queried in

English over the phone to tell us the weather in Bankok. or the
balance in our checking accounts.
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WHERE ARE VE NOV

Ve have looked at a bit of AI technology. and we have discussed a
few of the applications nov under study. Ve have completely igmored
the areas of robotics; visual, aural and tactile perception: self
programming and self emhancing systems; etc. ‘The purpose of this
paper vas to give an overviev of the field of AI. with emphasis on
those areas that may become applicable to the business community of
today.

In general. we have seen that AI is usually very costly. both to
design and to execute. Many 'commercial’ AI systems were originally
developed in traditiomal AI languages, such as LISP, and PROLOG, and
later converted to PASCAL, FORTRAN and even COBOL to achieve the
speed necessary to compete in the commercial marketplace. As AI
moves from a hit and miss field of study to a fully engineered
science. more applications will find their way into the market
place. Beware, however, the vendor who is trying to sell you an
‘expert' system for $495.90. The most charitable point that may be
made would be that an overzealous sales force tacked the appellation
to the product without looking the words up. On the other hand,
this could be another method of separating the unwary from their
money. It will be quite a few years before even a reasonable subset
could be found at computer boutique prices.

And yet. certain subsets of expert systems and natural language
systems are begimning to appear economical. In not to many years.
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it will be common to find query languages that seem to be English,
because the subset of English implemented will be fairly large. You
should expect these programs to be very literal in their
interpretation. Asking 'Can you get me the sales figures from
October?' may get you an answer of 'YES'. These programs will also
tend to get confused often enough for users to comment on the need
to desk check the output before treating it as gospel.

Ve should also see improved database access techniques, with
algorithms to optimize inquiries based on prior experience. Our
concept of data storage will tend to include concepts such as 'self-
defining' databases, whose complete structure. including source,
responsibility, editing criteria and report format., will be stored
as part of the database itself. V¥e should begin to see ocbject
oriented extensions to our current languages. These are extremely
useful in rapidly changing businesses, such as life insurance and
commodities trading, and would ease the probleas of inplementing new
products or modifying existing ones.

Though we may not see Karel Capek's robots in our offices next

veek, AI is here to stay, amd will be a jarge part of the office of
tomorrov.
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CONTROLLING THE DATACOM MONSTER:
ONE COMPANY'S APPROACH

Jeffrey D. Van Brunt
Ireco Incorporated
11th Floor Crossroads Tower
Salt Lake City, Utah 84144

Introduction

In 1983 when I started working for Ireco, a Utah based
international explosives company, our datacomm consisted of
several local terminals and one 9.6 point-to-point leased
line. This line connected our Salt Lake City office and our
West Jordan plant, 20 miles away. In June 1985 Ireco
acquired the Explosives and Nitrogen Products division of
Hercules 1Inc., an acquisition tripling the size of the
company overnight. 1In the area of datacomm, this meant we
added five major manufacturing plants and one distribution
facility with which we had to establish nationwide
communications. We were very much in the dark as to what

the needs of these sites would be. Adding to the
complexity, we were just making a recommendation to replace
our current hardware with Hewlett-Packard equipment. We

knew we had to act quickly, so we took our best guess,
ordered data lines and began implementation. Four months
after the network was installed we realized what we had in
place was totally inadequate. We also realized that we did
not have the expertise to design a network that would handle
our needs. There were questions concerning response time,
redundancy,’ and reliability. We weren’t sure how to solve
these and many other questions. What were we to do? After
a great deal of thought, we came up with a plan as to what
we thought we should do.

About The Paper

This paper will discuss the approach taken to tackle the
datacomm monster before us: one company’s approach to
achieving results in the world of data communications. I
need to emphasize at this point that in no way do I feel
that our approach is the only approach or the best
approach. I‘m not even sure there is such a thing as the
best approach. What we have done is develop a method that
works for Ireco in it’s particular situation. I hope that
by reading this paper you can gather some ideas and generate
some questions in your own mind as to how to control the
datacomm monster in your company. The remainder of this
paper will be a chronology of the events and steps taken at
Ireco over the last three years in the area of datacomm.
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A Word About Ireco

Ireco Incorporated is an international explosives
manufacturer and distributor headquartered in Salt Lake
city, Utah. It has operating facilities in 26 countries
located on every continent in the world. 1Ireco is owned by
Dyno Industrier A.S. of Oslo, Norway. Dyno is one of
Norway’s oldest and largest companies with it’s history
dating back to 1865, when it was producing dynamite based on
Alfred Nobel’s patents. Ireco consists of three
manufacturing divisions: Industrial Explosives, Nitrogen
Products and Defense Products. Ireco has four marketing
divisions: Western U.S., Central U.S., Eastern U.S. and
International Sales. Ireco also has wholly owned
subsidiaries in Canada and Chile. Ireco is considered to be
a full-line explosives manufacturer spanning all explosives
markets.

Early Datacomm Network

Factors Involved

As mentioned before, Ireco was a very unsophisticated
datacomm user when the Hercules acquisition took place.
During this time we were a very small shop consisting of
five people, none of which were "datacomm experts." What
faced us seemed like a monumental task. We now had a total
of six manufacturing plants and one distribution facility
with which we had to establish data communications. We had
been told of the pending acquisition in April of 1985 but
were allowed no contact with the new sites until the final
papers were signed. Once the papers were signed an
agreement was made with Hercules to continue to allow the
plant sites to use their existing applications for one year.
We all breathed a sigh of relief since we thought we had
some time to plan our strategy. The one task we
immmediately needed to worry about was establishing a
connection from Salt Lake to Wilmington, Delaware (Hercules’
computer center) in order to allow corporate office
personnel access to the existing Hercules computer systems.
This was accomplished without too much headache. We sat
back and started to plot our strategy for handling these new
needs. We thought we had time! Before we knew it we were
into September and were told that as of January 1, 1986 the
manufacturing plants had to be online with Salt Lake. At
this point we still had not been able to gather an adequate
amount of information on the data processing needs of these
plants. What we did have was a list of applications and
equipment used to access the Hercules system. We also found
out that it took 45-60 working days to get a leased circuit
installed. Realize that while all of this was going on,
there was the problem of finding adequate software packages
to handle the increased needs of the company, and we were
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also in the process of converting to HP hardware. WHEW! It
gives me a headache just thinking about it.

Why Our Decisions

Based on what little we did know, and with advice from a
couple of vendors, decisions were made and the lines, modems
and multiplexers were ordered. We were feeling pretty good
and were excited about what was to come. Boy were we naive.

The design consisted simply of two multidrop 9600 baud
leased lines with three drops each. At the remote sites,
9600 baud modems were to be installed to act as slave units
as well as multiplexers capable of handling eight devices
each. The one site that we had been communicating with was
to be left as is. 1In Salt Lake there would be two master
modems and a major multiplexer node capable of handling all
the remote devices. We had at the time two HP3000’s and it
was decided that we would use DS/3000 with the DS pt-to-pt
link for system to systenm communications. (see
illustrations 1 & 2)

There are a few key points about the decisions that need to
be emphasized here. First, the design was a best guess
based on the information gathered. Second, the modems were
purchased from the only company we had a history with.
Third, the multiplexers were purchased from the same company
that our existing equipment had been purchased from in order
to protect what we thought at the time was an already
substantial investment. This was done even though the local
HP support people had had no experience with this company’s
equipment communicating with the HP3000.

Implementation and Problems

I would like to say at this point that the implementation of
this network went smoothly, but I would be 1lying. The
datacomm 1lines were supposedly all installed around the
first part of November and the modems and multiplexers were
also arriving. Again we thought, "no problem, we have
almost two months to get ready." A trip was organized and I
was sent out to install the equipment at three of the sites
in early November. In addition there was cable to be strung
in the offices. Well, to make a very long story short,
there were problems at all three sites. Some of the
problems were: the telephone companies not installing an
RJ41C terminator, or if it was installed, not in the right
place; the lines that were supposed to have been tested,
were not working; not knowing how to properly configure the
modems; bad cards in the multiplexer equipment; missing
reels of cable for connecting terminals and printers; and
countless other minor problems. After a two week trip I did
manage to arrive back in Salt Lake with things semi-working.
Over the next month+ we continued to try and iron out the
problems and get things working by January 1. After many
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sleepless nights we finally did. The second week of January
we were off and running.

The Next Step
Underlying Major Concerns

The implementation of our first network taught us one
important thing: "We didn’t know very much about data

communications." It was decided that at this point some
education was essential. A class was found and a couple of
key people were sent to school. Some questioning and

re-evaluation of our network was an important result of this
education. We were already seeing some problems. There
seemed to be alot of down time in the phone company circuits

which caused lost work time. The network was already
slowing down and all we were running was Payroll. The sites
had too much effect on each other. This raised major

concerns about performance and response time, reliability of
the network, and contingencies in the case of a circuit
being down for a long period of time. We were really
worried since we were just beginning to add the load of
applications that we were to eventually reach, and the sites
were going to become increasingly dependent on the computer.
We knew we needed a better network. We didn’t panic and
decided that we would take the time to do it right. For
this we sought some outside help in the guise of network
consulting.

Steps Taken in Design of Network

Once a consultant, or I should say consultants, were
selected and fees “negotiated, the first step was to
interview some of the key users and management personnel.
This was done for two reasons: first, to determine what some
of the complaints about the way the network was functioning
now were; and second, to make a determination of how long
they could afford to not have access to the computer. The
overwhelming answers to the first part were the system is
just too slow and the 1lines go down too often. The
concensus answer to the second surprised us. Users felt
that anything more than a couple of hours downtime during
the day would cost the company money. From this it was
decided that two key criteria for the new network design
would be to dramatically increase the performance (response
time) and to provide for redundancy to avoid excessive
downtime. Another criteria added was that the network had
to be flexible enough to easily add sites. This was for
both terminals and CPU’s. The next step was to learn as
much as possible about the traffic that this network would
be expected to handle. Information was gathered from each
site concerning applications used, volume of
transactions/day, number of pages printed/day and peak
processing times daily, weekly and monthly. This was an

0019-4



exhaustive 1list as even an application that was only
accessed on a monthly basis was considered. Next we looked
at the applications themselves. A program was written to
run on a datascope that would measure the number of
characters being communicated between the CPU and terminal
while running an application. To me, some of these numbers
were quite amazing. For instance in our order management
system it takes approximately 10,000 characters to enter an
order header and one line item. Added to this data was the
area code and telephone prefix of each of our plants. We
also decided at this time that we were going to install
another HP3000, this one being in our Port Ewen, New York
plant. One thing that made the design of our network
difficult was that our plants are not isolated to any given
CPU. They need to be able to access any CPU quickly at any
given time.

Armed with all the information they could carry, the
consultants went back to their office and hashed out a
design. Much of the data gathered was input into a software
package that analyzes traffic to suggest line speeds and
helps in determining the most cost effective routing of
datacomm lines. After a period of time, a design proposal
was presented to Ireco. This design was discussed and
refined several times before a final design was achieved.

The Design
The design in its final form is shown in illustrations 3 &

4. As can easily be seen, the new network was drastically
different from the o0ld network and much more complex.
Following are some of the key parts of the design:

1. There are no multidrop circuits involved. It was
determined that the line traffic was too great for
multidrop circuits to be feasible.

2. The speed of many of the circuits was boosted to a
speed of 19.2 in order to handle traffic demands.

3. There are in reality two paths between Port Ewen,
New York and Salt Lake City: one running
effectively at 9.6 and one running at 19.2. This
provides for redundancy and the capability to keep
running if one of the circuits fails.

4. Several modems have been added that have split
streaming capability. This was done to allow the
splitting of a 19.2 line into two 9.6 chunks.

5. Through the use of either dual dial restoral or
re-routing of modems, every plant has the capability
of continuing to function if their main circuit

fails.

6. Louisiana, Missouri became a central hub for
communcations.

7. DS X.25 1link was chosen to do system to system
communications. This was chosen because in

conjunction with the multiplexer each system is only
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one jump from another. It was decided, the system
to system would be mostly 1limited to program to
program communications, spool file transfers and
network file transfers. The plan has also been to
supply a PDN type link to our parent company in
Oslo, Norway.

8. Even local terminals in Salt Lake and Port Ewen
would be connected to the multiplexer in order to
allow one-step access to any system. The
multiplexers act as port selectors and the first
menu a user sees is from the multiplexer.

9. It was determined that a network management system
was needed to monitor the datacomm lines and control
all of the modems from one central place. This
provides a distinct advantage when dealing with
AT&T. When a line is having a problem we can tell
exactly what the problem is and relay this
information to AT&T. This has helped us solve bad
line problems quickly.

Test Phase

The biggest question mark in the new design was the
multiplexing equipment. As mentioned earlier, the vendor
was an unknown in the HP3000 world and we had experienced
some problems with the multiplexors that had taken awhile to
resolve. We Kknew there was other equipment available that
was proven with the HP3000 but again we wanted to protect
our investment and our jobs. So, in order to answer this
question, a test plan was developed in which all possible
types of connections and all possible applications were to
be tested. A complete copy of the test plan is contained in
Appendix A. An agreement was reached with the multiplexer
vendor for enough equipment to conduct this test. HP was
also involved in supplying modems, test sets and software
for the HP3000. This test was conducted afterhours over a
series of nights so as not to cause down time to users.
There were a couple of significant factors that came out of
this test:

1. It was determined that we would need 25 pin ATP
ports on the 3000 instead of 3 pin. The reason was
that if the phone line was dropped, or the session
on the multiplexer was dropped, it left the session
on the HP3000 and anyone could grab it. This was a
security risk that we could not 1live with. A
special cable was developed to solve this problem
thanks to ' the efforts of engineers from both
vendors.

2. We also found that we would have to leave the packet
size in X.25 on the HP3000 at 128K because we were
telling the 3000 that it was talking to a PDN. This
would be a drawback, but we felt we could live with
it.

After completing all of the tests, it was determined that
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the multiplexers would function adequately for our needs and
orders were placed.

How Did We Implement?

At this point one thing was for sure; this implementation
was going to be extremely tricky. First, we were adding two
more CPU’s to the network. Second, we already had a network
in place and a good deal of the existing equipment was to be
used in the new network. Third, we had to keep downtime to
an absolute minimum. We thought, "If we can pull this one

off it will be a miracle." The whole implementation was a
carefully thought out phased plan, and it worked.
Phase I: Install the HP3000/52 in Salt Lake and add the

users to it as well as those local users that
would be going through the network to the
multiplexer. Once the 52 had been installed,
the setup of the multiplexer and rewiring of the
computer room was completed over a three-day
weekend. This also involved the establishment
of X.25 communications between the systems, and
the capability to move spool files and data
files from system to system.

Phase II: This involved the installation of equipment at
two of our plant sites; Louisiana, Missouri and
Donora, Pennsylvannia. These were the two sites
in addition to Port Ewen that were to have more
than one modem. 1In these situations the modems
would be back to back and required that the
configurations be exactly right, which was
nowhere close to default, and a user contact be
trained to make the cutover.

Phase III: This would be the most difficult and complicated
phase. This involved the installation of the
HP3000/58 and extensive datacomm equipment in
Port Ewen. It would also require additional
equipment to be installed in Salt Lake and the
cutover of the whole company to the new network.
Again, this phase was done on a three-day
weekend plus one working day down time. The 58
and the datacomm equipment was installed and
readied over a period of 1 1/2 weeks. On Friday
a company wide coordinated effort was made and
the phone line cutover was completed. Over the
next three days the cabling was re-done and the
network tested. By Tuesday morning the whole
network, with the exception of one site due to
an out of specification 1line, was up and
running. Even the site with the bad line was
brought up with the DDR option.

0019-7



The experiences we had gained from our first network
installation helped us greatly in preparing for this one,
and contributed to it being a success.

Strengths and Weaknesses

Now that we have been functioning on this network for a
little over a year, there are some strengths and weaknesses
that should be pointed out.

Strengths:

1. The strongest point of this network is probably the
performance (response time) for terminal users.
There is not much difference between a local (SLC)
terminal and a remote site terminal, even at peak
use times.

2. The ability for any terminal user to access any CPU
directly is definitely a positive. This allows us
to save X.25 for file transfers and the moving of
spool files.

3. Although we don’t use it very much, the ability to
resume communications even when a phone circuit is
down has helped us on occasion. We do limit the use
of the DDR feature due to the cost of long distance
phone calls.

Weaknesses:

1. The X.25 traffic should not be sharing the same
multiplexer as the terminal traffic. It tends to
cause performance problems for the file transfers
and moving of spoolfiles. This problem is partially
due to the before mentioned packet size limitation,
and also to the fact that our projected load has
increased.

2. We have had trouble with the quality of some of the
19.2 circuits. These have taken time to resolve,
even with the help of our network management system.
We have also had trouble with one of our 9.6
circuits and getting that fixed by a RBOC (Regional
Bell Operating Company).

3. There remains a problem with performing file
transfers using a PC connected through the network.
This appears to be a problem with the way the
multiplexer handles ENQ/ACK flow control.

All in all the network has done its job and performed
according to design.

Where Are We Now

What Has Happened Since
One thing that I have been able to count on in the 4 1/2

years that I‘’ve been at Ireco is that things are going to
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change. There have been further acquisitions, the company’s
marketing organization has been re-structured, and our
Canadian subsidiary wants to come online. Thls has all
placed new demands and requirements on our datacomm network.
We have once again been faced with the question of "What are
we going to do?" Although we have learned alot in our
experiences, we are nowhere near experts. So, once again,
we have called on the consultants to help us meet the new
needs that are before us.

The New Design

What we are doing with the new design at this point is to
take our existing network and add to it. (see illustrations
5 & 6) We are adding tail circuits to accommodate our
Olympia, WA. office and our Montreal, Canada office. We are
also adding a subnet that will accommodate our central
marketing region. As a part of this we are hoping to add
another CPU in Salt Lake. We have added a PC LAN to the
Salt Lake office, and we are going to LAN connections for
system to system communications in the Salt Lake office.
We’re also pulling the remaining X.25 communications out of
the multiplexers. Not shown in the illustrations but of
equal importance is  that connectivity within the
manufacturing plant sites has become extremely important.
We are currently investigating different ideas for
accomplishing this. The implementation has not begun yet as
the plans have just been finalized, but it should once again
be challenging.

Future Considerations

In the future we hope to merge the new subnet into the older
network to take advantage of hubbing and cheaper phone line
costs. We will have an office in Atlanta, GA. that we will
need to bring online, and we still hope to establish
communications with our parent company. Eventually we would
like to include the 58 in Port Ewen into the system LAN that
will be present in Salt Lake. The main thing for us is to
remain as flexible as possible so that further changes
within the company will not continue to cause us headaches
and sleepless nights, and so that we can react quickly to
these changes.

Conclusion

I hope that sharing our experiences at Ireco will help
others in controlling their own datacomm monster. With the
speed at which equlpment and standards keep changing, things
can get out of control in a hurry. 1In closing I would like
to reiterate some of the things that have been key to us.
1. Get outside help. There is no way we could have
done it without the consultants. We are not
datacomm experts. With the speed at which things
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are progressing, and with new technologies, there is

no way we can keep up. Besides, it’s the
consultant’s job to keep up; that’s what they’re
paid for.

2. Plan ahead and test the equipment before
implementing. Salesmen can tell you anything. The
sky is the limit for them. Make sure what they tell
you will really work.

3. Get a network management system. Our network really
isn’t that big, but we could not manage without it.
This has allowed us to have one person manage the
entire network.

4. Remain flexible. You never know when things are

going to change. There will always be new
requirements and increased demands that cannot be
anticipated.

Last but not least, it is also very important to have good
people. As my boss likes to say, "You can have the best
system in the world, but without good people you don’t have
squat."
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OBJECTIVE 1

IRECO MULTIPLEXER TEST PLAN

VERIFY DCA355, DCA110 PERFORMANCE WITH HP
PRODUCT SET FOR TERMINAL - CPU
COMMUNICATIONS

Terminal-Oriented Product

PRIORITY:

(9)

(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)
(18)

TOPOLOGIES:

(1)

(6)

HPWORD V

HPWORD 150

HPDRAW

ADVANCELINK 2392 (File Transfer)
oM

MM

DELUXE VISICALC
EASYCHART

REMOTE SPOOLED PRINTING
ADAGER MODEL II
SECURITY/3000

MPEX

LISTKEEPER

INFORM

REPORT

PAYROLL

ACCOUNTS PAYABLE
GENERAL LEDGER

Single DCA 355 (SLC) used as Data Switch,
Terminals to S/68 and S/37

Two DCA 355, Point-To-Point, Terminals to S/68
DCA 110 to DCA 355, Point-To-Point, Terminals
to S/68

DCA 110 to DCA 355 to DCA 355, Point-To-Point,
Terminals to S/68

DCA 110 to DCA 355 to DCA 355, MultiDrop 110
and Point-To-Point DCA 355's, Terminals to
S/68

DCA 120 to DCA 355, Point-To-Point, Terminals
to S/68

HARDWARE REQ'D:

DCA

1 EA DCA 355 with HP Option Ports (4 Ports)
2 Composite Ports

2 EA DCA 355 Composite Port Boards for
existing DCA 355
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HP 4 EA 37230A 9.6KBPS Shorthauls (Bellevue)
2 EA 37210T 4.8KBPS Modems (Bellevue)

IRECO 1 EA HP150
Misc Cabling

1 EA 2392, 2934, 2686

ACCEPTABILITY CRITERIA:

(1) DCA as Network Vendor -
No errors in using the following products:
(1) MM
(2) PM
(3) oM
(4) PcM

(5) DESKMANAGER

(2) DCA as Conditionally Acceptable Network -
No errors in using the following products:
(1) HPWORD V
(2) HPWORD 150
(3) HPDRAW
(4) AdvanceLINK 2392 (File Transfer)
(5) Deluxe Visicalc
(6) EasyCHART
(7) HPACCESS

Errors using a product will eliminate the use of that
product at a site. Therefore, IRECO will decide
whether to restrict the use of the product to
hard-wired terminals or eliminate DCA as network
vendor.

METHODOLOGY :

(1) HPWORD V
(a) Run HPWORD - Observe and time download.
Observe LDEV
(b) Edit existing document
(c) Print existing document to:
(1) Spooled Printers (2932 & 2686)
(2) Attached Printers (2932 & 2686)
(d) Exit HPWORD
(e) LOG OFF
(f) LOG ON w/2nd terminal
(g) LOG ON w/HP150
(1) Make sure LDEV is different from step
(A) above
(h) Complete step A above. Download should
take less than 10 seconds
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(2)

(3)

(4)

(5)

HPWORD 150

(a)

Transfer HPWORD 150 document from HP150
to HP3000. Observe and time file
transfer

(b) Use HPWORD to convert display and print
document

(c) Evaluate printed document for errors

(d) Transfer HPWORD document from HP3000 to
HP150. Observe and time file transfer

(e) Use HP150 to display and print document

(f) Evaluate printed document for errors

HPDRAW

(a) Use HPDRAW to display and edit an
existing drawing

(b) Plot drawing using system plotter

(c) Plot drawing using eavesdrop mode

(d) Observe drawings for errors

ADVANCELINK 2392

(a) Transfer ASCII file of approximately 100
records from HP150 to HP3000. Verify
correct transmission

(b) Transfer binary file of approximately
1000 records from HP150 to HP3000.
Verify correct transmission

(c) Transfer ASCII file of approximately 1000

(4)

(e)

record from HP3000 to HP150. Verify
correct transmission

Transfer binary file of approximately
1000 records from HP3000 to HP150.

Verify correct transmission
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